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Abstract

The Distributed Management Task Force (DMTF) is the organization behind the creation of the Common Information Model (CIM).  Industry leaders such as, Microsoft, Cisco Systems, EMC, Intel, Hewlett Packard, SUN Microsystems, and many others are collaborating on CIM to create an industry standard to guide the development of management tools and techniques that will effectively manage heterogeneous resources with proprietary components.  The CIM is implemented with several pre-existing object oriented concepts and typically referred to as Web Based Enterprise Management (WBEM).  This paper discusses CIM and WBEM concepts and environments available to create WBEM applications.  Windows Management Instrumentation (WMI) is Microsoft’s CIM compliant implementation and the technology used to create the WMI Tool (WMIT) described in this paper.  
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INTRODUCTION

The Distributed Management Task Force (DMTF) is an industry and academic organization creating the Common Information Model (CIM).  Industry leaders are collaborating to create the CIM specification that will guide the development of management tools and techniques for systems, networks, and environments.  The DMTF has identified various levels of membership within the organization, each of which carries a different cost and provides different access to the evolving technology.  See Table 1 for DMTF membership information.  The DMTF Board must approve no cost memberships.  See http://www.dmtf.org/join/levels for more information.

Table 1, DMTF Membership Information
	Membership Status
	Cost
	Description

	Contributing Member
	$10,000
	1. Early access to DMTF-developed technology, tools, and information available on the DMTF members only web site 

2. Involvement in press activities, tradeshow events, and Web postings 

3. Participation in DMTF certification programs 

4. Participation in any number of DMTF marketing or technical working groups 

5. Ability to chair a DMTF working group 

6. Voting participation on DMTF Marketing and Technical Committees 

	Associate Member
	$5,000
	1. Early access to DMTF-developed technology, tools, and information available on the DMTF members only web site 

2. Involvement in press activities, tradeshow events, and Web postings 

3. Participation in DMTF certification programs 

4. Participation in any number of DMTF marketing or technical working groups, excluding the technical and marketing committees. 

	Monitoring Member
	$2,500
	1. Early access to DMTF-developed technology, tools, and information available on the DMTF members only web site 

2. Involvement in press activities, tradeshow events, and Web postings

	Alliance Partner
	None
	1. Access to the DMTF members only web page

2. May participate in DMTF working groups as a non-voting member

	Academic Alliance Partner
	None
	1. Access to the DMTF members only web page

2. May participate in DMTF working groups as a non-voting member


The DMTF CIM uses basic structuring techniques with object-oriented concepts to establish a management framework for systems, networks, and environments.  The CIM and associated technology is used to abstract away proprietary implementations and develop a management schema.  System Administrators managing Information Technology architectures today are faced with obtaining several varied skills to manage the entire infrastructure.  Figure 1 depicts the typical System Administrators problem.

Figure 1, System Administrators Problem
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The WBEM Schema, by providing a standard management interface, alleviates some of the System Administrator’s complex management tasks and reduces the complexity associated with managing heterogeneous environments.  The WBEM schema can be divided into three conceptual layers [DMT99].

· Core model – an information model that captures notions that are applicable to all areas of management. 
· Common model – an information model that captures notions that are common to particular management areas, but independent of a particular technology or implementation. The common areas are systems, applications, databases, networks and devices. The information model is specific enough to provide a basis for the development of management applications. This model provides a set of base classes for extension into the area of technology-specific schemas. The Core and Common models together are expressed as the CIM schema. 

· Extension schemas – represent technology-specific extensions of the Common model. These schemas are specific to environments, such as operating systems (for example, UNIX† or Microsoft Windows†).

The Web Based Enterprise Management environment is depicted in figure 2.  The components comprising the environment are [JSC03]:

· CIM Client – Interacts with a CIM Server by issuing CIM Operation Message Requests and receiving/processing CIM Operation Message Responses

· WBEM Server – Receives and processes CIM Operation Message Requests and issues CIM Operation Message Responses

· CIM Object Manager (CIMOM) – Central component of the CIM Server responsible foe the communication between other components 

· Provider(s) – Instruments one or more aspects of the CIM Schema

Figure 2, WBEM Environment
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Each of the components listed above is further broken into classes that use methods to exchange information.  Remote information exchange is accomplished by using the XML-CIM.  The XML-CIM standard is based on xmlCIM, a representation of CIM in XML, and CIM Operations over HTTP.  However, XML-CIM is not required for implementation.  Information may be exchanged between remote assets by standard socket communication.

WBEM IMPLEMENTATIONS

The WBEM implementations, summarized in table 2, are being developed commercially and by Open Source activities.  Each implementation is in a different state of maturity.  The Open Source initiatives particularly lack robust documentation.  However, there are several Open Source implementations to pick from and advance as part of ongoing research.  

Table 2, WBEM Products

	Open Source
	Commercial

	WBEM Services: Sun
	WBEM Services: SOLARIS

	SNIA: HP, IBM, OpenGroup
	WBEM Services for HP-UX: HP

	Pegasus: OpenGroup
	WBEM Services for Tru64: HP

	OpenWBEM: Center 7
	J WBEM Server: WBEM Solutions

	
	C WBEM Server: WBEM Solutions

	
	WBEM Server: Center 7

	
	Windows Management Service: Microsoft


Windows Management Instrumentation (WMI) is a CIM compliant infrastructure created by Microsoft.  The WMI implementation extends the CIM schema for Microsoft specific technology.  The schema extension, as mentioned in the introduction, is part of CIM and used to extend capabilities in the Common Model.  Microsoft’s management infrastructure includes the CIM Object Manager (CIMOM) and the WMI repository. The CIMOM provides a collection and manipulation point for objects and information stored in the repository. It facilitates gathering and manipulating information about objects.  A communication path between Management Applications and Providers is supported by CIMOM by the IwbemServices COM/DCOM API [MIC01]. The API allows for object creation, deletion, and data retrieval. It supplies event notification and query processing services, and can be accessed from several programming languages such as Microsoft C and C++® and by Windows Script.  The WMI infrastructure is similar to a WBEM environment, but the Microsoft CIM schema extensions are worth noting and are depicted in figure 3.

Figure 3, WMI Infrastructure
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There are a few differences that are apparent when comparing the WBEM Environment to the WMI Infrastructure.  The WMI infrastructure uses the COM/DCOM API for communication and stores static data outside of the CIMOM in the WMI repository.  Typically the CIM-XML standard is used for communication and static data is stored in the CIMOM.

WINDOWS MANAGEMENT INSTRUMENTATION TOOL (WMIT) DESIGN

The Windows Administrative Tools, available for free download at Microsoft.com, provided the infrastructure to begin developing The Windows Management Instrumentation Tool (WMIT).  WMIT uses similar techniques described in WBEM development.  WMIT uses software layers to abstract technology specific implementation details away creating a more flexible and scalable solution.  WMIT employs object oriented and web based technologies such as Java, Java Server Pages (JSP), and XML.  The WMIT Design is shown in figure 4.

Figure 4, WMIT Design
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The technology specific schema extensions, in this case WMI, are abstracted away from the WMIT system and fall below the dashed line near the bottom of figure 4.  

NOTE: A Solaris WBEM Services resource was not available for research during this period of time.

The WMIT Adapter interfaces with the technology specific implementations and provides the communication path between WMI and the WMIT Daemon.  The WMIT Daemon receives status and management requests out of the WMIT Command Set from the WMIT Central Controller.  The status and/or state change in the WBEM enabled resource is displayed in the JSP(s).  The WMIT Command Set and Adapter provide the ability to add other resources without modifying the remaining WMIT infrastructure.  Figure 5 depicts additional resources added to the managed environment and the changes required to accomplish the integration.  In this example, a Solaris WBEM Services machine and a HP TRU64 machine are added to the environment.  The management command set is updated to reflect data and queries that the new machines understand and process.  The adapter is modified to abstract the schema specific extensions for Solaris and HP TRU64 away from the WMIT infrastructure.

Figure 5, WMIT Design With Added Resources
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WINDOWS MANAGEMENT INSTRUMENTATION TOOL (WMIT) IMPLEMENTATION

A WMI script, figure 6, was used to retrieve disk information from a PC running Windows 2000.   

Figure 6, WMI Script

A management command, delivered in a SOAP message, is used to request the disk information.  Upon receipt of the message, the disk information is read and converted to XML by the WMITServlet.  After the information is appropriately converted and formatted, the data is distributed to the web server for display.  Figure 7 shows the implementation of the WMI Tool.

Figure 7, WMI Tool Implementation
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FUTURE RESEARCH

There are many new research areas available in CIM and WBEM.  The market appears to be embracing the new technology and standards being introduced judging by the number of members in DMTF’s organization.  The emerging industry emphasis appears to be for commercial products to comply with the CIM standard so they can market their systems as being CIM compliant.  Plenty of research areas are available in the Open Source initiatives and the extension of the Open Source implementations into new technologies.  Therefore a good research topic is to extend CIM to LVS Cluster Management.  Several topics are available in this area:

· CIM Compliance for LVS – create schema extensions to support LVS WBEM

· CIM Compliance for Apache – create schema extensions to support Apache WBEM

· CIM Compliance for LCS – create schema extension to support LCS

· CIM Web Cluster Management – create and integrate schema extensions for a Web Cluster

The following architecture, shown in figure 8, can provide control of resources if each of the components is CIM compliant.  This particular setup requires that each of the real servers and the load balancer have a CIM infrastructure and many CIM clients.  The CIM clients can provide status monitoring and receive control commands for each of the components within the web cluster.  A logical progression of technology is to incorporate a rule set in a CIM Management System to help manage load balancing.  The rule set would be primarily based on thresholds to control the load balancer and dynamically tune and adapt to the number of connections per real server.  IPVSADM scripts, as depicted in figure 9, can be distributed from the CIM Management System to the load balancer or real server for remote execution.  Therefore, the CIM Management System could modify the load balancer algorithm without the need for a System Administrator to sit in front of the load balancer workstation. 

Figure 8, CIM Compliant Web Cluster Architecture
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Some of the information that can be monitored and used for rule-based decisions is:

· Number of connections

· Disk Space Utilized

· RAM Available

· Clock Rate

· CPU Idle Time

Figure 9, IPVSADM Script

CONCLUSION

As noted throughout this paper CIM and WBEM provide an infrastructure to manage and control heterogeneous resources commonly.  The technology appears to be scalable and provides the framework for future application development.  Microsoft’s CIM Compliant Windows Management Instrumentation (WMI) can be used to support research and development.  Microsoft’s documentation is limited and typically refers to Microsoft’s proprietary WBEM support products, such as costly development environments.  A user of WMI technology must evaluate the technology closely because not all WMI capabilities can be accessed without a Microsoft provided development environment.  The WMI technology appears to be sufficient for research and development but without purchase of a Microsoft development environment falls short of providing an infrastructure necessary for commercial enterprise development.
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# Set ip_forward OFF for vs-dr director (1 on, 0 off)


echo "0" > /proc/sys/net/ipv4/ip_forward





# Director is not gw for real servers


echo "1" > proc/sys/net/ipv4/conf/all/send_redirects


echo "1" > proc/sys/net/ipv4/conf/default/send_redirects


echo "1" > proc/sys/net/ipv4/conf/eth0/send_redirects





# Add ethernet device and routing for VIP 128.198.61.110


/sbin/ifconfig eth0:110 128.198.61.110 broadcast 128.198.61.110 netmask 255.255.255.255


/sbin/route add -host 128.198.61.110 dev eth0:110





# List ifconfig info for eth0:110


/sbin/ifconfig eth0:110





# Check if VIP 128.198.61.110 is reachable


# and list route table


ping -c 1 128.198.61.110


/bin/netstat -rn





# Clear ipvsadm tables


/sbin/ipvsadm -C





# Insatll LVS services with ipvsadm


# add http to VIP with wrr scheduling


/sbin/ipvsadm -A -t 128.198.61.110:http -s wrr





# Add first real server


/sbin/ipvsadm -a -t 128.198.61.110:http -r 128.198.61.101:http -g -w 3





# Check first real server path


ping -c 1 128.198.61.101





# Add second real server


/sbin/ipvsadm -a -t 128.198.61.110:http -r 128.198.61.102:http -g -w 2





# Check second real server path


ping -c 1 128.198.61.102





#


# List ipvsadm table


#


/sbin/ipvsadm



















































































' Lawson, Wise, CS526 Project - prints the amount of freedisk space for the current machine


'  onto the standard console.  


'  Executed via cscript //Nologo freedisk.vbs


'  Output in format of [drivename],[freespace in MB]


Set colDisks =  GetObject("winmgmts:{impersonationLevel=impersonate}"). _


 ExecQuery("Select * from Win32_PerfRawData_PerfDisk_LogicalDisk")


For Each objDisk in colDisks





    Wscript.Echo objDisk.Name & "," & objDisk.PercentFreeSpace


    


Next
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