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Open Source PKI (Public Key Infrastructure)

Introduction

The OpenCA Labs, born from the former OpenCA Project, is an open organization aimed to provide a framework for PKI studying and development of related projects. As the PKIs standards, interests and projects are growing fast, its been decided to split the original project into smaller ones to speed up and reorganize efforts.
Communication is an essential part of life. Traditional media for communication are the sending of letters through the Post Office, talking over the phone through the Telecommunications company, or -- more commonly -- to speak directly with the other person. For face–to–face communication, people can recognize each other's physical characteristics or they can compare hand–written signatures with that of official documents like an ID card. For each communication medium, there is a transitional period when specific laws and technologies are set in order for people to communicate securely and transparently. The Internet, as a network that interconnects networks of computers around the world, is a new communication medium that is substantially different from existing ones. The law and the technologies to let transparent and secure communication have not been fully defined or set yet. Cryptography has provided us with digital signatures that resemble in functionality the hand–written signatures and digital certificates that relate to an ID card or some other official document.

Certification Authority

The trusted agency that signs Certificates with its private key and lets others verify Certificates by the usage of the corresponding public key is called a Certification Authority, or CA. This Certification Authority is also known as a Trusted Third Party (TTP), since it is regarded that, in order to be trusted, it should not have common interests with any of the two parties. 

Basic functionality of a Public Key Infrastructure

Steps necessary to establish communication between two persons using the Certification Authority.

Creation of the key–pair and the certificate request

Person1 create a public/private key pair using a public key algorithm like RSA. Then create a certificate request, which is the Certificate just prior to signing by the Certification Authority. First, the certificate request contains information about the identity of the user, such as the name, address, telephone number and e–mail address. Second, it contains her public key. Certificates can be used to authenticate not only people but also entities in general, such as a WWW server or a network device. 

Signing of the certificate request by the Certification Authority

Person1 sends is/her certificate request  to the Registration Authority for its signature. Any action of approval or disapproval takes place at the Registration Authority. Then, the RA sends the request to the CA for policy approval and to be signed. The result of the signing –– the Certificate –– is sent back to the person1 through the Registration Authority. They also are often stored on a Directory Server. 

Certification Authority chains

Using this certificate, person1 can claim that his/her public key is trustworthy. Person2 who wants to communicate with person1, asks for his/her Certificate. Person2, in order to verify her Certificate, finds the public key of the Certification Authority that signed the Person1's public key. Person2 needs to do that securely. If they are both on the same Certification Authority then person2 has it already. If not, person2 asks his/her Certification Authority to contact the other Certification Authority for its public key. For each Certification Authority Person2's Certification Authority asks that he/she needs the public key of the previous one so that the authenticity of the key is assured. If a chain can be found that leads to the other Certification Authority then communication can be established. 

Typical uses of public key cryptography

Having the authentic public keys of each other, users can communicate securely. They can encrypt data and make use of digital signatures. For the part of encryption, public key cryptography is too slow to be used for the transfer of large quantity of data. A symmetric cipher is more suited to this purpose. For this reason, the key for the symmetric cipher is transferred encrypted using public–key cryptography

Concepts

Important concepts with regard to the PKIX standards. A Public Key Infrastructure does not only need an infrastructure to handle identities, it needs an infrastructure to handle privileges. 

Certificate–using Systems and PKIs

At the heart of recent efforts to improve Internet security are a group of security protocols such as Secure Multipurpose Internet Mail Extensions (S/MIME), Transport Layer Security (TLS), and Internet Protocol Security (IPSec). All of these protocols rely on public–key cryptography to provide services such as confidentiality, data integrity, data origin authentication, and non-repudiation. The purpose of a PKI is to provide trusted and efficient key and public key certificate management, thus enabling the use of authentication, non-repudiation, and confidentiality. 

Users of public key-based systems must be confident that, any time they rely on a public key, the associated private key is owned by the subject with which they are communicating. (This applies whether an encryption or digital signature mechanism is used.) This confidence is obtained through the use of PKCs, which are data structures that bind public key values to subjects. The binding is achieved by having a trusted CA verify the subject's identity and digitally sign each PKC. 

A PKC has a limited valid lifetime, which is indicated in its signed contents. Because a PKC's signature and timeliness can be independently checked by a certificate-using client, PKCs can be distributed via untrusted communications and server systems, and can be cached in unsecured storage in certificate-using systems. 

PKCs are used in the process of validating signed data. Specifics vary according to which algorithm is used, but the general process works as follows: 

The recipient of signed data verifies that the claimed identity of the user is in accordance with the identity contained in the PKC; 

The recipient validates that no PKC in the path is revoked (e.g., by retrieving a suitably-current Certificate Revocation List (CRL) or querying an on-line certificate status responder), and that all PKCs are within their validity periods at the time the data was signed; 

The recipient verifies that the data are not claimed to have any values for which the PKC indicates that the signer is not authorized; 

The recipient verifies that the data have not been altered since signing, by using the public key in the PKC. 

If all of these checks pass, the recipient can accept that the data was signed by the purported signer. The process for keys used for encryption is similar. 

Certificate–using Systems and PMIs

Many systems use the PKC to perform identity based access control decisions (i.e., the identity may be used to support identity-based access control decisions after the client proves that it has access to the private key that corresponds to the public key contained in the PKC). For many systems this is sufficient, but increasingly systems are beginning to find that rule-based, role-based, and rank- based access control is required. These forms of access control decisions require additional information that is normally not included in a PKC, because the lifetime of the information is much shorter than the lifetime of the public-private key pair. To support binding this information to a PKC the Attribute Certificate (AC) was defined in ANSI and later incorporated into ITU–T Recommendation X.509. The AC format allows any additional information to be bound to a PKC by including, in a digitally signed data structure, a reference back to one specific PKC or to multiple PKCs, useful when the subject has the same identity in multiple PKCs. Additionally, the AC can be constructed in such a way that it is only useful at one or more particular targets (e.g., web server, mail host). 

Users of a PMI must be confident that the identity purporting to posess an attribute has the right to possess that attribute. This confidence may be obtained through the use of PKCs or it may be configured in the AC-using system. If PKCs are used the party making the access control decision can determine "if the AC issuer is trusted to issue ACs containing this attribute." 

Overview of the PKIX approach

PKIX, in order to describe public–key infrastructures, uses the terms PKI and PMI. One can find similarities between the two. The main difference is that the PKI handles the Public Key Certificates while the PMI handles the Attribute Certificates. A good metaphor to distinguish between the two is to associate the former with the passport of a person and the latter with the visa. The one provides identity and the other permission. 

PKIX standardization areas

PKIX is working on the following five areas. 

Profiles of X.509 v3 Public Key Certificates and X.509 v2 Certificate Revocation Lists (CRLs). 

It describes the basic certificate fields and the extensions to be supported for the Certificates and the Certificate Revocation Lists. Then, it talks about the basic and extended Certificate Path Validation. Finally, it covers the supported cryptographic algorithms. 

Management protocols. 

First, it discusses the assumptions and restrictions of the protocols. Then, it provides the data structures used for the PKI management messages and defines the functions that conforming implementations must carry out. Finally, it describes a simple protocol for transporting PKI messages. 

Operational protocols. 

Currently they describe how LDAPv2, FTP and HTTP can be used as operational protocols. 

Certificate policies and Certificate Practice Statements. 

The purpose of this document is to establish a clear relationship between certificate policies and CPSs, and to present a framework to assist the writers of certificate policies or CPSs with their tasks. In particular, the framework identifies the elements that may need to be considered in formulating a certificate policy or a CPS. The purpose is not to define particular certificate policies or CPSs, per se. 

Time–stamping and data–certification/validation services. 

There are no RFCs on these services yet, as the documents are still classified as Internet Drafts. 

The time–stamping services define a trusted third–party that creates time stamp tokens in order to indicate that a datum existed at a particular point in time. The data certification and validation services provide certification of possession of data and claim of possession of data, and validation of digitally signed documents and certificates. 

The relevant Request For Comments (RFC) documents are depicted in the following table 

 Table of RFCs for PKIX documents
	Subject
	RFC

	Profiles of X.509 v3 Public Key Certificates and X.509 v2 Certificate Revocation Lists (CRLs)
	RFC 2459

	PKIX Certificate Management Protocols
	RFC 2510

	Operational protocols
	RFC 2559, RFC 2585, RFC 2560

	Certificate Policy and Certification Practices Framework 
	RFC 2527

	Time–stamping and data–certification services 
	No RFCs yet, only internet drafts available


The specification of the X.509 Certificates is very general and extensible. To ensure interoperability between different Internet-centric implementations, the PKIX Working Group defined a profile, which is a description of the format and semantics of certificates and certificate revocation lists for the Internet PKI. 

The operational protocols are the protocols that are required to deliver certificates and CRLs (or status information) to certificate–using client systems. There is an emphasis to have a variety of distribution mechanisms for the certificates and the CRLs, using for example, LDAP, HTTP and FTP. For example, the retrieval of the CRL by a merchant to check whether a certificate is valid, constitutes an operational protocol. 

Management protocols are the protocols that are required to support on–line interactions between PKI user and management entities. The possible set of functions that can be supported by management protocols is 

registration of entity, that takes place prior to issuing the certificate 

initialisation, for example generation of key–pair 

certification, the issuance of the certificate 

key–pair recovery, the ability to recover lost keys 

key–pair update, when the certificate expires and a new key–pair and certificate have to be generated 

revocation request, when an authorised person advices the CA to include a specific certificate into the revocation list 

cross-certification, when two CAs exchange information in order to generate a cross–certificate 

The Certificate Policies and the Certificate Practice Statements are recommendations of documents that will describe the obligations and other rules with regard the usage of the Certificate. 

Public–key infrastructure functionality

This is a functionality or operations of a Public Key Infrastructure. 

PKI functionality
	Functionality

	Registration

	Initialisation

	Certification

	Key–pair recovery

	Key generation

	Key update

	Key expiry

	Key compromise

	Cross certification

	Revocation

	Certificate and Revocation Notice Distribution and Publication


Public–Key Infrastructure (PKI)

A PKI is a set of hardware, software, people, policies and procedures needed to create, manage, store, distribute and revoke PKCs based on public–key cryptography. 

A PKI consists of five types of components. 

PKI components
	Type of component
	Description

	Certification Authorities (CAs)
	to issue and revoke PKCs

	Organizational Registration Authorities (ORAs)
	to vouch for the binding between public keys and certificate holder identities and other attributes

	Certificate holders
	to sign and encrypt digital documents

	Clients
	to validate digital signatures and their certification path from a known public key of a trusted CA

	Repositories
	to store and make available certificates and Certificate Revocation Lists (CRLs)


In Figure below there is a simplified view of the architectural model assumed by the PKIX Working Group. 

PKI Entities
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The End–entity, using management transactions, sends its certificate request to the Registration Authority for approval. If it is actually approved, it is forwarded to the Certification Authority for signing. The Certification Authority verifies the certificate request and if it passes the verification, it is signed and the Certificate is produced. To public the Certificate, the CA sends it to Certificate Repository for collection from the End–entity. 

The diagram shows that the End–entity can communicate directly with the CA. According to the PKIX recommendations, it is possible to implement the functionality within the CA. Although it is a bit confusing, the diagram shows all possible communications, regardless of the implementation decisions. 

Additionally, both the CA and RA are shown to deliver Certificates to the repository. Depending on the implementation, one of the two is chosen. 

For the issue of the revocation of the certificates, a similar course with the generation of the Certificates is taken. The End–entity asks the RA to have its Certificate revoked, the RA decides and possibly forwards it to the CA, the CA updates the revocation list and publishes it on the CRL repository. 

Finally, the End–entities can check the validity of a specific Certificate using an operational protocol. 

Privilege Management Infrastructure (PMI)

PMI is the set of hardware, software, people, policies and procedures needed to create, manage, store, distribute and revoke Attribute Certificates. 

A PMI consists of five types of components. 

PMI components
	Type of component
	Description

	Attribute Authorities (AAs)
	to issue and revoke ACs (also called Attribute Certificate Issuer)

	Attribute Certificate Users
	to parse or process an AC

	Attribute Certificate Verifier
	to check the validity of an AC and then make use of the result

	Clients
	to request an action for which authorisation checks are to be made

	Repositories
	to store and make available certificates and Certificate Revocation Lists (CRLs)


In figure below there is a view of the exchanges that may involve Attribute Certificates 

Attribute Certificate Exchanges
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There are two types of attribute certificate distribution as show in the diagram, push and pull. 

In some environments it is suitable for a client to push an AC to a server. This means that no new connections between the client and server are required. It also means that no search burden is imposed on servers, which improves performance. 

In other cases, it is more suitable for a client simply to authenticate to the server and for the server to request or pull the client's AC from an AC issuer or a repository. A major benefit of the pull model is that it can be implemented without changes to the client or to the client–server protocol. It is also more suitable for some inter–domain cases where the client's rights should be assigned within the server's domain, rather than within the client's domain.

Conclusion

This document describes Public Key Infrastructures, the PKIX standards, practical PKI functionality. Its aim is foster the creation of viable open–source PKI implementations.

