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Abstract

Many people are interested in wireless LAN security nowadays. From the ever-increasing number of home networks, to libraries, schools, and other institutions that want to leverage the convenience of wireless technology, the demand for security communications is only going to grow.  With this level of interest, there is a need for accurate information on how the current standards work, the problems they may have, and methods of how to correct the problems.

Wired Equivalent Privacy (WEP) Protocol and Wi-Fi Protected Access (WPA)

The Wired Equivalent Privacy protocol resulted from the first initiative to develop a way for wireless devices to connect to a network.  It has since received some bad press for having many flaws and not providing the best level of protection of a given network.  It was not, however, designed to perform to that level.  It was designed to provide wireless LANS with a level of privacy equal to non-encrypted data flowing over a wired LAN infrastructure.  It has performed that objective quite well, but the maturation of networks now requires more robust technology.


WEP works by using a secret key that must be configured on each node on a network to generate a pseudo-random sequence of numbers.  The sequence is then used to encrypt and decrypt data.  WEP, and later, WEP 2.0, uses a 40-bit and 104-bit, respectively, secret key.  A 24-bit initialization vector (IV), transmitted in the clear, is added to it as a way to seed the random number generator.  It also includes the Integrity Check Vector (ICV), a 32-bit field that contains a Cyclic Redundancy Check (CRC)-32 calculated over the data field, using the RC4 algorithm.
WEP uses the RC4 algorithm to encrypt plain text and decrypt cipher text.  It was developed by Ronald Rivest in 1987 and gets its name from “Ron’s Code” and was the fourth stream cipher he developed.  RC4 is a variable key length (from 1 to 256 bytes) stream cipher with byte-oriented operations.  The resulting byte stream is XORed with the plain text to generate cipher text.

Shortly after WEP was released and the desire for stronger security became apparent, the Wi-Fi Alliance released a new security standard called Wi-Fi Protected Access (WPA).  WPA added two more technologies - IEEE802.1x to improve authentication and TKIP for privacy and integrity of information.  WPA also includes WEP 104-bit encryption key and Message Integrity Check (MIC) but it does not support AES encryption.  WPA may be seen as a software security upgrade and interim solution that can be more quickly adopted in the industry while waiting for the IEEE802.11i standard to be fully implemented in wireless devices.
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Wired Equivalent Privacy (WEP) protocol used to control access to wireless LANs and to encrypt information.  (International Journal of Computer Science and Network Security (IJCSNS), VOL.6 No.5B, May 2006)
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A Wired Equivalent Privacy (WEP) weakness. The attacker can monitor encrypted transmissions and captures IVs, lookup the corresponding WEP key and easily decrypts the transmitted data. (From IJCSNS International Journal of Computer Science and Network Security, VOL.6 No.5B, May 2006)

WPA improves interoperability by requiring access points to announce the ciphers they support and their authentication mechanisms.  Clients that attempt to authenticate to an access point using WPA can receive this announcement and reply appropriately using a policy-based decision.  Additionally, the client can now choose the most secure cipher and authentication mechanism that it and the access point both support.  Previously, the lowest common denominator was used when nodes with different levels of security communicated.  For example, when a server was configured for WPA and a laptop was configured for WEP, the laptop’s protocol was used.
The 802.11i Extension

The 802.11i extension to the 802.11 standard (see Appendices) is a supplement to the MAC layer that was ratified on June 24th, 2004 and published recently to enhance wireless LAN security.  This new standard, a port-level

access control protocol, provides enhancements of the WEP security shortcomings and it includes all security technologies within WPA.  It applies to the physical standards defined by the a, b and g extensions to the standard.  It defines two new encryption methods designed to replace WEP in addition to an authentication method that uses port-based authentication.  The two new encryption methods are Temporal Key Integrity Protocol (TKIP) and Advanced Encryption System (AES).
TKIP has been previously used as an interim solution as firmware upgrades to existing products.  It enables, secure, dynamic key generation and exchanges.  It continues to use the RC4 encryption of WEP, but provides additional improvement.  It’s dynamic keys allow per-packet and per-session ciphering.  It includes a Message Integrity Check (MIC) to ensure no tampering was done to transmitted packets.  It also uses 48-bit IV hashing to strengthen the key, and corrects the problem when sending the IV over a wireless connection so that it is not sent in clear text.

AES was adopted as a recently certified encryption algorithm to replace WEP’s RC4 encryption.  It can be used to defend against eavesdropping, man-in-the-middle attacks, forgeries, replay, and dictionary attacks against either party.  Hardware in wireless Network Interface Cards (NICs) must be replaced with ones that are able to accomplish AES calculations.  Wireless communication security will be better realized by IEEE802.11i.  However, the initial start up costs will be higher since current hardware can not support AES calculations, a fundamental part of the IEEE802.11i standard.
Conclusion

Contrary to popular belief, a Wireless LAN can indeed be secure.  Depending on the level of risk versus cost trade off you are willing to take, you will need to decide what actions you want to take in the present and what plans you have for the future.  Most of the security measures that you need to implement can also serve you in other aspects of your network.  There are many ways to protect a given network, and the 802.11i standard will help keep networks secure.  You can make the best use of the technology that currently exists, primarily with WPA and it’s associated technology, while planning to acquire the hardware needed to support more rigorous wireless security in 802.11i for your future needs.
Appendix A

Complete 802.11 Standards
· IEEE 802.11 - The original 2 Mbit/s, 2.4 GHz standard

· IEEE 802.11a - 54 Mbit/s, 5 GHz standard (1999, shipping products in 2001)

· IEEE 802.11b - Enhancements to 802.11 to support 5.5 and 11 Mbit/s (1999)

· IEEE 802.11d - International (country-to-country) roaming extensions

· IEEE 802.11e - Enhancements: QoS, including packet bursting

· IEEE 802.11f - Inter-Access Point Protocol (IAPP)

· IEEE 802.11g - 54 Mbit/s, 2.4 GHz standard (backwards compatible with b) (2003)
· IEEE 802.11h - 5 GHz spectrum, Dynamic Channel/Frequency Selection (DCS/DFS) and Transmit Power Control (TPC) for European compatibility
· IEEE 802.11i – Enhanced security (ratified 24 June 2004)
· IEEE 802.11j - Extensions for Japan: 4.9 GHz - 5 GHz Operation
· IEEE 802.11k - Radio resource measurement enhancements
· IEEE 802.11n - Higher throughput improvements: 100+ Mbit/s, based on multiple-input, multiple-output (mimo)
· IEEE 802.11p - WAVE - Wireless Access for the Vehicular Environment (such as passenger cars)
· IEEE 802.11r - Fast Roaming/Fast BSS Transition, makes it easier to use wireless VoIP and other real-time interactive applications
· IEEE 802.11s - ESS Mesh Networking, extends WLAN range by allowing data to pass through wireless nodes bringing coverage beyond the typical WLAN connectivity limit
· IEEE 802.11t - Wireless Performance Prediction (WPP) - test methods and metrics
· IEEE 802.11u - Interworking with non-802 networks (e.g., cellular)
· IEEE 802.11v - Wireless network management
· IEEE 802.11w - Protected Management Frames
Appendix B

Details on Notable IEEE Wireless LAN Standards

	Standard
	Description
	Remarks
	Availability

	802.11a
	A physical layer standard in the 5 GHz radio band. It specifies eight available radio channels (in some countries, 12 channels are permitted). The maximum link rate is 54 Mbps per channel; maximum actual user data throughput is approximately half of that, and the throughput is shared by all users of the same radio channel. The data rate decreases as the distance between the user and the radio access point increases.
	Higher Performance.

In most office environments, the data throughput will be greater than for 11b. Also, the greater number of radio channels (eight as opposed to three) provides better protection against possible interference from neighboring access points.  Conformance is shown by a Wi-Fi5 mark from WiFi Alliance.
	Standard was completed in 1999.  Products are available

now.

	802.11b


	This is a physical layer standard in the 2.4 GHz radio band. It specifies three available radio channels.  Maximum link rate is 11 Mbps per channel, but maximum user throughput will be approximately half of this because the throughput is shared by all users of the same radio channel. The data rate decreases as the distance between the user and the radio access point increases.
	Performance.

Products are in volume production with a wide selection at competitive prices.  Installations may suffer from speed restrictions in the future as the number of active users increase, and the limit of three radio channels may cause interference from neighboring access points.
	Standard was completed in 1999.  A wide variety of products have been available since 2001.

	802.11d
	This standard is supplementary to the Media Access Control (MAC) layer in 802.11 to promote worldwide use of 802.11 WLANs.  It will allow access points to communicate information on the permissible radio channels with acceptable power levels for user devices. The 802.11 standards cannot legally operate in some countries; the purpose of 11d is to add features and restrictions to allow WLANs to operate within the rules of these countries.
	Promote worldwide use.  In countries where the physical layer radio requirements are different from those in North America, the use of WLANs is lagging behind. Equipment manufacturers do not want to produce a wide variety of countryspecific products, and users that travel do not want a bag full of country-specific WLAN PC cards.  The outcome will be countryspecific firmware solutions.
	Work is ongoing, but see 802.11h for a timeline on 5 GHz WLANs in Europe.

	802.11e
	This standard is supplementary to the MAC layer to provide QOS support for LAN applications. It will apply to 802.11 physical standards a, b, and g. The purpose is to provide classes of service with managed levels of QOS for data, voice, and video applications.
	Quality of service.  This standard should provide some useful features for differentiating data traffic streams.  It is essential for future audio and video distribution.  Many WLAN manufacturers have targeted QOS as a feature to differentiate their products, so there will be plenty of proprietary offerings before 11e is complete.  This standard will be greatly affected by the work of Tgi.
	The finalized standard is expected in the second half of 2002.  Products will be available in the second half of 2003 or later.

	802.11f
	This is a "recommended practice" document that aims to achieve radio access point interoperability within a multivendor WLAN network. The standard defines the registration of access points within a network and the interchange of information between access points when a user is handed over from one access point to another.
	Interoperability.  This standard will work to increase vendor interoperability. Currently few features exist in the AP work.  802.11f will reduce vendor lock-in and allow multivendor infrastructures.
	Completed standard is expected in the second half of 2002. Products will be available in the first half of 2003 or later.

	802.11g


	This is a physical layer standard for WLANs in the 2.4 GHz and 5 GHz radio band. It specifies three available radio channels. The maximum link rate is 54 Mbps per channel whereas 11b has 11 Mbps.  The 802.11g standard uses orthogonal frequency-division multiplexing (OFDM) modulation but, for backward compatibility with 11b, it also supports complementary code-keying (CCK) modulation and, as an option for faster link rates, allows packet binary convolutional coding (PBCC) modulation.
	Performance with 802.11b backward compatibility. Speeds similar to 11a and backward compatibility may appear attractive but modulation issues exist: Conflicting interests between key vendors have divided support within IEEE task group for the OFDM and PBCC modulation schemes. The task group compromised by including both types of modulation in the draft standard. With the addition of support for 11b's CCK modulation, the end result is three modulation types. This is perhaps too little, too late, and too complex relative to 11a. However, advantages exist for vendors hoping to supply dual-mode 2.4 GHz and 5 GHz products, in that using OFDM for both modes will reduce silicon cost. If 802.11h fails to obtain pan-European approval by the second half of 2003, then 11g will become the high-speed WLAN of choice in Europe.
	Completed standard is expected in the second half of 2002.  Products will be available in the first half of 2003 or later.

	802.11h
	This standard is supplementary to the MAC layer to comply with European regulations for 5 GHz WLANs. European radio regulations for the 5 GHz band require products to have transmission power control (TPC) and dynamic frequency selection (DFS). TPC limits the transmitted power to the minimum needed to reach the farthest user.  DFS selects the radio channel at the access point to minimize interference with other systems, particularly radar.
	European regulation compliance.  This is necessary for products to operate in Europe.  Completion of 11h will provide better acceptability within Europe for IEEE-compliant 5 GHz WLAN products. A group that is rapidly dwindling will continue to support the alternative HyperLAN standard defined by ETSI.  Although European countries such as the Netherlands and the United Kingdom are likely to allow the use of 5 GHz LANs with TPC and DFS well before 11h is completed, pan-European approval of 11h is not expected until the second half of 2003 or later.
	The standard is expected to be finalized by the second half of 2002.  Products will be available in the first half of 2003 (firmware implementation), with high availability in the second half of 2003.

	802.11i
	This standard is supplementary to the MAC layer to improve security. It will apply to 802.11 physical standards a, b, and g. It provides an alternative to Wired Equivalent Privacy (WEP) with new encryption methods and authentication procedures. IEEE 802.1X forms a key part of 802.11i.
	Improved security.  Security is a major weakness of WLANs. Vendors have not improved matters by shipping products without setting default security features. In addition, the numerous Wired Equivalent Privacy (WEP) weaknesses have been exposed. The 11i specification is part of a set of security features that should address and overcome these issues by the end of 2003.  Solutions will start with firmware upgrades using the Temporal Key Integrity Protocol (TKIP), followed by new silicon with AES (an iterated block cipher) and TKIP backwards compatibility.
	Finalization of the TKIP protocol standard is expected to occur in the second half of 2002.  Firmware will be available in the first half of 2003.  New silicon with an AES cipher is expected to occur by the second half of 2003 or later.
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