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Abstract
There are many different methods for securing web service.  This research project evaluated three different methods for securing web services that were each introduced in a different layer in the network stack: SSL, IPSec, and WS-Security.  The evaluation criteria specifically focused on the performance impacts of securing the web service traffic.

The results of this research showed that SSL and IPSec were not only both relatively easy to setup, but had a minimal impact on performance.  WS-Security was the hardest to setup, and provided the most negative performance impact.  Based on this limited scope research project, WS-Security should be used only when there are requirements that can’t be met by using SSL or IPSec.
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1.
Introduction
Web Services are gaining more and more traction in the industry as concepts such as Service Oriented Architectures (SOA) gain more popularity.   Securing web services are becoming more important as their popularity grows.  With all of the different options for securing web services, this research project attempts to compare three popular methods for securing web services and evaluating the performance impacts of each method.  
Securing web services is a broad topic.  This research project focuses on securing a web service by encrypting the payload of the web service and making sure that the payload has not been tampered with.  There are many other security features that related to web services that are not covered in this research project, such as authentication, policy enforcement, trust levels, etc.

2.
Securing Web Services
The three different methods for securing web services that were evaluated in this research project where Secure Sockets Layer (SSL), IP Security (IPSec), and WS-Security.  These particular methods were selected because of their popularity, and because they all secure web services at a different level in the network stack.
2.1
Secure Sockets Layer (SSL) 

Secure Sockets Layer (SSL) builds a secure connection between two sockets.  In the network stack it is interposed between the application layer and the transport layer (as depicted in Figure 1).  

[image: image1]
Figure 1: Secure Sockets Layer (SSL) in the network stack.
SSL supports multiple cryptographic algorithms.  When the SSL connection is being initial setup, the client and the server negotiate which encryption algorithms will be used.  After the session is established each record is optionally compressed, encrypted, and packed with a message authentication code (MAC).  

2.2
IP Security (IPSec) 

IP Security (IPSec) is a suite of protocols for encrypting and/or authenticating each IP packet in a data stream.  IPSec operates in the transport layer as depicted in Figure 2. 

[image: image2]
Figure 2: IPSec is at the transport layer.
There are two main IPSec modes:

· Transport Mode: In transport mode only the payload of a packet is encrypted.

· Tunnel Mode: In Tunnel mode the entire IP packet is encrypted and encapsulated in the payload of another IP packet.  

2.3
WS-Security
WS-Security is a set of standards that enhance the Simple Object Access Protocol (SOAP) that web services use.  The WS-Security standards were originally developed by IBM, Microsoft, and VeriSign.  The  standards are now being developed by Organization for the Advancement of Structured Information Standards (OASIS).

WS-Security is implemented in the header of the SOAP message, working in the application layer as depicted in Figure 3 below.

. 

[image: image3]
Figure 3: WS-Security is at the application layer.
3.
Test Configuration

To exercise the different security methods, a test web service needed to be created.  To get an accurate test the web service needed to return a decent amount of data.  I wanted enough data to be returned, but not so much as to be an unrealistic test.  I also wanted the web service to perform some amount of processing, rather than just returning a static data set.  Top reach these objectives I created a web service that calculated the Fibonacci sequence up to 25 numbers and returned 34 K of data.
Then something needed to be created that would call the web service.  I created a simple test web client to call the web service.  

To test the performance impact of the different methods, I used Microsoft Visual Studio 2005 Test Edition’s load testing features to load test the simple web client page.  The load tester simulated 50 concurrent users hitting the test client page.  Each user would request the test client page, and then wait a random time between one and five seconds. The load tester collected the performance data.

The figure below depicts the test environment.
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The next couple of sections go through the step by step instructions for setting up SSL, IPSec, and WS-Security in the test environment.
4.
Setup Procedures
4.1 
Setting up IPSec between the web site and the web service
1. Start MMC (Start/Run/MMC/OK). The MMC Console window will open.
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2. Select File/Add/Remove Snap-in. The Add/Remove Snap-in window will open.
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3. Click Add.

4. Select IP Security Policy Management.
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5. Click Add.

6. Select Local Computer.
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7. Click Finish.

8. Select Action/Create IP Security Policy.
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9. Select a name for your policy.
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10. Click Next.

11. Deselect Activate the default response rule.
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12. Click Next.

13. Click Finish. A window with the title of the policy you just created will appear.
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14. Click Add. The Create IP Security Rule Wizard will open.

15. Click Next.

16. Select “This rule does not specify a tunnel”.
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17. Click Next.

18. Select Local Area Network (LAN) for network type.
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19. Click Next.

20. At the IP Filter List, click Add. The IP Filter List window will open.
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21. Select something appropriate for the name.

[image: image16.png]Name:

f
Description:
£a
Remove
IP Filters: |7 Use Add Wizard
Wirred Deserpion | Fooca SowsoPar | Desinaion
ves A Ay A





22. Click Add. The IP Filter Wizard will open.

23. Click Next.

24. Enter a description.

25. Ensure the Mirrored checkbox is checked.
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26. Click Next.

27. Select My IP Address from the source address.
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28. Click Next.

29. For the Destination address,  select A specific IP Address. Enter the IP address of the machine you wish to encrypt traffic to.
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30. Click Next.

31.  Select Any for protocol type.
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32. Click Next.

33. Click Finish.

34. Click OK. The Security Rule Wizard window will appear. 

35. Select the IP Filter list you just created.

36. Click Next.

37. Select Require Security.
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38. Click Next.

39. Select Active Directory default (Kerberos V5 protocol) if you have Active Directory, otherwise select Use this string (pre-shared key).
40. Click Next.

41. Click Finish.

42. Navigate back to the MMC window.

43. Right-click the policy you just created.

44. Click Assign.

45. Repeat steps 1 – 44 for each machine on which you want to implement IP Security.

 

4.2
Creating an SSL Certificate
These procedures assume you have access to a Certificate Root Authority on a Windows 2000 box and that the Certificate Authority Root certificate is installed on both the web client and web server.

1. On the web services server, open up the Internet Information Services (IIS) Manger by navigating to Administrative Tools -> Internet Information Services (IIS) Manager.

2. In the IIS Manager, right click on the web site you want to create an SSL certificate
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3. Select Properties.
4. Select on the Directory Security tab.
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5. Click on Service Certificate.  The IIS Certificate Wizard should be displayed.  Select Create a new certificate.
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6. Click Next.
7. In the name enter a descriptive name for the certificate.
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8. Click Next.
9. Click Next to select the default organization and organizational unit.

10. Enter in the common name.  This is the dns name used to access the web service.
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11. Click Next to select the default state and city.

12. Enter in a location to save the certificate and click Next.
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13. Logon to the certificate root authority and approve the request which creates a *.cer file.

14. Install the certificate on the requested server by using the certificate management too in Windows 2003 to import the certificate.

15. In the IIS certificate wizard select Assign an existing certificate and select the certificate that you just imported.
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4.3
Setting up WS-Security
Microsoft has created a set of libraries and add-ins to Visual Studio 2005 to make it easier to utilize WS-Security called Web Service Enhancements (WSE) 3.0.  Even with this add-in it was difficult to setup WS-Security.

The WSE 3.0 add-in can be found here:

http://msdn.microsoft.com/webservices/webservices/building/wse/default.aspx
Once WSE 3.0 is installed use the following procedures to create a WSE enabled application

1. Right click on the project and select WSE Settings 3.0
2. Click on the Enable this project for Web Service Enhancements checkbox.
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3. Click on the Policy tab and select the Enable Policy tab.  Click on the Add button to add a new application policy.
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4. Enter a friendly name (such as ClientPolicy). Click Next.  The WSE Security Settings Wizard should be displayed.
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5. If this is the client application select Secure a client application, if this is the service, select  Secure a service application.  Select Windows authentication.

6. In the WSE Security settings wizard select the following options:
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7. Click Finish.
8. Repeat for the service.

9. In the web service, add the following attribute to the web service class:

[Policy("ServerPolicy")]
public class Fibonacci : System.Web.Services.WebService

For more specific information see the example code included with this research project.

5.
Load Testing Results
The best metric to gain insight into the performance impact of implementing each of the security methods is the average response time.  The average response time, is the average time in seconds it took for the web client to respond when a simulated user requested the test web client page.
The figure below shows the average response time for each of the three different security methods, as well as no security.
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Figure 4: Performance Impact of the different methods.
Table 1: Test data for each of the different methods.
	
	Avg. Response Time

	WS-Security
	0.74

	IPSec
	0.14

	SSL
	0.08

	Nothing
	0.08


It is interesting to note that in the results no security and using SSL security had almost the same average response time.  IPSec had a little longer of an average response time, and WS-Security had an almost ten longer average response time then SSL. 

The test results were surprising at least to me in a number a different ways.  There was almost no difference between using SSL and not using any security on the web service.  Both SSL and no security returned an average .08 second response time.  I was also surprised with the drastic reduction in performance when using WS-Security.  Adding WS-Security in this case caused an almost ten times increase in the average response time.

To gain more insight on the differences between the methods I decided to do some more analysis using ethereal. 
5.1 
Analysis Using Ethereal

Ethereal was installed on the web client and set to capture the traffic to and from the web service.  
Here is a summary of the results from analyzing the traffic. 
	Method
	Total Bytes 
	Total Packets
	Protocols Used

	Nothing
	37,961
	46
	2 ARP

3 HTTP

41 TCP

	SSL
	37,457
	38
	6 TLS

32 TCP

	IPSec
	40,447
	43
	10 ISAKMP

33 ESP (Encapsulating Security Payload)

1 BROWSER

	WS-Security
	67,004
	63
	2 HTTP

61 TCP


From looking at the above results it is obvious why WS-Security had such a degradation in performance.  When using WS-Security the amount of packets for one web service request almost doubled.  

SSL actually had fewer packets than no security and transferred less data because it also compressed the data.   This would explain why SSL was comparable in performance to no security, because the extra cost involved with the overhead of SSL (such as setting up the session, negotiating encryption methods) is made up when SSL compresses the data and transmits fewer packets. 

6.
Conclusion

The experimental results show that when possible SSL should be used to secure web services.  When SSL is not available then IPSec is a decent alternative.   WS-Security should only be used if other requirements demand it.  
SSL and IPSec are fundamentally different in that they provide in-transit security only.  The data is only encrypted when traveling between the server and the client.  Once it hits the client, it is decrypted from that moment on.  With WS-Security, the web service payload is only decrypted by the application when it is needed.  Because if this if you had a situation where you wanted to route a web service message through a proxy server, using WS-Security the encrypted payload would just pass through the proxy.  With SSL and IPSec the web service payload would be decrypted once it hit the proxy server, and then encrypted again when transmitted to the client.  Depending on your situation this may not be desirable. 

For future studies it would be interesting to test the situation where an intermediary proxy server is interposed between the client and the web service server.  Perhaps in this venue WS-Security would show some improvement over SSL and IPSec. 
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