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Abstract:  The purpose of this paper is to examine the methods used for tracking or spying on user internet activity by website hosts.  In this paper, I will focus on passive methods for obtaining information as opposed to active methods.  In particular, I will discuss in detail one passive method referred to as a Web Beacon and demonstrate how it may be implemented using HTML and PHP code.  I will also show how the cookie deposit process works via examples which include HTTP packet traces.  In conclusion, I will assert that the Web Beacon cookie deposit and capture method can potentially pose a serious threat to site visitor privacy.
1. Introduction
Spyware is defined by Microsoft “as a general term used to describe software that performs certain behaviors such as advertising, collecting personal information, or changing the configuration of your computer, generally without appropriately obtaining your consent first  [6].”  It can generally be divided into two categories, advertising spyware and surveillance spyware [3].  According to a report [3] [7] presented in 2004, spyware infected 90% of all internet connected computers. Of these machines each one had approximately 28 spyware traces detected.  Of the spyware detected, over 80% was attributed to spyware cookie deposits.  Henceforth, I will refer to the cookie deposit form of spyware as passive, meaning there is no surveillance software installed or other malicious code running on the machine itself to gain information about the user.  The focus of this paper will be on a passive method of spying known as the Web Beacon [4]. 
2. Background
In their efforts to understand and target consumer behavior, advertising companies have formed agreements with host web site owners which allow them to place references to their data capture sites, within the web pages of member sites [5].  Whenever a member site page is then loaded into a visitor browser, these references direct the visitor browser to advertising company spyware data collection servers on the premise of obtaining additional page content.  This additional page content may or may not be provided, however, a cookie will almost certainly be provided, if one does not already exist to be read.  During preparation for this paper I found that virtually all of the commercial sites I visited either deposited their own cookies or referenced my browser to other sites which provided cookies.  In general, this desire for consumer behavior information and the profit motive behind it [5] has led to the proliferation of passive spyware cookie deposits throughout the internet. 

3. Spyware Cookie Structure
The structure of the spyware cookie is generally designed to allow for the unique identification of a site visitor.  This is accomplished by creating a globally unique identifier (GUID) for each visitor and then depositing a cookie with a name that can be recognized and retrieved each time the visitor is directed to the spyware data capture site.  The GUID is associated as the value portion of the cookie name-value pair and then stored on the visitor machine [5].  Once a visitor can be uniquely identified based upon cookie information, the spyware provider is able track this visitor across all member sites. 
4. Cookie Deposit Mechanism
In this paper I have chosen to concentrate on a spyware cookie deposit mechanism known as the Web Beacon [4]. The Web Beacon may also be referred to as a Web Bug or Clear GIF [4].  This mechanism works by using the HTML IMG tag to facilitate a call to a spyware capture site under the auspice of retrieving an image via the SRC parameter of the IMG tag.  An interesting observation when using the IMG tag is that the SRC parameter does not necessarily refer to an image at all, but may instead refer to a CGI program that exists on the spyware capture site. Another observation is that the CGI program itself may or may not return an image after it completes its processing. Even though an image is not returned, the visitor browser does not return an error. This effectively makes the entire operation of performing the capture and deposit operation completely invisible to the visitor. 
5. SpyWare Cookie Deposit

Using the Web Beacon mechanism the CGI program on the spyware data capture server can first check whether a cookie already exists on the visitor machine.  If it finds one it may simply log the fact this is a return visitor.  If a cookie does not exist, then the capture site will create a GUID for the visitor and deposit a cookie with this information on the visitor machine [5].  This type of cookie is generally referred to as a third party cookie since it’s usually delivered from a domain other than the domain of the original URL which referred it. Please note, the CGI program may collect any information from the HTTP header as well, such as the HTML referrer field to indicate which member site referred the visitor to this data capture site.  More importantly, the potential exists to pass on any data which may have been collected from the visitor by the original site, to the data capture site via parameters attached to the URL when calling the CGI program.
6. Privacy Protection
Recognizing that information related to website visitors could be captured and disseminated without a visitors knowledge using mechanisms such as the Web Beacon, the World Wide Web Consortium (W3C) passed an official recommendation in April 2002 called the Platform for Privacy Preferences Project (P3P) [8][9].  This recommendation provides a standard methodology for websites to communicate their privacy policies to a visitor browser.  This has enabled browser manufacturers to include filtering mechanisms into their products which give the user choices related to the acceptance of cookies.  Hence, it is now possible to configure most browsers to reject cookies based upon user defined criteria related to the privacy policies communicated by the site requesting to deposit a cookie.  

7. Web Beacon Example
In this section I will demonstrate a simple example of a web beacon with some example HTML and PHP script code samples. In addition, I have included Ethereal [10] packet captures to illustrate the cookie deposit and information gathering process of the Web Beacon.
The HTTP script in Figure 1 would be embedded in a page on a spyware member site. 

Figure 1:
	<img src="http://www.cs.uccs.edu/~cdshort/serverWebBeacon.php" alt="Picture" width="0" height ="0" border = "0" />




The PHP script in Figure 2 would reside on the spyware capture site. Please note in an actual scenario this code would generate and insert a GUID as the cookie value for the setcookie function to deposit, rather that the value “ISpyOnYou”.  Also, in this example, only the value of an existing cookie named “SpyCookie” is captured and saved to a file with the current data and time from the visitor machine.
Figure 2:
	<?php 

if (!(isset($_COOKIE["SpyCookie"]))){ 

   setcookie("SpyCookie", "ISpyOnYou", time()+3600);

}

?>

<html>

 <head>

  <title>PHP Test</title>

 </head>

 <body>

<?php 

$filename = 'cookieCapture.txt';

$today = date("D M j G:i:s T Y");

$Content = "SpyCookie" . " : " . "$_COOKIE[SpyCookie]" . " : " . "$today\r\n"; 

if($handle = fopen($filename, 'a')){  

  fwrite($handle, $Content);

  fclose($handle);

}

?>

 </body>

</html>




The following packet capture sequence demonstrates the result of executing these example scripts in a live environment [10].
Packet 1
[image: image1.jpg]Accept: image/gif, image/x-xbitmap, image/ipeg, imag:
Accept-Language: en-us\r\n

Accept-gncoding: gzip, deflata\r\n

User-agent: Mozilla/4.0 (compatible; MSIE 6.0; winda
Host: dsvtsfl026\rin

Connection: keep-Alive\r\n

A





In Packet1 we see the initial HTTP GET generated by the user for the member site.

Packet 2
[image: image2.jpg]& HTTR/L.1 200 OK\r\n
Server: Microsoft-ITs/s.1\r\n
X-Powered-8y: ASP.NET\r\n
Date: Sat, 02 Dec 2006 04:22:50 GMT\r\n
Content-Type: text/htmI\r\n
Accept-ranges: bytes\r\n
Last-Modified: Sat, 02 Dec 2006 01:55:54 GMTAP\n

ETag: "0b1330b515C71:8b5"\r\n
Content-Length: 283\r\n
A
5 Line-based text data: text/htm
<htm>
<head>
<titlesweb Beacon Cookie Deposit Example</titles
</head>
<body>
<hil><bsweb Beacon Cookie Deposit Example:</bs</hl>
<hr />
<img src="http://www. 5. uccs. edu/~cdshort /serverwebseacan. php” Picture” width= =t
</body>

</hem>





In Packet 2 we see the member site response to the visitor HTTP GET with the HTML code to be displayed on the visitor browser along with the embedded IMG tag.

Packet 3
[image: image3.jpg][ GET /~cdlshort /serverwebBeacan. php HTTR/L.I\r\n
ACcepT: %/\r\n

Referer: http://dsvisF1026/spywar ewebBeaconCookepeposit. html\rin

Accept-Language: en-us\r\n

Accept-gncoding: gzip, deflate\r\n

User-agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.
HOST: www. Cs. UCCS . U\

Connection: Keep-ATlive\r\n

v

svi





In Packet 3 we see the HTTP GET generated by the member site. Notice the HTTP GET is directed to a new host domain “www.cs.uccs.edu” and the referrer is the spyware member site. 

Packet 4

[image: image4.jpg]& HTTR/L.1 200 0K\r\n
Date: Sat, 02 Dec 2006 04:22:50 GMT\r\n
server: apache/2.0.46 (Red HaT)\r\n
Accept-ranges: bytes\r\n

owered-By: PHP/4.3.2\r\n

Connection: close\r\n
Transfer-encading: chunked\r\n
Content-Type: text/html; charset=IS0-8859-1\r\n
Arvn

@ HTTP chunked response
5 Line-based text data: text/htm





In Packet 4 we see the spyware site response with the associated cookie deposit. Note the HTML script that is returned in the packet as well.  This code does not display in the visitor browser because the calling tag was expecting a picture.  If the PHP script on the capture server had returned a picture then it would have been displayed in the size that was originally specified in the IMG tag. In the case of this example, the size would equate to a single pixel.

8. Conclusion

Although, most modern browsers provide methods to assist the user in deciding whether or not to accept cookies which may be related to spyware sites, the use of cookies is still prolific across the internet.  Indeed, the majority of internet sites rely on the use of cookies to store everything from session state to customized user preferences. However, as I mentioned at the end of Section 5 in this paper, the capability exists to capture information which may be much more personal and private in nature.  Therefore, the Web Beacon method of information capture can potentially pose a serious risk to visitor privacy by providing any information the spwware member site has collected to their spyware host, without informing the visitor.
9. Future Research
In the future it would be interesting to study whether or not the use of Web Beacon cookie deposit mechanisms begins to diminish as more users begin to block third party cookies. 
It would also be interesting to study the new spyware methods that are developed to replace or further enhance the Web Beacon.
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