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OpenCA
Computer Comunication
Introduction
I started out this project learning about the Secure Information Sharing (SIS) system.  Due to difficulties, my direction changed to learning if OpenCA could be used with SIS.  OpenCA is a PKI management tool whereas SIS manages both a PKI and a PMI.  
My first question was, “What is a PKI and a PMI?”   All this network security jargon is Greek to me.  What are CAs and ACs?  Did they just get their letters mixed up?  So I read and I reread, and finally it started making sense.
This paper is an attempt to put some of my learnings down on paper, not so much for other people’s benefit as it is for mine.  I talk about PKIs and PMIs.  A brief description of OpenCA and its capabilities are covered.  The final section is my comments on using OpenCA with SIS.

Note that there are a lot of acronyms.  I was hoping to have a section that defined all the acronyms.  However, I ran out of time. 

Public Key Infrastructure
The PKI is a standard for public key certificate management.  The structure for PKI is hierarchical. There are three common functions—obtaining a certificate, determining whether the certificate is valid, and revocating a certificate.

PKI Structure
Below is a typical example of a PKI structure.
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· Figure 1.  PKI structure
The PKI structure has a trusted CA (Certificate Authority) as the root.  This trusted source signs the certificates of the regional CAs.  These regional CAs can then sign the certificates of users or other CAs.   
Anyone can set up a PKI structure.  There is no real way to know whether the root CA is a trusted source.  Internet browsers include in their browser a list of trusted sources.  Users must trust that their browser vendor will make good decisions.
Obtaining a Certificate

The process of obtaining a certificate is depicted in Figure 2.
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· Figure 2.   Certificate Request
The process requires a RA (Registration Authority) and a CA.   Here’s how a user gets a certificate:

1) User does two things for the RA.

a) User generates and sends a Certificate Signing Request (CSR).  

b) User verifies identity.  This can be done in person through a driver’s license or passport.  It can be done electronically through a public and private key (if the user has a private key). 

2) The RA is the authority that decides whether or not the user is approved to receive a certificate.  If the user is approved, the RA forwards the CSR to the CA.

3) The CA signs the certificate and sends the signed certificate sent back to the RA.  The CA stores the certificate on the Directory Server.
4) The RA forwards the signed certificate back to the user.

Certificate Validity
Checking the certificate validity process is best explained through an example.  Suppose User A wants to communicate securely with User B.  Here are some typical steps toward validating that certificate.
1) User A receives User B’s certificate.  User A verifies that User B is the owner of the certificate.
2) User A determines which CA signed User B’s certificate.

a) User A checks their list of trusted CA’s to see if the CA that signed User B’s certificate is on that trusted list.  (User A’s browser has their own list of CA’s that they trust.)  If the CA is trustworthy, User A can now trust User B.

b) If user A doesn’t have User B’s CA on its list of trusted CA’s.  Sometimes User B includes their root CA.  If they did, User A can check if the root CA is trusted.  If it is, User A can now trust User B.  Note that the verification is made offline.
c) If User B did not include their root CA, User A goes to the CA that signed their certificate and asks for that CA’s certificate.  User A checks to see who signed that CA’s certificate against User A’s list of trusted CA’s.  If it is a CA User A can trust, User A can now trust User B.

d) This process continues until User A gets to the root CA.

Revoking Certificates
There are several reasons why a certificate may be revoked.  Here are some examples:

· Time expired.

· Privileges are abused

· User’s private key is compromised
· Root private key is compromised
To deal with this issue, a Certificate Revocation List (CRL) can be published.  This information can be sent out to all the CAs.  A CRL can also be requested.

Priviledge Management Infrastructure
The PMI is a standard for attribute certificate management.  Attribute certificate certifies specific attributes about a user, for example the user’s   role within a company.  Instead of a certificate authority there is an attribute authority.  The attribute authority signs the attribute certificate
Systems may use the role information to make access control decisions.  This decision would be made after the identity of the user has been verified.

The attribute certificate can be tied to the public key certificate.  The attribute may be used to grant permission to certain data, web-sites, or utilities once the user in known.
OpenCA Implemenation

Purpose
OpenCA is an open source Certification Authority that manages the Public Key Infrastructure.   It supports Apache, mod-ssl, OpenSSL and OpenLDAP.  There are several pre-configured interfaces.  It uses OpenSSL as its cryptographic backend.   
I was unsuccessful installing OpenCA.  All my analysis is based on documentation.

Scope

OpenCA provides the following components:

· CA interface

· RA interface

· LDAP interface

· Public interface

· Role Based Access Control

· SCEP

· OCSP

· IP-filters for interfaces

· Passphrase based login

· Certificate based login (including smartcards) 
· Flexible Certificate Subjects

· Flexible Certificate Extensions

· PIN based revocation

· Digital signature based revocation

· CRL issuing

· Warnings for soon to expire certificates

· Support for nearly every (graphical) browser

This list is always changing.  Refer to the OpenCA website for the most up-to-date information.

Dependencies
The following software must be installed before installing OpenCA:

· OpenSSL ( 0.9.7+ ) (on both CA and external server)

· Perl (5.6.1+ with DBM or DBI support) (on both CA and external server)

· Apache Web Server (on both CA and external server)

· mod_ssl (for Apache) (on external server only)

· OpenLDAP (v2 is recommended) (on external server)

The operating system must be compatible, like Linux and it must also have database access.
Structure
OpenCA resides on top of the PKI structure.  It is hierarchical.   For security, it is suggested that the CA Server is not put on the network.  Data is transferred manually from the RA Server to the CA server.  It is also suggested that users don’t have access to the RA Server and therefore, the RA Server is not on the internet.  Instead, users communicate with the RA Server through the RA Operators, as depicted in Figure 3.
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· Figure 3.  OpenCA structure example.
  CA Server
The OpenCA CA interface creates certificates and Certificate Revocation Lists.  This includes creating multiple certificates from an Enterprise Resource Planning (ERP) system.  It handles importing, exporting, viewing, deleting and removing Certificate Signing Requests.  It handles exporting certificates and Certificate Revocation Lists.
RA server
The RA Server is responsible for approving Certificate Signing Requests, forwarding them to the CA server, and forwarding Certificates back to the user.  The OpenCA RA interface exports the requests for delivery to the CA Server.  Pending and approved requests can be viewed.  Approved requests are removed.   Certificates are imported and distributed to the interested parties.  If it is a new certificate, it is copied to the local file system and an email is generated to the  user with instructions on how to get the certificate.  Certificates can be stored on a LDAP server for distribution to the user.  The RA Server exports Certificate Revocation Requests (CRR) that it has approved and imports Certificate Revocation Lists (CRL).
RA Operators

From these public servers, users can request certificates.  It can search, test, and revocate a certificate.  The certificate may also be delivered through this server.  The user can import the root certificate into their browser and view the Certificate Revocation List
LDAP

Approved certificate can be placed on this server.  The user can then retrieve the certificate from this server.
Using OpenCA with SIS
  Secure Information Sharing system has a lot of the same components that OpenCA does.  OpenCA is a PKI management tool.  It is unclear to what extent, if any, it handles the PMI side of things.  It appears that it can work along side SIS, though it hasn’t been tested.  
The following are the components of SIS:

· Administration Tool

· RBAC Policy File

· LDAP Server

· Access Control Decision and Enforcement

· Other Resources

PKC
Both the SIS’s Administration tool and OpenCA generate PKC’s.  .OpenCA has a lot of functionality already in place needed to manage certificates.  For this reason alone, I would suggest to use OpenCA.  It does have an added benefit.  It allows PKC generation from Enterprise Resource Planning systems.  However, there is the added complexity of adding other software components to SIS.
AC
OpenCA does not generate ACs.  

Key Pair
OpenCA uses OpenSSL as a backbone.  –From the documentation, it appears that the key pairs are generated from a command line OpenSSL request, not from the interface.
RBAC
OpenCA does have a “role” field in the Certificate Signing request.  It is used to determine the role within the PKI.   Can this be used to generate AC?   More investigation is needed to determine this.
Other Functionality

OpenCA works with OpenLDAP and with Apache.  The SIS Access Control Decision and Enforcement should work along with OpenCA.  The SIS Administration Tool is needed to generate both the “User Role Specification” AC and the “Delegated Role Specification” AC.  
Benefits of USING OPENCA

· Tool is maintained and documented

· Tool has been tested before.
· Tool supports several SW packages.

· Tool has a lot of functionality built in.
· Tool is web driven.

· Tool can handle multiple certificate generation.

Drawbacks
· Adds more software components to the systems, adding complexity that goes along with it.

· Changes controlled by others.

· Need two tool interfaces—one to manage the PKI and another to manage the PMI.
· Requires experience in installing software onto Linux

Summary
With someone who is experienced with installing software onto Linux, installing OpenCA should not be that difficult.  OpenCA would enhance the PKI functionality of SIS tremendously while putting it on the web, making less intimidating.  

However, having two different tools to manage the PKI and the PMI can be cumbersome.   There are several issues that need investigation.  For example
· How well does the tool support acquiring multiple certificates?

· Can the “role” field in the Certificate Signing Request be used to generate an AC?

· How easily can the code be modified to add needed functionality?

· Can the PMI functionality be added easily so that there is only one tool?  Should there be one tool?  Should the PKI and the PMI functionality be separated?

· What functionality does the LDAP tool have?

I propose that more investigation is needed before determining whether to make OpenCA part of the SIS solution.
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Glossary

Certificate Authority (CA)—The organization that certifies public keys.

Certificate Revocation List (CRL)—List of certificates to be revoked.

Digital Certificate—Binds public key to name of owner.

Public Key Infrastructure (PKI) — A procedure used to verify a persons identity on the internet.  A digital certificate is issued by a Certificate Authority (CA) and verified by the Registration Authority.  The digital certificate is used as the electronic signature of the person. 
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