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Computer networks are an efficient means for providing electronic services but the reliance on electronic communications makes information also vulnerable. Network security requirements have emerged in virtually all network application environments, including banking, electronic trading, government, public telecommunications carriers, and corporate/private networks. The objective of network security is to protect the confidentiality, integrity, authenticity, accountability, availability, and legitimate use of information according to application requirements [
]. Non-repudiation is one of the essential security services in computer networks, being mainly applied in message handling systems and electronic commerce. 

Motivation of Non-repudiation

The motivation to have non-repudiation service is that people observed that even in the paper-based business environment repudiation is one of the possible security threats. Paper documents, such as contracts, quotations, bids, orders, invoices, and checks play a critical role in the conduct of business between organizations. However, many problems may occur in their handling, such as

· Forged documents;

· Disputed filing time of a document;

· Documents accidentally corrupted or fraudulently modified within an organization or while in transit between organizations; 

· Documents lost or delayed during mail delivery.

There are two possibilities regarding each of these events. A document could be genuine or a forgery; it could have been sent to the recipient or never been mailed at all; it could reach the destination or get lost in delivery; it could be delivered intact or corrupted in delivery; it could be delivered in time or delayed. If two possibilities of an event cannot be distinguished, a party related to the event could make one of the following ‘denials’:

· Denial of authorship of a document;

· Denial of sending a documents;

· Denial of receiving a document; 

· Denial of sending or receiving a document at a given time. 

To help systematically dealing with these problems, various mechanisms are employed, such as signatures, notarization, receipts, postmarks, and certified mail. If good business practices are followed, there will usually be an adequate paper trail to make dispute resolution straightforward.

With electronic business transactions, the problems that can arise are analogous to those for paper-based transactions. In some aspects they are more difficult to resolve than those with paper-based transactions, mainly because entities are distributed and transactions cannot be done face to face, and there is less physical evidence available. In other aspects, however, problems with electronic transactions are easier to solve because of the availability of sophisticated technologies such as digital signatures.

In general, arguments are related to whether a particular event occurred, when it occurred, what parties were involved in the event and what information was associated with the event. The key point is that parties potentially involved in a dispute should be able to obtain sufficient evidence to establish what had actually happened. With the help of such evidence, parties may be able to resolve their disagreements themselves, or if necessary, settle their disputes under arbitration. Non­repudiation services are intended to provide evidence to make the parties involved in a particular event accountable for their actions. Non­repudiation services can be supplied by protocols based on security mechanisms such as digital signatures, notarization and data integrity mechanisms, with support from other security services. The frameworks and mechanisms of non­repudiation are being standardized by ISO/IEC in a number of documents. The mechanisms in ISO/IEC 13888 ignores the problem of selective receipt in a non­repudiation service, where the recipient can decide whether or not to acknowledge the receipt of a message after seeing the message. [
]

What is non-repudiation

The goal of a non-repudiation service is to collect, maintain, make available and irrefutable evidence. This service must establish accountability of information about a particular event or action to its originating entity.

In Business-to-Business (B2B) applications, one or more computers are processing the orders, instead of real people using browser to display HTML documents. And data such as a merchandise order may be described in XML rather than HTML, and exchanged over HTTP and SOAP (Simple Object Access Protocol). SOAP is a standard messaging layer used to exchange any XML documents and one of the main building blocks for Web services. When developing Web services and B2B applications based on SOAP, security issues are crucial. The general security requirements for message transmission from one computer (sender) to another computer (recipient) are message authentication, sender/recipient authentication, and non-repudiation.

The need for non-repudiation arises because of malicious senders. Non-repudiation guarantees that no such sender can later disavow having created and sent a specific message. This implies that non-repudiation guarantees the sender of a message is the same as the creator of the message. 

For example, assume Enterprise A created and sent a purchase order to Enterprise B. When Enterprise B processes the purchase order and issues a bill for it, Enterprise A should not be able to refuse the fact of sending the order. To satisfy the requirement of non-repudiation, both message authentication and sender authentication are needed simultaneously. 

Message authentication by using a digital signature is not sufficient for non-repudiation. Because a signature alone does not guarantee that the sender is who they say they are, the message transmission is vulnerable to techniques such as replay attacks by some third parties. 

In previous example, if Enterprise A sends a purchase order with a digital signature to Enterprise B, while there exists an Enterprise C, which has somehow obtained a copy of the order. Later, Enterprise C may resends the order to Enterprise B, which will accept it as another order from Enterprise A (a replay attack by Enterprise C). On the other hand, a malicious Enterprise A, having actually sent two orders, may repudiate the second order and claim it is the result of a replay attack by someone else. Of course, message authentication by a MAC does not help with the problem of non-repudiation because, as mentioned above, nobody can determine whether the senders or the recipients create the messages. 

Similarly, sender authentication is not sufficient for non-repudiation. Because it does not guarantee that messages were not modified while being routed, the sender can claim that a message received by a recipient was modified even though it is really created by himself. 

In summary, in order to satisfy the requirement of non-repudiation, it is necessary to simultaneously satisfy both the message authentication requirement by using a digital signature and the sender authentication requirement. 

Model of Non-Repudiation

Repudiation is defined as “denial by one of the entities involved in a communication of having participated in all or part of the communication”[ 
]. In a communications session, there are two possible ways of transferring a message. 

-- The originator sends the message to the recipient directly;  

-- The originator submits the message to a trusted third party called the delivery authority, which then delivers the message to the recipient. The originator’s action is then sending a message; the recipient’s action is receiving a message. The delivery authority's actions are accepting a message and delivering the message. To establish each participant’s accountability for its actions, the following non­repudiation services are required. 

-- Non­repudiation of origin (NRO) is intended to protect against the originator’s false denial of having sent the message. 

-- Non­repudiation of receipt (NRR) is intended to protect against the recipient’s false denial of having received the message. 

-- Non­repudiation of submission (NRS) is intended to provide evidence that the originator submitted the message for delivery. 

-- Non­repudiation of delivery (NRD) is intended to provide evidence that the message has been delivered to the recipient. 

In direct communication, as the originator and the recipient potentially do not trust each other, the originator is not sure that the recipient will acknowledge a message it has received. On the other hand, the recipient will only acknowledge messages it has received. In order to put two parties in an equal position, a trusted third party will usually be involved. Of course, the extent of its involvement varies between different protocols. 

In indirect communication, a delivery authority is involved and the message will be transferred between oneway-trusted pairs. The originator believes that the delivery authority will not repudiate receiving the submitted message and will collect a receipt when the message is delivered to the recipient. The recipient also believes that the delivery authority will work properly. Disputes may not only relate to the occurrence, but also to the time of the occurrence of a particular action. For example, there was a submission deadline for a conference. The evidence about the time of sending or receiving a paper would have been critical to resolve a dispute over a late submission. We first consider this problem in direct communication. The originator and the recipient could add a time stamp in non­repudiation evidence NRO and NRR respectively. Unfortunately, this does not solve our problem. The originator can add an arbitrary time stamp in NRO. How can the recipient and the judge believe that the message was sent at that time? Similarly, the originator cannot believe the time stamp in NRR either. In another scenario, the originator may ask a time stamping authority to append a trusted time stamp to NRO and digitally sign the result. However, it can only prove that the message was sent after that time. The originator can falsely claim it sent the message before the specific date by obtaining a trusted time stamp on NRO in advance. Similarly, the trusted time stamp on NRR can only prove that the message was received before that time. The recipient can falsely claim it received the message after the specific date by applying for a trusted time stamp on NRR late. Therefore, the originator and the recipient cannot provide evidence about the time of sending and receiving a message in direct communication. 

This problem could be solved in indirect communication. The delivery authority can provide trusted time stamps in non­repudiation evidence NRS and NRD to identify when the message was submitted and delivered. The model of indirect communication is shown below:


Use SOAP-DSIG and SSL for non-repudiation

There are two common technologies used to satisfy the requirement of message authentication: the Message Authentication Code (MAC) and the digital signature. MAC can be computed faster than a digital signature, it is practical for transport layer security like SSL, where a large volume of data is transmitted. However, MAC is computed by a secret key shared between the sender and the recipient, ther is no way for a third party to determine whether the messages were created by the sender or the recipient. Digital signature is based on public key cryptography, so the sender and recipient no longer share the same secret key, and it is guaranteed that the signer is the creator. 

On the sender/recipient authentication side, there are also two widely used technologies: Password authentication and SSL server/client authentication. A typical example of password authentication includes HTTP basic authentication and form-based authentication. When the HTTP client sends a message, it identifies itself by sending the password. SSL server/client authentication is a technology for mutually authenticating the identities of HTTP servers and clients based on their public key certificates. In particular, SSL server authentication is widely used on the Internet, while client authentication is less common. 

SOAP is a lightweight protocol for exchange of information in a decentralized, distributed environment. It is an XML based protocol that consists of three parts: an envelope that defines a framework for describing what is in a message and how to process it, a set of encoding rules for expressing instances of application-defined data types, and a convention for representing remote procedure calls and responses. SOAP can potentially be used in combination with a variety of other protocols [
].

To append digital signatures to SOAP messages, SOAP-DSIG was created. SOAP-DSIG defines a data format for appending an XML signature to a SOAP message and a general way of signing SOAP envelopes for the purpose of satisfying the non-repudiation requirement. The SOAP envelope is a data structure that can be used to carry any XML document. SOAP encoding is used to encode non-XML data into an XML document, so that it can be transmitted within a SOAP envelope. 

The following is an example of the request message. 
A typical SOAP-DSIG request message [
]

	    POST /order HTTP/1.1

    Host: www.onlinetrade.com

    Content-Type: text/xml; charset="UTF-8"

    Content-Length: nnnn

    SOAPAction: "http://www.onlinetrade.com/order#buy"

    <SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

        <SOAP-ENV:Header>

          <SOAP-SEC:Signature xmlns:SOAP-SEC="http://schemas.xmlsoap.org/soap/security/2000-12" SOAP-ENV:mustUnderstand="1">

            <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

              <ds:SignedInfo>

                <ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2000/CR-xml-c14n-20001026"/>

                <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1"/>

                <ds:Reference URI="#Body">

                  <ds:Transforms>

                    <ds:Transform Algorithm="http://www.w3.org/TR/2000/CR-xml-c14n-20001026"/>

                  </ds:Transforms>

                  <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                  <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

                </ds:Reference>

              </ds:SignedInfo>

              <ds:SignatureValue>MC0CFFrVLtRlk=...</ds:SignatureValue>

              <ds:KeyInfo>

                <ds:KeyName>Michael</ds:KeyName>

              </ds:KeyInfo>

            </ds:Signature>

          </SOAP-SEC:Signature>

        </SOAP-ENV:Header>

        <SOAP-ENV:Body xmlns:SOAP-SEC="http://schemas.xmlsoap.org/soap/security/2000-12" SOAP-SEC:id="Body">

          <order:buy xmlns:order="http://www.onlinetrade.com/order">

            <order:ticker-symbol>IBM</order:ticker-symbol>

            <order:quantity>100</order:quantity>

            <order:market>New York</order:market>

          </order:buy>

        </SOAP-ENV:Body>

      </SOAP-ENV:Envelope>
    


Here, the SOAP BODY element contains the real data, which is an order to buy IBM stocks. Using SOAP-DSIG, this  element is signed by the generated signature (<SOAP-SEC:Signature> element), which is included in the SOAP header. In this example, the key used to sign the message is identified by the <ds:KeyName> element ("Michael") and so it is guaranteed that this SOAP message was created by the user Michael. That is, SOAP-DSIG is used to satisfy the message authentication requirement. Finally, the signed SOAP message (<SOAP-ENV:Envelope> element) is put in the payload of an HTTP POST request (over SSL) and sent to an on-line trade server.

On receiving this order, the online-trade server creates and sends the receipt to Michael as another HTTP response (over SSL). 

The response to the SOAP message [
]

	    HTTP/1.1 200 OK

    Content-Type: text/xml; charset="UTF-8"

    Content-Length: nnnn

    <SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

        <SOAP-ENV:Header>

          <SOAP-SEC:Signature xmlns:SOAP-SEC="http://schemas.xmlsoap.org/soap/security/2000-12" SOAP-ENV:mustUnderstand="1">

            <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

              <ds:SignedInfo>

                <ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2000/CR-xml-c14n-20001026"/>

                <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1"/>

                <ds:Reference URI="#Body">

                  <ds:Transforms>

                    <ds:Transform Algorithm="http://www.w3.org/TR/2000/CR-xml-c14n-20001026"/>

                  </ds:Transforms>

                  <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                  <ds:DigestValue>KtMup4Nj6lwx3rvEPO0vbeVu8nk=</ds:DigestValue>

                </ds:Reference>

              </ds:SignedInfo>

              <ds:SignatureValue>TY5CLLrVLtRlk=...</ds:SignatureValue>

              <ds:KeyInfo>

                <ds:KeyName>http://www.onlinetrade.com/</ds:KeyName>

              </ds:KeyInfo>

            </ds:Signature>

          </SOAP-SEC:Signature>

        </SOAP-ENV:Header>

        <SOAP-ENV:Body xmlns:SOAP-SEC="http://schemas.xmlsoap.org/soap/security/2000-12" SOAP-SEC:id="Body">

          <receipt:buy xmlns:receipt="http://www.onlinetrade.com/receipt">

            <receipt:ticker-symbol>IBM</receipt:ticker-symbol>

            <receipt:quantity>100</receipt:quantity>

            <receipt:market>New York</receipt:market>

          </receipt:buy>

        </SOAP-ENV:Body>

      </SOAP-ENV:Envelope>    


By exchanging the above HTTP messages over SSL, the requirements of non-repudiation service is satisfied, by simultaneously guarantee both message authentication and sender authentication, in that

SSL provides confidentiality and sender/recipient authentication, and SOAP-DSIG grantees genuine transmitted messages. The two systems complement the functionalities that the other lacks.

In addition, it is important to guarantee that the signer of a SOAP message is always the same as the sender of the message. For this purpose, using a common private key and the corresponding public key certificate are recommended for SOAP-DSIG and SSL. Specifically, in the above example, the private key used to sign the order in the HTTP request should be the same as the one for the SSL client authentication. Similarly, the private key used to sign the receipt in the HTTP response should be the same as the one for SSL server authentication. From the perspective of the signature validation, in order to validate the signature of the order (or signature of the receipt), the validating party may use the public key certificate of the SSL client (or the public key certificate of SSL server) as authenticated via SSL. In this case, the <ds:KeyInfo> elements in the above example messages can be omitted.

Conclusion

In the foreseeable future, non-repudiation service on Internet and electronic transitions will become more and more popular and in fact, a must-have for many transactions. While SOAP-DSIG and SSL meet its requirements naturally, they certainly not the only way. For example, there already exists generic CORBA non-repudiation service implementation [
] and SPI (Service Provider Interfaces) implementation [
].
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