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Abstract

This paper examines the key design requirements for the gateways and gatekeepers in a H.323 VoIP Network. A review of the signaling between gateway-to-gateway, gateway-to-gatekeeper, and gatekeeper-to-directory gatekeeper is presented. This review is essential if the reader is to fully realize the importance of the gateways and gatekeepers. Then the concepts of zoning, normalization, traffic engineering, and high availability are discussed.
Introduction
VoIP is gaining popularity because it is changing the business of voice communication. The digitization and packetization of voice information will allow a would-be Internet Telephony Service Provider, ITSP, the ability to bundle voice and data for transport over the IP network. Today, we see the beginning of this aggregation with cable companies offering telephone, cable, and internet services under one price, and more specifically, through one medium—the coaxial cable.
There are many important companies involved with the development of VoIP technology
. Cisco
 is considered the pioneer, and supports major standards and proposed standards such as H.323, MGCP, and SIP.  These VoIP network architectures will be discussed in the following sections.  There will be an emphasis on H.323 because it is the most commonly used.
Bandwidth provisioning, better know as Quality-of-Service (QoS), is a hot topic and key marketing factor for ITSPs. Load balancing has a direct effect on QoS, so there are notable design considerations for VoIP gateways and gatekeepers.
Standards, proposed standards, and recommendations involve major organizations such as the International Telecommunication Union (ITU). One sector of the ITU is the ITU-T. This sector “produces high-quality standards (Recommendations) on technical, operating and tariff questions. At present, more than 2900 ITU-T Recommendations on some 70,000 pages are in force. Although ITU-T Recommendations are non-binding, they are widely used because they guarantee the interconnectivity and interoperability of networks and enable telecommunication services to be provided worldwide.”
 Another organization is the Internet Engineering Task Force. “The IETF is a loosely self-organized group of people who contribute to the engineering and evolution of Internet technologies. It is the principal body engaged in the development of new Internet standard specifications. The IETF is unusual in that it exists as a collection of happenings, but is not a corporation and has no board of directors, no members, and no dues.”

Refresher
The reader may read this author’s VoIP Basics
 for more in-depth examination of VoIP basic concepts, but the reader is reminded that:

· VoIP is centered on the idea of packetization and digitization of voice data. 

· Gateways, Gatekeepers, and Directory Gatekeepers are key components in the H.323 VoIP Network Architecture

· H.323 VoIP Network Architecture is the most commonly deployed VoIP architecture
In figure 2-2 below, a phone call traversing across the PSTN network into the VoIP network is shown at a high level. The caller dials a number and call request is generated and sent through the Public Switched Telephone Network. The PSTN is connected to gateway that sits at the edge of the IP network. This gateway is called the Originating Gateway (OGW). The OGW duty is to determine the location of the Terminating Gateway (TGW). So, the OGW queries the gatekeeper for this information. The scope of the gatekeeper (GK) is larger than the gateway, and so, knows of many gateways and can determine the TGW. Now, the gatekeeper confirms the location to the gateway, and the gateway confirms to the OGW. The OGW then communicates with the TGW to setup and establish a phone call.
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A more detailed depiction of a H.323 VoIP Network Architecture is shown in Figure 2-1. It shows gatekeepers, directory gatekeepers, inter-machine trunks (IMT), IP Network, and PSTN.  The lines connecting the gateways to the PSTN switches are trunks. The trunks physical and logical attributes are discussed in more detail in the author’s paper: VoIP-Trunks
. Leaving the trunk examination to the stated paper, we observe the gateway, gatekeeper, and directory gatekeeper.
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Gateway and Gatekeeper Signaling
Extensive messaging takes place between the gateway and gatekeeper in order to process voice calls. Figure 2-2 shows a red circle encompassing the signal channel between the gateway and gatekeeper. So, consider the following figure the exploded view of this red circle. Before describing the steps, note the following acronym definitions:
· Registration Request (RRQ)
· Registration Confirm (RCF)
· Address (Admission) Request (ARQ)
· Address (Admission) Confirm (ACF)
· Location Request (LRQ)
· Location Confirm (LCF)
· Real-Time Transport Protocol (RTP)
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With the acronyms demystified, the signaling occurs as such. It is assumed that the gateway has sent a registration request (RRQ) and received a confirmation of registration (RCF) from the gatekeeper. The gateway receives a request to set up a call:
1. Gateway A must find terminating gateway (Gateway B) so an ARQ message is sent to Gatekeeper A.
2. Gatekeeper A does not know of this destination so it asks (LRQ) its peer (Gatekeeper B) for the location of this unknown destination.
3. Gatekeeper B knows of the location of this destination: it is Gateway B. So, it confirms the location with a LCF message.

4. Gatekeeper A confirms (ACF) that the destination or more specifically, the terminating gateway has been found.

5. Now Gateway A knows where to send a setup message.

6. Gateway B receives the setup message and sends an ARQ message to its gatekeeper for permission to terminate the call. 

7. In a simple scheme, Gatekeeper B will give permission to establish the call if there is enough bandwidth. If so, it sends an ACF message.

8. The setup message continues to the end-point.

9. Gateway A is alerted that the call is occurring. When the called party answers a Connect message is returned.

10. More Q.931 messages may take place. For more details on Q.931, the reader is referred to this author’s paper: VoIP - Trunks.
11. Finally, voice traffic is exchanged using RTP.
Gatekeeper and Directory Gatekeeper Signaling
The directory gatekeeper is a specialization of a gatekeeper. The difference has to deal with scoping. The directory gatekeeper (DGK) can be though of having global scope, so literally, inter-continent scope of its sibling gatekeeper. If DGKs are in place, they will handle global routing, leaving its sibling gatekeepers in charge of local routing. Figure 2-4 appears to be complex, but the idea is that the gatekeeper has knowledge of its immediate coverage, so if it cannot resolve the location of a terminating gateway, it will forward Location Request messages to its DGK. Because the DGKs have larger scope it can query other gatekeepers to determine the location of the TGW.
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This refresher has reviewed how a VoIP call takes place. Drilling down into the “works” revealed the intense messaging that takes place between the gateway and gatekeeper, and the gatekeeper and directory gatekeepers. The reader should now have a greater understanding of the importance of the gateway and gatekeeper, and thus, feel more comfortable discussing design requirements of these components.

Gateway & Gatekeeper Design Requirements

It is assumed that we are designing for a H.323 VoIP Network.
There are many areas to examine, but the following deserve discussion:
· Zoning

· Normalization

· Traffic Engineering

· High Availability

Zoning
In order to discuss the concept of zoning, a build-up of reasoning takes place.
Recall, the different levels of scoping that can exist if a directory gatekeeper exists in the VoIP network. The DGK handles global routing and the gatekeepers handle local routing. Similarly, gateways can be configured to handle a smaller scope. This scope is usually determined by the prefix of the dialed number. The number may use the form NPA-NXX, where the Number Plan Area (NPA) is the prefix. Recall also that call completion has a direct effect on quality of service. Zoning is designed to maintain quality. Several gateways form a zone. One or more zones can register with a single gatekeeper. The gatekeeper will choose a zone based on a prefix lookup. Further configurations can prioritize the selection of gateways for any given prefix lookup. The implication is that an alternate gateway can handle an incoming call, if a higher-priority gateway does not have the resources to handle another call.
Normalization
Quality of Service (QoS) is an important aspect of any service, especially voice. Considerable time should be spent while designing to ensure QoS. Normalization refers to the use of directory gatekeepers (DGK) for global routing and gatekeeper for local routing.
Traffic Engineering
Once the level of service has been determined a traffic engineer must decide how many gateways should be used, the required bandwidth, and what circuits will be needed to support this bandwidth. The busy hour must be estimated because this will define the number of calls the VoIP network can handle. 
High Availability
Recall, the prefix lookup that takes place when zones are in use. Priorities are set for gateways, but how does the selection take place? On what criteria?
The gateway declares its degree of availability via a Resource Availability Indicator (RAI). Thresholds are set, and a gatekeeper will favor a gateway for call handling if the RAI threshold has not been exceeded.
Alternate Gatekeeper and DGK
Ensuring quality has been a reoccurring design consideration, so precautions should take place on the gatekeeper and DGK, knowing fully their important role. If a gatekeeper or DGK should fail inter-continent ad intra-continent call routing could be compromised. To prepare for such a failure, configurations can be made to setup alternate gatekeepers, and DGKs, to continue to route calls.
Conclusion

This paper has presented important design considerations that will likely become requirements if high quality is desired. 
Recall, though, before the design considerations were examined, the reader was exposed, in full detail, the signaling that takes place with gatekeepers and gateways.
The logic for this ‘build up’ of concepts was necessary to allow the reader to fully appreciate the importance of the gatekeepers and gateways. Once understood, it becomes clear to the reader why these design requirements are requirements.
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[image: image7.jpg]Figure 2-3  Gateway and Gatekeeper Signaling
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