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Design and Evaluate QoS of VOIP service  on SCOLD systems 

According to a study published at The University of California, San Diego, 4000 Distributed Denial of Services (DDoS) attacks are launched each week by hackers and this number is increasing daily [1].  As security was not originally designed as one of the basic requirements on DNS and routing protocol, it is difficult to apply security to the current architecture of networks and protocols for any DDoS attacks. The general objective of the Secure Collective Defense (SCOLD) project is to provide an alternative route by redirecting the traffic through indirect routes by a set of proxy servers with intrusion detection and secures name servers [2].  

Carrying the real time voice on a network environment requires well-established IP networks especially if the voice is routed in wide area network or in the Internet. There are already problems of network reliability and sound quality on the Internet through the standards. Most of the time it is very difficult to have the quality of voice on PSTN, as characteristics and format are different over the Internet. In 1996, the International Telecommunications Union (ITU) defined how voice, data, and video traffic would be transported over IP–based local area networks by H.323 specifications [3].  Due to the growing demand on the VoIP it is expected to improve reliability and sound quality mostly for intranet traffic and point-to-point IP connections. To achieve PSTN–like quality, standards are required to guarantee Internet connections. 

As SCOLD will give the ability to increase network performance, efficiency, stability, availability and security, systems that use VoIP will be affected by it.  QoS refers to the concept of being able to control and measure data transmission rates, or throughput, and error rates. Then we need to measure the QoS of VoIP used in SCOLD systems and determine if it is on an acceptable rate and if it is achievable to have the PSTN-like quality. There are different kinds of protocols used to have VoIP on the Internet e.g. Real Time Protocol (RTP), Session Initiation Protocol (SIP). Applications or equipment that use RTP and/or SIP will have the ability to manage different traffic streams. However, the question of how the SCOLD systems behave when these protocols are used in the VoIP environment remains. We will investigate how SCOLD system supports these protocols. 

Finally, voice applications using VoIP have different characteristics than the PSTN quality on voice side and delivery quality on the data side. They are real time that requires different protocols to be able to transmit efficiently and sensitive, which will cause poor quality on the delays.  In this proposed research, measuring QoS of SCOLD systems on VoIP will be discussed.  Therefore the measures for QoS are needed to ensure the possibility of performing VoIP calls at least the same quality in SCOLD systems with the ones without SCOLD.  The technical background of the new SCOLD technology and VoIP will be discussed, and then experiments and the results will be presented to see if there will be any changes on the quality due to any reasons and will be finalized with the analysis of the results and a conclusion.
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