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Why Study Viruses?
Viruses and worms are more and more prevalent each year that passes by.  More files destroyed, longer network down-times, faster and more effective propagation – these are some of the characteristics and effects that are being improved upon annually by hackers and virus writers all over the world.  Companies like Sytmantec and McAfee have been able to market a product based on millions of non-technical user’s fear of the unknown and inability to backup their system.  While there is a relative monopoly in the anti-virus industry between a few large companies, it is our contention that the field still needs further study.  We believe that for every creative virus writer out there, there are ten more sitting at home cloning all but three lines of some VBScript they’ve gotten their hands on and redeploying their own virus or worm.  We set out to research the possibility that most viruses and worms today are unimaginative and near copies, making them easier to detect and prevent infection.  We are also would like to find a better method of recovery once a virus has been contracted.  For our tests, we used our CVIPRS system, consisting of VMWare and a custom Java monitoring application.
The Virtual Machine

CVIPRS makes use of a virtual machine in order to ensure the safety of the host system.  

The virtual machine was given the name “The Gimp” by our predecessors. The Gimp was obtained as a trial version from the VMWare home page.  The host operating system was Windows XP running on a PIII Dell desktop with no network connectivity available.  The Gimp was VMWare 4.0, Windows 98 SE.  
The Gimp was configured on installation without network support in order to keep viruses from spreading through the internet.  This is somewhat a moot point since no internet connection could be made currently.  The Gimp had no additional software installed.  Most importantly, no anti-virus program was installed.  A more robust Java monitoring application made this unnecessary, and our goal was to study many previously undocumented viruses, so an anti-virus program would be useless.  In the first phase of this project, our predecessors predominately studied well known and well documented viruses.
The Gimp provided very easy recovery access.  The virtual operating system file was 2GB in size, and a simple restoration of a backup of this file was all that was required to restore the entire system. 

[image: image1.png]() Windows 98 - [Ctrl-Alt-F1] - YMware Workstation

Iy ce

My Computer

My Docurents

=

Explorer

viusresords

VirusDatab,

v

Fiecycle Bin

indows 98 - [Ctrl « zorem



Figure 1: A screen shot of The Gimp running on our Dell.
The Virus Records Java Monitoring Application

The original Java application was really only a logging application.  Manual entries were made into a Virus Database kept on the host machine.  The application had many bugs and didn’t contain as many logging capabilities as had been indicated, so a complete overhaul of the system was required.  The data contained in the virus database was: official virus name, path of executable virus, author, date, and description.  The application is properly threaded.
After fixing the problems with the current system, we added two important features: launching a virus and monitoring a virus.  A launch of the virus would consist of an initial scan of the file system, followed by a deployment of a virus, and then continual monitoring of the file system.  A simple monitoring of the virus would be a launch without executing the virus.  This was helpful when reboots were needed since the application had to be run on the guest operating system.  All of the monitoring involved was based on file system changes.  The application detects any changes, additions, or deletions of any type of file on the file system.  These changes are then displayed in the description box, and saved when the user clicks “Update Virus.”  The system will detect changes occurring on reboot.
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Figure 2: Application screenshot.
Virus Collection

A list of viruses was provided by our predecessors.  We studied about 20 Win32 viruses, script viruses, and I-Worms.  The following was the typical procedure:

The user would first create an entry for the virus manually in our monitoring application.  This would include providing the virus name, absolute path, author, and date.  The user would then click “Launch Virus”.  After the virus was launched, lines of text start to appear in the description box, letting the user know what is happening on the file system.  The user can click “Update Record” as often as needed.  This saves the text description.  The user then restarts the machine several times to detect bootup changes in the file system.  The Java application is automatically started on bootup.
Overall the process was greatly simplified by our application.  The application detected changes in the file system coinciding with documented behaviors of some viruses and observed behaviors in undocumented viruses.  It was extremely helpful.
Restoration of the guest operating system was very simple.  We basically just renamed the backup file and created a new copy of this backup file.  We are interested to see if the Operating System within an Operating System could be used in a marketable product that would provide much easier recovery from a virus attack.  Some similar ideas exist now, but we think VMWare should take things a step further and team up with an Operating System company to look into this idea.

We found almost all Win32 viruses behaved the same.  They typically ran once, attacked system files and executables, and were Windows specific.  They almost always caused reboot problems and propagated through the system through system startup.

Almost all of the script viruses behaved the same as well.  In fact, two scripting viruses were almost identical code, with the exception of three or four lines.  These scripting files usually attached themselves to other .bat or .exe files to propagate, but were relatively harmless.  Our system detected these changes particularly well.

The I-Worms tended to be a little more harmful and willing to propagate.  They also included full deletion of all executables and some Windows system files, along with modifications to networking programs like traceroute and ipconfig.  We assume these are for the purpose of propagating over an internet.

Current Project Status

Nearly 50 viruses, scripting viruses, and I-Worms have been tested to date.  We were able to track and show evidence of documented behaviors of some viruses through our monitoring system.  We also accumulated much data on undocumented viruses.
Future Work

There were many aspects we desired to add to our system, but time constraints would not allow.  Most of our improvement plans fall under two categories: code and research.
Most of the code changes we would like to make are fairly minimal.  We would like to implement some more launching options to better simulate the actual contraction of a virus.  We would also like to implement a better database scheme, perhaps XML.  And we would like to have the application be able to distinguish, to a degree, the difference between regular activity and irregular activity.  There are a few file modifications that occur every second within the Windows operating system, and we would have liked to rid ourselves of that nuisance.  We would also like the software to be able to somewhat interpret the results with something like a severity report after a virus has been deployed.  This would be quite a feat.

As far as research is concerned, we would like the monitoring program to be run from the host operating system, rather than the guest operating system.  This would make the monitoring of reboots much easier and more effective.  This would require some sort of agreement with the VMWare company allowing us to view their API documentation.  And, more importantly, we would like to improve the monitoring capabilities to include port monitoring and registry entry monitoring.  This would be particularly helpful in the area of I-Worms.  We don’t believe this would be too difficult of a task.
Conclusion

We truly feel that the study of viruses – their origination, effects, and source code – would prove to be helpful to many non-technical users in the nation who use internet capable machines.  Our research has shown that many viruses within a class share common properties and effects, and that further measures could be taken to reduce the contraction rate of these viruses.  We believe that VMWare, when coupled with another operating system, provides a safe environment that is easily restorable, and that more thought should be put into the design of current operating systems.  We simulated one such environment through this research project and it worked remarkably well.  Our monitoring software is going a long way to help quickly and efficiently study previously undocumented viruses.  With more and more internet users each year, better preventative measures can be taken against many viruses on the net, and better recovery methods may become a necessity.
Research Links

Virus Research Unit 

http://www.uta.fi/laitokset/virus/
A System to Support the Analysis of Antivirus Products’ Virus Detection 

http://acta.uta.fi/pdf/951-44-5394-8.pdf
Research/White Papers

http://members.tripod.com/~k_wismer/papers.htm
VX Heavens

http://vx.netlux.org
Other Documents

Cohen 86 - defn of virus

Bontchev 1998 doctoral thesis of computer antivirus research

Brunnstein 1999 classification scheme of malicious software

Virus Intrusion Detection Expert System - Swimmer 1995

Immune System Concept - IBM Kephart et al. 1997

Whalley 2000 - automatic virus replication using the internet.
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