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Abstract:

The timely and accurate detection of computer and network system intrusions has always been an elusive goal for system administrators and information security researchers. Intrusion may be defined as "any set of actions that attempt to compromise the integrity, confidentiality or availability of a resource”. With the rapid growth of network-based computer systems and with increasing their roles in modern society, intrusion detection is becoming very important research area. Intrusion detection can be therefore defined as a technique of identifying intrusions and/or individuals who are trying to break into a computer system without authorization and those who have legitimate access but are abusing their privileges. An intrusion detection system or IDS in short, is a computer system that attempts to perform the task of intrusion detection.
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Today's on-line economy requires connection to public networks thereby exposing sensitive corporate information to security threats. Intrusion Detection Systems add a layer of security not covered by traditional firewall and VPN technologies. IDS systems monitor a network for signs of unauthorized network activity in order to prevent intruders, hackers or a malicious employee from creating considerable harm or financial damage.

This project in general tries to summarize the various types of Intrusion detection systems available and explain some key points for each particular type of IDS available in the market today. We also try to implement a simple IDS scheme which though not very complete, tries to address some of the key features of an IDS system.
Introduction:

The increasing reliance on computer networks by companies and government agencies means that the importance of protecting these systems from attack is critical. A single intrusion of a computer network can result in the loss, unauthorized utilization, or modification of large amounts of data and cause users to question the reliability of all of the information on the network.

Scary IDS Statistics:
· Just over 90% of interconnected networks that were running IDS detected computer security breaches in the last 12 months defiant of several implemented firewall protections that were installed.
· Computer Security Institute, 4/7/02 reported that 80% reported financial losses in excess of $455M was caused by intrusion and malicious acts thereafter.
· Millions of jobs have been affected because of intrusion.
· Only 0.1% of companies are spending the appropriate budget on IDS.
· IDS are mostly misunderstood and are thought of as a firewall product or a substitute.
· Most organizations using antivirus software do not use IDS. [magalhaes:03]
Intrusion Detection System is an essential tool that compliments any security suite such as a firewall and a good antivirus. These tools are ineffective if used separately as each one is tailored to fight off attackers in specific focused areas. It is good practice to build a security suite with well recognized reliable technologies that have been tried and tested, ensuring that the IDS application chosen suits an organizations needs.

Sensitive email is normally stored in archive form on client machines along with temporary working documents and other sensitive company information like projects and word documents that are in the process of being completed. In this case it is good practice to use IDS on the host as well as on the network. [magalhaes:03]
Intruders are adaptive and after understanding that there is a network IDS they soon look for alternatives where they can bypass network IDS systems. All packets that pass though the IDS are analyzed and compared against a pattern or signature file that verifies that the packet is not an attack on the network integrity.  If the packet is dropped the IDS can be configured to log this event and notify the security professional immediately so action can be taken against the attacker. Like an antivirus the product is only as good as the updated pattern or signature file so if an IDS works on this basis it is recommended to keep it current.
Most intruders are very persistent and if they can not gain access through a specific avenue then other avenues will be attempted. It is good practice to read the logs and alerts on a regular basis to keep abreast with the network trends. If various attempts are persistent from a particular source it is recommended that disciplinary action is taken.

As a basic principal one has to encrypt entire network data repository, even if it seems trivial. Passwords protect all sensitive information and do not allow network users to browse unsecured intranet sites as sensitive information can be gathered in this way.

Types of Intrusions:
· Misuse intrusions are well defined attacks on known weak points of a system. They can be detected by watching for certain actions being performed on certain objects. [CrosbiePrice:99]
· Anomaly intrusions are based on observations of deviations from normal system usage patterns. They are detected by building up a profile of the system being monitored, and detecting significant deviations from this profile. [CrosbiePrice:99]
As misuse intrusions follow well-defined patterns they can be detected by doing pattern matching on audit-trail information. This can be done using a pattern matching approach such as in [KumarSpafford:94].
Anomalous intrusions are detected by observing significant deviations from normal behavior. The classic model for anomaly detection was proposed by Denning [Denning:87]. In Denning's approach, a model is built which contains metrics that are derived from system operation.
A metric is defined as: a random variable x representing a quantitative measure accumulated over a period.
These metrics are computed from available system parameters such as average CPU load, number of network connections per minute, number of processes per user, etc.

An anomaly may be a symptom of a possible intrusion. Given a set of metrics which can define normal system usage, we assume that [Denning:87]: exploitation of a system's vulnerabilities involves abnormal use of the system; therefore, security violations could be detected from abnormal patterns of system usage.
Anomaly detection can also be performed through other mechanisms, such as neural networks [tan:neural-nets], machine learning classification techniques [lane-brodley:98, forrest-hofmeyr:97] and even mimicking of the biological immune systems [hofmeyr-phdthesis:99].

Characteristics of Good Intrusion Detection System

An intrusion detection system should address the following issues, regardless of what mechanism it is based on: [meinel:02]
· It must run continually without human supervision. The system must be reliable enough to allow it to run in the background of the system being observed. However, it should not be a "black box". That is, its internal workings should be examinable from outside.
· It must be fault tolerant in the sense that it must survive a system crash and not have its knowledge-base rebuilt at restart.
· On a similar note to above, it must resist subversion. The system can monitor itself to ensure that it has not been subverted.
· It must impose minimal overhead on the system. A system that slows a computer to a crawl will simply not be used.
· It must observe deviations from normal behavior.
· It must be easily tailored to the system in question. Every system has a different usage pattern, and the defense mechanism should adapt easily to these patterns.
· It must cope with changing system behavior over time as new applications are being added. The system profile will change over time, and the IDS must be able to adapt.
· Finally, it must be difficult to fool.
Characterization of Intrusion Detection Systems

Based on Model of Intrusions

Anomaly detection model
· The intrusion detection system detects intrusions by looking for activity that is different from a user's or systems normal behavior.

Misuse detection model
· The intrusion detection system detects intrusions by looking for activity that corresponds to known intrusion techniques (signatures) or system vulnerabilities.
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Figure 2: The diagram above emulates the NIDS system; it shows the process of how the NIDS compares the potential intruder packet with the rule list and signature files that are stored within the NIDS database.  The above diagram also applies to HIDS, on every machine that the HIDS is installed.
Based on Data Source

Host based
· Audit data from a single host is used to detect intrusions.
Multi-host based
· Audit data from multiple hosts is used to detect intrusions.

Network based
· Network traffic data, along with audit data from one or more hosts, is used to detect intrusions.
Host Based Intrusion Detection

Host-based intrusion detection started in the early 1980s before networks were as prevalent, complex and interconnected as they are today. In this simpler environment, it was common practice to review audit logs for suspicious activity. Intrusions were sufficiently rare that after the-fact analysis proved adequate to prevent future attacks.
Today’s host-based intrusion detection systems remain a powerful tool for understanding previous attacks and determining proper methods to defeat their future application. Host-based IDS still use audit logs, but they are much more automated, having evolved sophisticated and responsive detection techniques. Host based IDS typically monitor system, event, and security logs on Windows NT and syslog in UNIX environments. When any of these files change, the HIDS compares the new log entry with attack signatures to see if there is a match. If so, the system responds with administrator alerts and other calls to action.[image: image2.jpg]



Figure 3: Host based IDS are a more comprehensive solution and displays great strengths in all network environments.  It does not matter where the machines are even if they are away from the network they will be protected at all times.  The Orange machines represent where the HIDS is installed.
HIDS have grown to include other technologies. One popular method for detecting intrusions checks key system files and executables via checksums at regular intervals for unexpected changes. The timeliness of the response is in direct relation to the frequency of the polling interval. Finally, some products listen to port activity and alert administrators when specific ports are accessed. This type of detection brings an elementary level of network-based intrusion detection into the host-based environment.
Strengths of Host-Based Intrusion Detection Systems

While host-based intrusion detection systems are not as fast as their network counterparts, they do offer advantages that the network-based systems cannot match. These strengths include stronger forensic analysis, a close focus on host-specific event data and lower entry-level costs. [ISS:98]
1. Verifies success or failure of an attack – Since host-based IDS use logs containing events that have actually occurred they can measure whether an attack was successful or not with greater accuracy and fewer false positives can network-based systems. In this respect, host-based IDS make an excellent complement to network-based intrusion detection, with the network component providing early warning and the host component providing verification of whether an attack was successful or not.

2. Monitors specific system activities – host-based IDS monitor user and file access activity, including file accesses, changes to file permissions, attempts to install new executables and/or attempts to access privileged services. For example, host-based IDS can monitor all user logon and logoff activity, as well as what each user does while connected to the network. It is very difficult for a network-based system to provide this level of event detail. Host-based technology can also monitor activities that are normally executed only by an administrator. Operating systems log any event where user accounts are added, deleted, or modified. The host-based IDS can detect an improper change as soon as it is executed. Host-based IDS can also audit policy changes that affect what systems track in their logs. Finally, host-based systems can monitor changes to key system files and executables. Attempts to overwrite vital system files, or to install Trojan horses or backdoors, can be detected and stopped. Network-based systems sometimes miss this kind of activity.

3. Detects attacks that network-based systems miss – Host-based systems can detect attacks that cannot be seen by network-based products. For example, attacks from the keyboard of a critical server do not cross the network, and so cannot be seen by a network-based intrusion detection system.

4. Well-suited for encrypted and switched environments – Since host-based systems reside on various hosts throughout an enterprise, they can overcome some of the deployment challenges faced by network-based intrusion detection in switched and encrypted environments. Switches allow large networks to be managed as many smaller network segments. As a result, it can be difficult to identify the best locations for deploying a network-based IDS to achieve sufficient network coverage. Traffic mirroring and administrative ports on switches can help, but these techniques are not always appropriate. Host-based intrusion detection provides greater visibility in a switched environment by residing on as many critical hosts as needed. Certain types of encryption also present challenges to network-based intrusion detection. Depending where the encryption resides within the protocol stack, it may leave a network-based system blind to certain attacks. Host-based IDS do not have this limitation. By the time an operating system, and therefore the host-based system, sees incoming traffic, the data stream has already been de-encrypted.

5. Near-real-time detection and response – Although host-based intrusion detection does not offer true real-time response, it can come extremely close if implemented correctly. Unlike older systems, which use a process to check the status and content of log files at predefined intervals, many current host-based systems receive an interrupt from the operating system when there is a new log file entry. This new entry can be processed immediately, significantly reducing the time between attack recognition and response. There remains a delay between when the operating system records the event and the host-based system recognizes it, but in many cases an intruder can be detected and stopped before damage is done.

6. Requires no additional hardware – Host-based intrusion detection resides on existing network infrastructure, including file servers, Web servers, and other shared resources. This efficiency can make host-based systems very cost effective because they do not require another box on the network that requires addressing, maintenance, and management.

7. Lower cost of entry – While network-based intrusion detection systems can offer wide coverage for little effort, they are often expensive. Deploying a single intrusion detection system can cost more than $10,000. Host-based intrusion detection systems, on the other hand, are often priced in the hundreds of dollars for a single agent and can be deployed by a customer with limited initial capital outlay.

Some examples of Host Based IDS are as follows:
1. TRIPWIRE
Tripwire is the most famous host based IDS for Linux. Tripwire software establishes a "digital inventory" of known good files and their attributes and uses it as a baseline for monitoring changes. User-scheduled integrity checks monitor files and their attributes, comparing them against the baseline. Changes are immediately pinpointed and appropriate IT staff can be notified by email or pager. Change event information can be integrated with other enterprise management systems and reporting packages.
Managing a large number of installations of Tripwire for Servers is done with the deployment of Tripwire Manager. This Java-based management console allows users to have management capabilities from a single source. With centralized reporting or distribution of files, the Tripwire Manager can manage up to 2,500 installations of Tripwire for Servers. Detailed reports and audit logs provide IT with a fast recovery path when change occurs. If the change is not desired, Tripwire software enables rapid restoration of files to a known good state. Controls can also be put in place to not only identify changes but to automatically restore systems when undesired change occurs. [TRIPWIRE:HIDS]
Tripwire offers two products:
· Tripwire for servers

It creates a foundation for layered security strategies. Unmatched change detection and notification capabilities, detailed reporting, centralized management features, and the ability to roll back systems to a known good state are its key features.

· Tripwire for Network devices

Tripwire for Network Devices immediately detects and notifies staff of changes to network routers, switches, and firewalls. 
The key features are:
1. Documents all user interactions with the software, as well as changes to network devices.  
2. Easy to install, manage and maintain with a low total cost of ownership.
3. Can monitor and report changes on thousands of network devices from multiple vendors from a central, secure database.

2. SAMHAIN
Samhain is an open source file integrity and host-based intrusion detection system for UNIX and LINUX. The user can define in a configuration file the set of files that needs to be protected and Samhain uses a cryptographic check sum of these files and attributes. In case of any changes, alerts are sent to the system administrator. [SAMHAIN:HIDS]
The key features are:

1. An advanced file integrity/intrusion detection tool.
2. It is designed for tamper resistance and centralized monitoring of multiple hosts in a network. 
3. Complete integrity check:

· Uses cryptographic checksums of files to detect modifications

· Can search the disk for rogue SUID executables
· Can detect kernel.
4. Runs as daemon process thus can remember file changes.
5. Has support for centralized monitoring via encrypted TCP/IP connections to a central server. Checksum database(s) and client configuration can be stored on the server. 

6. Supports logging to a SQL database.

7. Checksum databases and configuration files can be PGP signed.
8. Support for a stealth mode of operation.

3. AIDE
AIDE the Advanced Intrusion Detection Environment is similar to Tripwire. The two main components of the AIDE system are the configuration file and the checksum database. AIDE creates a database from the regular expression rules that that are defined in the configuration file. Once this database is initialized, it can be used to verify the integrity of the files. AIDE supports several message digest algorithms (md5, sha1, rmd160, tiger, haval, gost and crc32) that are used to check the integrity of the file. All of the usual file attributes (like owner, permission, atime, ctime, size) can also be checked for inconsistencies.
The file or directories to be monitored are specified in the configuration file along with which digest algorithm to use. AIDE specifies a protocol to use in order to differentiate between files, directories and for looking inside sub directories. Once the configuration file is set AIDE goes through and creates checksums for all the specified files using the specified digest algorithms and stores the results in a database. After the database is created AIDE can be deployed. Aide can not provide absolute sureness about change in files. [AIDE:HIDS]
The key features are:

1. AIDE uses digests such as MD5, SHAI etc to create checksums for specified files.

2. The ability to use multiple digest algorithms which provide an extra layer of security since each file could be hashed using a different algorithm.
3. Can check entire directories and subdirectories, with option to pick files and subdirectories to ignore.
4. Like any other system files, Aide's binary and/or database can also be altered.
Network Based Intrusion Detection

Network-based intrusion detection systems use raw network packets as the data source. A network-based IDS typically utilizes a network adapter running in promiscuous mode to monitor and analyze all traffic in real-time as it travels across the network. Its attack recognition module uses four common techniques to recognize an attack signature: [ISS:98]
· Pattern, expression or byte-code matching,

· Frequency or threshold crossing

· Correlation of lesser events

· Statistical anomaly detection

Once an attack has been detected, the IDS’ response module provides a variety of options to notify, alert and take action in response to the attack. These responses vary by product, but usually involve administrator notification, connection termination and/or session recording for forensic analysis and evidence collection.
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Figure 4: The diagram above represents the typical NIDS scenario where an attempt has been made to funnel the traffic through the NIDS device on the network.  It does not take a genius to see that if you had to isolate a single machine and take the machine away from the network like is done by many business people when in transit that NIDS would be very flawed.  The Red device represents where the NIDS has been installed.

Strengths of Network Intrusion Detection Systems

Network-based IDS have many strengths, which cannot easily be offered by host-based intrusion detection alone. Many customers, in fact, deploy network-based intrusion detection when using an IDS for the first time due to its low cost of ownership and rapid response times. Below are major reasons that make network-based intrusion detection a critical component of sound security policy implementation. [ISS:98]
1. Lowers cost of ownership – network-based IDS allow strategic deployment at critical access points for viewing network traffic destined to multiple systems. As a result, network-based systems do not require software to be loaded and managed on a variety of hosts. Since fewer detection points are required, the cost of ownership is lower for an enterprise environment.
2. Detects attacks that host-based systems miss – network-based IDS examine all packet headers for signs of malicious and suspicious activity. Host-based IDS do not see packet headers, so they cannot detect these types of attacks. For example, many IP-based denialof-service (DOS) and fragmented packet (TearDrop) attacks can only be identified by looking at the packet headers as they travel across a network. This type of attack can be quickly identified by a network-based system looking at the packet stream in real-time. Network-based IDS can investigate the content of the payload, looking for commands or syntax used in specific attacks. For example, an attacker probing for the new Back Orifice exploit on systems not yet infected with the Back Orifice software can be detected by examining the packet payload. As above, host-based systems do not see the payload, and so are not be able to recognize embedded payload attacks.

3. More difficult for an attacker to remove evidence – network-based IDS use live network traffic for real-time attack detection. Therefore, an attacker cannot remove the evidence. Captured data includes not only the method of attack, but information that may help lead to identification and prosecution. Since many hackers understand audit logs, they know how to manipulate these files to cover their tracks, frustrating host-based systems that need this information to detect an intrusion.

4. Real-time detection and response – network-based IDS detect malicious and suspicious attacks as they occur, and so provide faster notification and response. For example, a hacker initiating a network based denial of service (DOS) based on TCP can be stopped by having a network-based IDS send a TCP reset to terminate the attack before it crashes or damages a targeted host. Host-based systems usually do not recognize an attack or take action until after a suspicious log entry has been written. By this time, critical systems may already be compromised, or the system running the host-based IDS may have crashed. Real-time notification allows rapid reaction according to predefined parameters. These responses range from allowing the penetration in surveillance mode in order to gather information to immediate termination of the attack.

5. Detects unsuccessful attacks and malicious intent – network-based IDS add valuable data for determining malicious intent. A network-based IDS placed outside of a firewall can detect attacks intended for resources behind the firewall, even though the firewall may be rejecting these attempts. Host-based systems do not see rejected attacks that never hit a host inside the firewall. This lost information can be critical in evaluating and refining security policies.

6. Operating system independence – network-based IDS are not dependent on host operating systems as detection sources. By way of comparison, host-based systems require specific operating systems to function properly without having been compromised to generate meaningful results.
Some examples of Network Based IDS are as follows:
1. SNORT
The key features are:
Snort is a light-weight intrusion detection system capable of performing real time traffic analysis and packet logging on IP networks. It is not resource intensive and the source code is small. Snort is best used on small to medium sized networks, single hosts, or on segments of a large network. Snort uses the standard libpcap library and tcpdump as a packet logging backend. Snort is an IDS designed to be comprehensive and accurate in successfully logging malicious network activity and notifying administrators when potential breaches occur. The most prized feature of Snort in addition to its functionality is its flexible attack signature subsystem. Snort has a constantly updated database of attacks that can be added to and updated via the Internet. Users can create signatures based on new network attacks and submit them to the Snort signature mailing lists [SNORT:NIDS]. This community ethic of sharing has developed Snort into one of the most up-to-date and robust network-based IDSes available. [SNORT:NIDS]
There are three main modes:
1. Sniffer mode simply reads the packets off the network and displays them in a continuous stream on the console.

2. Packet logger mode logs the packets to the disk.

3. Network intrusion detection mode, analyzes network traffic for matches against a user defined rule set and perform several actions based upon what it sees.

The key features are:
1. SNORT can perform protocol analysis, content searching/matching and can be used to detect a variety of attacks and probes, such as buffer overflows, stealth port scans, CGI attacks, SMB probes, OS fingerprinting attempts, and much more.

2. Snort uses a flexible rules language to describe traffic that it should collect or pass, as well as a detection engine that utilizes modular plug-in architecture.
3. Snort has a real-time alerting capability as well, incorporating alerting mechanisms for syslog, a user specified file, a UNIX socket, or WinPopup messages to Windows clients using Samba's smbclient.
4. Used as a “passive trap” to record the presence of traffic that should not be found on a network.

2. SHOKI
Shoki is a NIDS intended to be simple, modular, and flexible. The feature set includes functionality to do signature matching (using libpcap-style filters and POSIX extended regular expressions) as well as statistical analysis. Signature writing is reasonably straightforward. A script to convert snort rules into shoki filters is also provided with the Shoki package. It is an open source IDS.

In Shoki the traffic or data is collected off a wire by a sensor widget. The captured data is rewritten based on policy by a parser. The entire data portion of interesting packets is saved with only first 92 bytes or so of rest of traffic. A centralized repository stores the reduced dumpfiles. A parser categorizes captured packets using filter rules i.e. simple signature based intrusion detection. Data is then loaded into a postgress database for long term storage. [SHOKI:NIDS]
The key features are:
1. Signature matching, using libpcap-style filter expressions.

2. Signatures based on POSIX extended regular expressions

3. Multi-filter rule sets that match individual packets or ordered series of packets.

4. Threshold based logging.

5. Fragment reassembly.

6. Remote OS identification via passive fingerprinting.

7. Logging to a Postgres database.

8. For client/server installations, a web-based console - Beltane - is available.
3. Bro
Bro is an intrusion detection system that works by passively watching traffic seen on a network link. It is built around an event engine that pieces network packets into events that reflect different types of activity. Some events are quite low-level, such as the monitor seeing a connection attempt; some are specific to a particular network protocol, such as an FTP request or reply; and some reflect fairly high-level notions, such as a user having successfully authenticated during a login session. 
Bro is conceptually divided into an event engine that reduces a stream of filtered packets to a stream of higher level network events and an interpreter for a specialized language that is used to express a site’s security policy.

Packet stream is handed to the next layer, the Bro event engine. This layer performs several integrity checks to assure the packet headers are well formed, including verifying the IP header checksum. For each TCP packet, the connection handler verifies that the entire TCP header is present and validates the TCP checksum over the packet header and payload. UDP processing is simpler but similar, since there is no connection state. After the event engine has finished processing a packet, it then checks whether the processing generated any events. (Events are kept in a FIFO queue). If so, it processes each event until the queue is empty. [BRO:NIDS]
The policy script interpreter executes scripts written in the specialized Bro language. For each event passed to the interpreter, it retrieves the semi-compiled code for the corresponding handler, binds the values of the events to the arguments of the handler and interprets the code. This code in turn can execute arbitrary Bro scripting commands, including generating new events, logging real-time notifications, recording data to disk or modifying internal state for access by subsequently invoked event handlers.
The key features are:
1. Bro can be configured for a particular environment by changing the scripts run by the policy script interpreter.
2. Provides its own language, so there is no need for special libraries.
3. It uses libpcap style, packet filtering scheme.

4. A key facet of Bro’s design is the clear distinction between the generation of events versus what to do in response to the events.
Hybrid Based Intrusion Detection
Both network and host-based IDS solutions have unique strengths and benefits that complement each other. A next-generation IDS, therefore, must include tightly integrated host and network components. Combining these two technologies will greatly improve network resistance to attacks and misuse, enhance the enforcement of security policy and introduce greater flexibility in deployment options. [ISS:98]

A hybrid IDS is a combination of network and host based intrusion detection systems. It provides an interesting blend of the strengths of both HIDS and NIDS. Exactly how this works varies from product to product, making it hard to define a hybrid IDS.

Some examples of Hybrid Based IDS are as follows:
1. MANHUNT
Manhunt is a hybrid intrusion detection system that uses multiple sensors and an analysis framework to effectively detect attacks. It provides rapid recognition and response, and increased information about the attack. Multiple manhunts can communicate among themselves using encrypted messages in order to share information. [MANHUNT:HybIDS]
The key features are:
1. Ability to interact dynamically with other manhunt hosts and existing network devices.

2. The functionality to import custom attack signatures extends manhunt to do anomaly detection.

3. Collects additional evidence of malicious activity by monitoring traffic for behavioral, protocol state tracking and IP packet reassembly.

4. Manhunt sensors incorporate a statistical or rate counter component to expediently and accurately identify traffic shapes that indicate Distributed Denial of Service (DDoS) or packet flooding attacks.

5. By modeling protocol rules directly in the sensors, manhunt identifies traffic that violates communication behavior.
6. It is capable of seamlessly sharing resources across broadly distributed networks to gather necessary data and evaluate the current generation of security threats, such as DDoS attacks and complex reflected attacks. 
2. PRELUDE
Prelude IDS is a hybrid intrusion detection system designed to be modular, distributed, robust and fast. It is divided into two different parts: the sensor, called the Prelude NID, that is responsible for the packet capture and analysis, and the report server, used by the sensor to report an intrusion attempt. [PRELUDE:HybIDS]
The key features are:
1. Is divided into five main modules: sensors, managers, counter measure agents, front-end and Prelude library.

2. This modular infrastructure allows prelude to be manipulated and deployed to answer different needs.

3. Prelude’s architecture allows building of centralized, multi-tier systems spanning many hosts and networks combining HIDS and NIDS as well as easy integration of third-party applications as detection modules.
4. There are many other complementary components, such as a firewall, honeypot, etc., all of these systems have their pros and cons, but all of these provide you a part of the infrastructure needed to secure and monitor your network. Prelude provides the needed hooks to glue all of these together. 
3. DRAGON
Dragon is a hybrid intrusion detection system which has two different sensors, one is a Host sensor and the other is a Network sensor. Each of these can be used in general as a HIDS or a NIDS also. The Host sensor (squire) and the Network sensor communicate via a secure channel through the Dragon server. The Dragon server acts as a management reporting system, which in turn has a Dragon Policy Manager (DPM). The DPM is a central configuration and management tool providing remote administration of deployed Sensors and Squires. Updated signature sets for Sensor and Squire can also be centrally applied enabling a daily update of new signatures from a signature server. [DRAGON:HybIDS]
The key features are:
1. Host sensor has Modular Architecture 

· Can be used as Kernel Monitoring Module, Honeypot module, Changed Deceptive Service SNMP monitor to SQUID, System Information module.

· Placed on key servers and can be directed to monitor key system files.

· Can work with many forms of syslog such as secure syslog and k-syslog.
· SNMP Trap Analysis receives and processes traps.

· MD5 Analysis performs checksum analysis on key files.

· Has signature language and library format to create new signatures.

2. Network sensor

· Detects malicious activity inside and outside.

· Detects attacks by monitoring network traffic and passes it to the IT infrastructure.

· Analyses network traffic at protocol and application level by employing both                               signature and anomaly based techniques to identify network misuse, attack and DDoS attacks.

· Has an IDS evasion countermeasure that is not thwarted by IP fragmentation, TCP/UDP stream disassembly methods or additional protocol encoding methods.

· Monitors network choke points for malicious activity and reports this to Dragon server.
Implementation of a simple IDS

GOALS:
· Design a simple Hybrid Intrusion Detection System.
· Alert network administrator and other hosts in real-time at the time of attack.
· Use secure communication channels to communicate with all the host machines and the database.
· Keep configuration file and the checksum database secure, by providing digest for each file.
· Maintain a list of intruders and log of the attacks.
Design:

· Dedicated Sockets for Communication.
· Messages encrypted using AES.
· Configuration file included in list of secure files.
· Checksums encoded using AES.
· Network Administrator maintains log of intrusions.
· Hosts maintain a list of intruders.
Implementation:

The design was implemented in perl. It consists of three main modules Host.pl, Intruder.pl and IDS.pl. 
Host.pl acts as a server that contains both the secure and unsecure files. It has the ability to serve multiple clients. It accepts two commands: update and read. Both these commands take a filename as a parameter. The update command updates the specified file, by adding an extra line to the source file. The read command checks if the file exists, but does not modify the file. The host maintains a log of all significant events, such as client connections, client disconnection, all clear and intrusion detected along with the time at which each event occurred.
Intruder.pl acts as a client to Host.pl, it can send either the read or the update command to the server. It communicates using a socket.
IDS.pl is the Intrusion Detection Module, it runs on the same machine as Host.pl. It uses a configuration file called config.log to get a list of files, whose integrity has to be monitored. For each file in the configuration file this module creates a MD5 Digest and the resulting Digest is encrypts with AES Rijndael. The encoded Digests are stored in a file called FILENAME.hash. 
The IDS checks for changes in the file every 10 seconds, this value can be changed. During each cycle the IDS opens the .hash file of each secure file and decrypts it. It then recalculates the hash of the secure file and compares the two hashes. If the hashes match it moves on to the next file. At the end of each cycle without intrusion the IDS sends an ALL CLEAR message to the host. If intrusion is detected the IDS sends an INTRUSION DETECTED message to the host. The IDS prints a warning on the screen that includes the name of the file that was modified and exits. Upon receiving a INTRUSION DETECTED message, the host shuts down all client connections and exits. This prevents other clients from reading illegally modified information.
Future Improvements:

· Network sensors to defend DDoS attacks.
· Allow the use of multiple hashing algorithms.
· Add feature to track sources of DDoS.
· Incorporate data from existing IDS.
· Add a file change notification component – this can be achieved by creating a file using the 'ls –l' output of the directory that contains only the secure files. You can hash file and store it as any other secure file. This file can be checked in a similar fashion as any other secure file.
Conclusion:
Intrusion Detection is still a fledgling field of research. However, it is beginning to assume enormous importance in today's computing environment. The combination of facts such as the unbridled growth of the Internet, the vast financial possibilities opening up in electronic trade, and the lack of truly secure systems make it an important and pertinent field of research. Future research trends seem to be converging towards a model that is a hybrid of the anomaly and misuse detection models; it is slowly acknowledged that neither of the models can detect all intrusion attempts on their own. [Sundaram:02]
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