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I. Introduction to Wireless Networks
Over the past decade or so, we have seen a drastic change in the way we communicate with others.  Most of these changes have been caused by the changing needs of people.  In today’s world, people are constantly on the move and the need for constant communication is a must in most professions.  The two major advancements in technology that have changed the way people communicate include: cell phones, as well as the Internet, in particular the networks that connect to the Internet.

II. Types of Wireless Communication
Cell phones work great for voice communication on the move, however, it is becoming increasingly more important to be able to send and receive data as well, while on the move.  In today’s world if people need to send a data to another individual they must find a stationary jack in which they can connect their laptop into.  Then depending on what type of connection they are planning on making they will have to configure their computer.  This can be very costly in terms of time as well as.  The demand for the ability to be connected to the Internet no matter where one is has become more and more popular over the past few years.  Today many companies are developing new ideas and products that will allow people to connect while on the move.  Many companies offer a variety of ways for which individuals can communicate.  For example many cellular phone companies offer their customers the service of hooking up their cell phone to their laptop and thus allowing them to be connected.  This method is inefficient in many aspects.  The first inefficiency associated with this type of a wireless communication is the fact that it would be a dial up connection, which means the speed would be very slow in comparison to a wired connection.  Second, since this would be a typical cell phone call, it has the chance of being dropped in the middle.  This could be very inefficient if one were in the middle of a large data transfer.  Another drawback of this type of setup is the fact that one must subscribe to the service as well as purchase lots of extra hardware that would allow one to use their cell phone for this type of wireless communication.  

Another type of wireless communication, which will be the discussion for the remainder of this paper, is a wireless network.  This type of network has been increasing in popularity over the past few years.  Wireless networks are very popular in many different types of environments.  The medical industry as well as college campus are the main two environments that wireless networks are being used today.  

III. Uses of wireless networks in different situations
First, we will look at how a wireless network would be beneficial to the medical business, in particular the hospital setting.  In a hospital setting there are a number of areas in which people are constantly on the move and information needs to be sent from one area to another.  In many instances having a wired network would just be too inefficient.  One simple task performed at hospitals is the ordering of the patient’s food each day.  As many patients are ill and unable to get out of bed a staff member goes around to each room and takes each patients order on a computer.  This information needs to be sent to the kitchen so the kitchen can prepare the food.  If a wireless network was used the staff member could simply walk around the hospital go into each patients room, take their order and this information would be instantly sent to the kitchen.  This type of system would increase efficiency dramatically as well as reduce the amount of time required.  Another situation in which a wireless network would be extremely beneficial to a hospital environment is the monitoring of particular patients.  Many patients need constant monitoring due to their type of injury or illness thus it would be nice if they could move around and not have to have a staff member watch them twenty-four hours a day.  If a wireless network was installed and each monitoring device hooked up to this network, the patients could move around and at the same time could be monitored.   This would increase efficiency and could ultimately reduce the need of extra staff members that might be needed to watch each and every patient constantly.  These are just a few of the many situations in which a wireless network would be useful in a hospital setting.  A wireless network would benefit a hospital setting by allowing it to run more efficient which in turn would ultimately increase the productivity of the overall hospital. 

The other type of environment that would benefit drastically from the use of a wireless network would be college campus across the country.  There are a number of college campus in which a wireless network has already been integrated.  Also there are a number of campuses that are beginning to design and implement their own wireless network.  There are a number of situations where a wireless network would be useful in a campus environment.  The main reason is the fact that most students do not have class in the same building.  Thus they are constantly moving around the campus.  Also many students tend to visit the library, well lets at least hope they do, to do research or study.  Other students have lunch in the student commons area.  All and all in any giving day a student could visit a half dozen or so buildings on any given campus.  At the same time, on many college campus’s laptops are becoming more and more abundant.  More students take notes on their laptops, like to check their email, and overall just like their own desktop environment.  However, many of these laptop users must find a place to connect their computer, very costly in respect to time if they were constantly moving around the campus, if they wish to connect to the network.  Then most likely they must reconfigure their network interface card (NIC) in order to connect to the network.  This could be very time consuming and thus would ultimately defeat the purpose for students who wish to use their laptops on the campus.  It would be much more efficient if students could simply walk around the campus while being connected to the network. This is where the whole idea of a wireless network comes in to play.  If a wireless network was in place students roam freely from building to building and still be connected to the network.  If a student was in one building doing some research and then decided to go and get something to eat.  However, while at lunch just remember that he/she needed to email a professor, he/she could do so while continuing to enjoy their lunch.  This is just one of thousands of scenarios in which a wireless network on a college campus would allow students more freedom.  As we can see wireless networks can be used in a number of environments to increase the efficiency and ease of the users.  We will continue to see a need for people to be constantly connected to others.  As we see this need increase we will also see the number of wireless networks increase. 

IV. Types of wireless networks
Now that we have exhausted the uses of wireless networks we need to discuss the design of such a network, in particular the different type of connections, the standards, type of protocols used, and one of the most important issues, security. 

First, we will discuss the general issues of a wireless network.  A LAN, Local Area Network, is a connection of computers that are physically connected wires.  LAN’s are limited by the physical constraints of the type of wire used.  On the other hand a WLAN, a Wireless Local Area Network, is just what it sounds like, a Network that does not use wires to connect the computers together.  In general many environments already have a LAN in place thus a WLAN tend to complement the LAN instead of supplement them.  Thus since no wires are involved to physically connect the computers another type of communication median must be used.  There are two different types of communication that have been considered when designing WLAN’s.  
a. Infrared
The first type of communication median used is Infrared.  In general Infrared is the type of communication a remote control uses to communicate with a television.  A very observant person would notices that the remote does not work unless it is in direct sight of the television.  In other words the remote will not be able to communicate with the television if there is any type of obstruction.  This is the same problem that occurs when trying to use this type of communication in WLAN setting.  In a WLAN computers are spread over great distances and on many floors of different buildings.  With Infrared the devices would be limited to a single room since the signal would not be able to span long distances or penetrate walls or floors.  Another drawback of infrared systems would be the fact that there would be a lot of interference.  The transmission spectrum used by infrared systems is the same spectrum that the sun and fluorescent lights use.  Despite these drawbacks of infrared it does have an advantages over the other types of transmission protocols.  The advantage that infrared has is that it does not require a license from the FCC (Federal Communications Commission).  Initially infrared was the choice for Wireless networks because of it’s high data transfer rates and it was relatively cheap in price.  Overall Infrared systems offered too little capabilities when creating a wireless network.  Therefore other types of transmission protocols have been developed. 
b. Radio Frequency
The other type of communication median that is used for Wireless networks is Radio Frequency (RF).  Radio Frequency is the type of communication median that is used by the majority of WLAN’s.  With Radio Frequency the signal can now penetrate walls and floors as well as the overall distances of devices is increased drastically.  There are two different types of Radio Frequency modulation techniques.  Both of these two communication types were designated under the IEEE 802.11 (Institute of Electrical and Electronics Engineers).  The first one is Frequency Hopping Spread Spectrum(FHSS).  The other protocol is Direct Sequence Spread Spectrum(DSSS).  The two have been going back in forth in terms of performance and capabilities but the industry has chosen DSSS to be the standard. 

The two are very similar as they both send the data in small pieces.  This is similar to the packets that are sent on a traditional wired network.  Devices using the DSSS standard split each byte of data into several parts and send them on different frequencies concurrently.  FHSS on the other hand is similar to DSSS in the fact that it splits the data up into pieces.  However, FHSS does not send data concurrently rather it sends a short burst of data then “hops” to a new frequency and sends another short burst of data.  It continues this sending short bursts and hopping until all the data has been transferred to the final destination. The two are not compatible, as they both use the 2.4 Ghz spectrum and will therefore interfere with each other if located in the same area.  We will get to the topic of interference later.  In addition to these communication types the IEEE 802.11 also determines the rate of transfer allowed under each communication median.  The chart below illustrates a few of the standards that have been set forth by the IEEE. 

	Standard
	Transmission
	Rate

	IEEE 802.11
	FHSS
	2 Mbps

	IEEE 802.11 
	DSSS
	2 Mbps

	IEEE 802.11b*
	Wi-Fi*
	11Mbps*


* Wi-Fi = Wireless Fidelity.  Under this protocol data can be transferred at 11 Mbps.  However, should the data become disrupted due to interference or loss of signal strength the data rate will fall to 5.5 Mbps, then 2 Mbps and finally 1 Mbps.  Despite causing a slow network occasionally the overall reliability of the system is increased dramatically.  The idea of Wi-Fi is based on DSSS due to the higher rate of data transfer possible.  

As we know that technology is constantly changing, in particular the computer industry, therefore the majority of these statistics most likely are not a reflection of the most current rates. 

V. Current Problems
Despite being a great innovation, WLAN’s like any new product have their fair share of concerns and problems.  The first one, which is definitely a major concern for many, and deserves and entire section is security.  Security has always been an issue with everyone who might be sending classified information over a network.  The next problem is the fact that wireless networks use the same radio frequency spectrum, 2.4 Ghz, as that of cordless phones and some two-way radios. Since both of these devices use the same radio spectrum they will of course interfere with each other if located in the same area.  This will cause a lot of static on the cordless phone user’s end.  But, the user connected to the wireless network this could cause many more problems than just some inconvenient static.  It could cause a lot of garbled data or better yet it could cause a lot of lost data.  This might make the network very inefficient and very unreliable.  Finally, the last concern associated with the current technology of wireless networks is the fact that the connection speeds are far less than that of current wired networks.  Since WLAN’s are slower and more unreliable than current wired networks, many people don’t see the advantages of creating such a network.  So until new technologies are created making WLAN’s faster and more reliable we will not see too many wireless networks implemented. 
VI. Security Concerns
The idea of creating a network that is wireless is a fairly recent development.  Security is just as much of a concern with networks today as when it was when the Internet boom first occurred.  People are concerned with transferring classified or important data over wires.  Many fear that this information may be intercepted while in route to it’s final destination.  Over the years lots of research and development have gone into security to make sure that information can’t be intercepted while in route to it’s final destination.  Security, just as it was before, is also a huge concern with wireless networks. Wireless network security is much harder to ensure that data cannot be intercepted.  With a wired network the path of the information could be tracked very easily thus making it easy to ensure that the information was not intercepted.  With a wireless network we are technically sending the data through the air thus making it very difficult to determine the exact path of the transmission.  A lot of research has gone into security issues regarding wireless networks and a few solid ideas have been developed.  

a. WEP
The simplest way to guarantee security over a wireless network is to use a protocol called WEP (Wired Equivalent Privacy).  It uses a similar encryption algorithm used in wired networks.  In a quick overview WEP simply encrypts the information while it is in route from the source to the destination.  Once the data has arrived at its final destination the client must then have a special “key”, that was pre-loaded, that can be used to decrypt the message.  This type of encryption is the easiest and is a standard protocol that is included in the 802.11 standard.  WEP is the simplest and most reliable form of encrypting messages in order to provide a secure network.  However, over time the algorithm can be broken.  The length of time that it takes to break the algorithm is directly related the length of time that each key is in use.  The key should be changed periodically in order to reduce the number the number times the algorithm is broken and thus in turn create a more secure network.   

b. Medium Access Control Protocol
The Medium Access Control (MAC) of wireless networks are similar to that of wired networks.  The MAC protocol that is used by the usual wired LAN’s is Carrier Sense Multiple Access with Collision Detection (CSMA/CD).  This is the same protocol also used in wireless networks except the procedure is much more involved.  First a station will listen to determine if someone else is currently transmitting.  If there is another station transmitting then we will wait a random amount of time and try again.  Once the line is clear and no one is transmitting then we will send a short message, called a Ready To Send message (RTS).  The RTS message will contain the destination address as well as a time of duration.  Once the RTS message has been sent, it will be broadcast meaning now all the other stations know that they must wait that amount of time to retransmit.  Once the destination receives the RTS message it sends a message of it’s own, called the Clear to Send message (CTS).  This message notifies the source that it can now transmit and the message also ensures that no collisions will be present.  Once the receiver receives the messages it will send an acknowledgment indicating the message was received.  If no acknowledgment is sent back to the sender the sender will retransmit.  This sending process is called a four-way handshake.  
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The frame for a wireless environment is as follows.

	Frame

Control
	Duration

ID
	Address

1
	Address

2
	Address

3
	Sequence

Control
	Address

4
	Frame

Body
	FCS


     2              2              6              6              6              2              6         0-2312         4

**Field length is in bytes.

	Protocol VVersion
	Type
	Subtype
	To

DS
	From

DS
	More 

Frag
	Retry


	Pwr 

Mgt
	More 

Data
	WEP
	Order


2          2            4             1
        1           1           1            1           1           1           1

**Field length is in bits.

VII. Future

As everyone knows, the computer industry is constantly evolving.  This is no different with the topic of wireless networks.  As research and experiments are conducted we will only see wireless networks become more functional.  There are many alternatives currently being considered in order to enhance the reliability as well as the speed of WLAN’s.  As mentioned above the two main setbacks with current Wireless network technology is the fact that there is an abundant amount of interference from outside sources as well as the rate of transfer is considerably slower compared to wired networks.  First of all, in order to decrease the amount of interference between the wireless network devices and outside devices, wireless network plans to run on the 5Ghz Radio Frequency.  This will drastically reduce the amount of interference from devices such as two-way radios and cordless phones.  In order to improve the other aspect of WLAN’s, the data transfer rate, there are many new protocols being considered.  The new transfer rates range from 23.5Mbps all the way to 54Mbps. 

	
Standard
	Transmission
	Rate

	IEEE 802.11a
	?
	2 Mbps

	ETSI
	HiperLAN1
	23.5 Mbps

	ETSI
	HiperLAN2
	56 Mbps

	Bluetooth
	?
	?


These area few of the current technologies that are being developed in order to create a faster more reliable wireless network.  Even though this type of communication median works there are still some drawbacks which we will discuss later.  

a. Access Point:
Another way to ensure that your network is secure is through the use of Access Points.  Access points are what all users use to connect to the wired network and thus to the Internet.  The placement of these access points is very strategic considering they all have a finite range.  The number of access points in a given WLAN’s depends on the geographical area that must be covered by the network.  Obviously the larger the network the more access points the given network must contain.  In order to not allow any user who has a configured computer to access the network.  The access points should require each

VIII. Introduction to CSPD Wireless Network
Information Technology is one of the major tools used by the Police Department to provide services to the community.  Officers and civilian staff use IT to share tactical information, records data, and internal communications.  They also access records systems and communicate with many external agencies to provide quality services.  

Information Technology is also used to provide better response to the citizens of Colorado Springs by improving calls for service response and providing information requested by the community and media.

It is in the best interest of the citizens and the department that the information technology tools and the information handled are secure and of the highest quality.  In that light the Police Department is proposing to improve the security and reliability of the City network and the PD segment and information systems to better provide our services.

The Homeland Security Guidelines and Checklist will help them achieve the mission.  There are five briefings from the Office of Homeland Security that provide requirements for improved data sharing between all levels of law enforcement for critical areas like security, joint threat assessment and intelligence gathering.

IX. CSPD Wireless Goals

There are many goals that the CSPD has for the wireless network.  They would 

like to correct the documented network vulnerabilities as well as the documented network.  They would also like to correct the security problems that they are currently experiencing with the current network and to increase network segmentation for optimum security.  Another goal for the CSPD wireless network is to improve access to CSPD and City information systems and make the two networks work together more efficiently.  They would like to connect mobile units within the Police Department to the CSPD Network Backbone via wireless communications (WLAN).  Finally, the CSPD would like to deploy a WAN using wireless technology (WWAN) that will allow multiple secure connections with high data throughput and provide for alternative transport paths IAW Homeland Security Program recommendations and federal directives

X. Wireless Benefits

There are many benefits of a wireless network that would increase productivity 

as well as optimize security.  A wireless network would enhance security for applications that are shared with other external agencies such as Municipal Court.  It would also improve operational efficiency because the patrol officers can now logon to the network to access programs and check email.  Another benefit of a wireless network would be improved network performance for ISP and other applications as well as reducing the workload on the network administrators.  The support for network and security problems would be more efficient and timely.  A wireless network would also allow access into Military and Intelligence Systems more easily. Finally, a wireless network lower long term costs for the City and would produce a scalable wireless infrastructure which could be shared by all City users

XI. Wireless Development

The CSPD and the Radio Shop have been researching and testing wireless networks since 1993.  They created a City Wireless Network team that has researched different methods but the team had little progress.  Then, they improved the speed and access beyond 800 MHz for field units.  In 2001, they completed a site survey for a mobile wireless network.  Then in 2002, a wireless network was deployed from the main Police Operation Building.  They only had one access point on the building and the patrol cars could get on the network if they were in a few hundred yards of the building.  They then installed it at both the Falcon substation and the Sand Creek substation.  Later on that year, a section of the police department moved a few blocks away.  The CSPD found it to be very cost effective to do a building to building wireless network for that department.  In the upcoming years, the CSPD plans to incorporation PocketPC’s, Tablet PC’s and mobile applications.  They also plan to make the access field bigger and to eventually be able to access the network from any point in the city.
XII. CSPD Security Issues

There were many security issues that the CSPD faced with wireless networks 

because of all the secure and very confidential information that is accessed through the CSPD network.  Exposure of the CSPD’s SQL databases to the internet was a threat as well as the need for private IP addresses and DMZ. The current firewalls that they had did not support wireless and also the network was lacking encryption infrastructure for wireless.  They also were concerned that there would be inadequate protection for new eGovernment web applications and existing application such as the CSPD employee center website which contains sensitive information.  There would be a possibility that undercover officer identification would be compromised as well as police investigations. They also had no intrusion detection system in place and no police management software for IDS.
XIII. CSPD Network Security Policy

Purpose...  To protect all Secret, classified, and sensitive information from unauthorized access and misuse by employees as well as non employees while providing secure solutions for all Critical Business Requirements

Goal… Provide the highest level of monitored and controlled security while providing officer’s access to sensitive information from Enhanced Wireless High speed communications in conjunction with the Wired Network
 
Solutions…



1) Design Solutions around the layered Security



2) Actively pursue Wireless Communications



3) Actively monitor wired and wireless network activity for intrusion



4) Provide a safe and secure Technology environment for officers 

XIV. Virtual Private Network
The CSPD chose Netmotion as their virtual private network(VPN).  Netmotion 

had many advantages over other VPN’s.  For example, Netmotion offers session persistence which means that you don’t have to logon to the network again if the wireless link is broken.  Netmotion was able to be deployed in many different ways which added a strong, flexible layer of security to the CSPD’s wireless LAN.  Also, Netmotion offered a secure way of preventing unauthorized users from accessing the network.  It has the ability to  protect data by first encrypting it before forwarding it across the network.  In addition, Netmotion had better scalability in that it was easier to modify the system to accommodate an increase in use and complexity.  
XV. Connectivity Requirements
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XVI. Information Access
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XVII. Wireless Security Design

The new CSPD wireless network has many levels of security.  Some are as follows:

a. Overall network design policies (wired, wireless)

Policies were created in order to ensure proper network management, monitoring, and proactive detection of rogue devices.  These policies were primarily for the Network Engineers in setting up and maintaining the network.  Separate policies were established for client configuration and proper settings required when troubleshooting client devices for the Service Support Unit. 

b. User awareness and security training

The CSPD uses training and user awareness to allow users to be secure when using passwords and the network.  The users are the first line in security and the CSPD has training sessions for their employees.  Training is provided to the users on proper password usage and to notify the Network Administrator anytime they feel or know their passwords have been compromised.  Along with this came awareness training to users to heighten their awareness as well as make them aware of what to look for in the event someone is trying to hack into the network.  Another portion of the training was to ensure users are aware of how to react to virus attacks. 

c. No Broadcast of SSID from AP

This is the most basic of Access Point configurations.  By selecting "No Broadcast of SSID" the casual user and some casual hackers are less capable of connecting to the Access Point and Network.
 

d. Device Authentication (NIC MAC Address) 

When a computer or laptop tries to logon to the network, it will authenticate the MAC address by looking at the MAC card.   The MAC Address is hard coded for each authorized client into the Access Point.  If a user tries to connect to the Access Point and their MAC address is not in the table their device is not accepted and will not be authenticated with the Access Point.  This prevents hackers from easily hacking into the Access Point.  There is the capability of spoofing addresses however the firewall then catches a second device and will provide a log file of this activity and forward an e-mail to the administrator. 
e. Client VPN Authentication (person/individual)

Netmotion was the Virtual Private Network chosen for several reasons, but the primary reasons were session persistence as well as AES encryption.  With this the users were required to provide a user name and password only once during their shift and were able to roam outside of the network without having to log on again when they came within range.
f. Layered Intrusion Detection Systems & Firewall (Microsoft ISA)

Microsoft's ISA server was chosen as the firewall.  The ISA firewall provides tracking information and the ability to monitor all ports and activity.  This was used as the primary firewall with Netmotion's firewalling capabilities as a secondary solution.
Wild Packets AiroPeek is used for intrusion detection, network management and capturing data for analysis of the Wireless LAN.  This software package allows the user to monitor clients that are connected by IP, MAC and user data.  With this software we monitor the sites sporadically in accordance with the SOPs and track usage and Rogue Access Points that may cause interference.  With this package we have been able to monitor and pinpoint sites that may be potential weak points in the design. 
g. AES Session Level Encryption (Federal Govt Adopted)

AES is currently the highest level of encryption that ensures all data is encrypted at a standard that meets the Federal Governments.  This has provided us with a greater security than WEP and has a payload that is acceptable to ensure secure transmission of information.  

h. Proxy & IPSec Services (NetMotion Server)
Netmotion provides proxy services to the client that provides a secure means of decreasing the network traffic when users are continually going to similar sites and folders.  IPSec will be phased in with Windows 2000 Active Directory and will provide yet another level of security that will work with Netmotion.

i. Application Security (Logon Authentication)

NTLM is the current level of security on the NT 4.0 servers however Netmotion provides NTLM2 level of security and works flawlessly with the NT 4.0 Domain Controller.  This provides a higher level of security that will only be improved when we switch to Windows 2000 Active Directory.

j. PiOpen, SQL Databases, Access Database, IA Word documents

These are different data stores that our users will be accessing and all provide their own level of User Authentication and security.  These are primarily secure through NT permissions.  These data stores and files are required to be fully encrypted to ensure that in the event packets are captured they will be meaningless to the perpetrator. 

Below is a figure that shows the different levels of security.
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XVIII. Secure Multi-networking
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XIX. WWAN Security Topology
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XX. Conclusion

In conclusion, the CSPD believes they have made a great decision in moving 

towards a wireless network.  They think that with this new technology, it will bring them into the 21st century and also increase efficiency and quality, which will benefit the entire community. The CSPD has also had to overcome many problems due to the sensitive data being transmitted across the network.  However, the benefits of a wireless network have far outweighed the problems.  This project has been a great learning experience because we actually got to see a wireless network in use and the problems as well as the benefits associated with it.
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