NetLEARn: 
Network Lightweight Emulation and Activity Rendering

User Manual

Purpose: This document contains instructions on how to use the executable deliverable  of the NetLEARn project, a semester project conducted by Jim Carole for the UCCS Fall 2002 semester offering of course CS522 with Dr. Chow.
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Installation

Simply create a directory where you want the program to live and copy all of binary files to this directory.

Files:

main.exe

MFC42D.DLL

MSVCRTD.DLL

nlSystemDLL.dll

sxlrt308.dll

Use

Launch the executable, main.exe. The main network panel will be displayed. Try this simple use case to get you familiar with the basics:

1. Left-click End Machine A

2. Enter 123.234.1.2 in the “Enter IP Address” field.

3. Left-click the “Ping this address” button.

4. Left-click the ‘>>|’ button.

The network activity related to ping is displayed in the Action Description box. The numbers above the end machine boxes correspond to the steps listed in the Action box.

The rest of this document describes these dialogs and the options in greater detail.

Main Network Panel

The main network panel depicts an internet of 4 networks, each containing 3 end machines and all connected via a router. By default, the networks and machines are assigned the following IP addresses:

Upper-left network: 123.234.1.0/24

Machines: 123.234.1.1-123.234.1.3

Upper-right network: 123.234.2.0/24

Machines: 123.234.2.1-123.234.2.3

Lower-left network: 123.234.3.0/24

Machines: 123.234.3.1-123.234.3.3

Lower-right network: 123.234.4.0/24

Machines: 123.234.4.1-123.234.4.3

Router: 123.234.1.254, 123.234.2.254, 123.234.3.254, 123.234.4.254

The Action Description box will display messages describing interesting network activity. You may filter this activity using the options in the lower left hand corner of the dialog. When a command, such as ping, is in transit the run control buttons, ‘>>’ and ‘>>|’ ,will be active.

The end machine and router boxes are also buttons, and clicking on them results in display of the control panel associated with that machine.

Machine Control Panel

The machine control panel lets you view status, change configurations, and initiate network commands.

Port: (router only) The Port combo box lets you select which port to view/configure.

IP Address: This field displays the IP Address currently associated with the selected NIC/port.

MAC Address: This field displays the burn-in address of the selected NIC/port.

Enter IP Address: Enter an IP address in this field for use as a parameter to the commands listed to the right of the field.

Assign to NIC: Assigns the specified IP address to the selected NIC/port. Address must be in classless form.

ARP for this address: Causes the end machine to send an ARP for the specified IP address.

Ping this address: Causes the end machine to send a ping to the specified IP address.

ARP –a: Displays the arp cache.

ARP –d *: Clears the arp cache.

NETSTAT –rn: Displays the routing table.

On/Off: The power button for this end machine. Click to toggle power.

Filter Options

There are two ways to filter out undesired activity descriptions, one based on the protocol layer involved and the other based on the type of transaction taking place.

Show activity in layer (and above): Select the lowest protocol layer you are interested in seeing. All activity in layers below this will be filtered out and will not appear in the Activity Description box.

Show events of type: Check the boxes of the types of activity you are interested in. “Send“ activity includes such things as:

· A protocol layer sending outgoing data to a lower level

· A NIC card sending data to the link

“Receive/accept” activity includes such things as:

· A NIC receiving data with a matching destination MAC

· a protocol layer passing incoming data up to a higher level

“Receive/reject” activity is not viewable. So you will not be able to view events such as a NIC card rejecting an incoming frame because the destination MAC is wrong.

Run Control

There are two commands you can send in version 1.0: arp and ping. When you initiate a command, it will run uninterrupted until it reaches the first point of interest that has not been filtered out. At this point, activity pauses. You have two options available to proceed:

1. Click the single-step button, ‘>>’. This will resume network processing until it reaches the next point of interest that has not been filtered out.
—OR—

2. Click the “run-to-end” button, ‘>>|’. This will resume network processing until the command and response (or timeout) are fully processed.

Only one command may be active at a time, so, for example, while an ARP is still in transit you may not initiate a ping from any machine.

Activity Tracing

Whenever a pause point is reached, NetLEARn will display two things:

1. An activity sequence number above the component where the activity of interest is taking place

2. A description in the Activity Description box of what is occurring.

Clicking on any line in the Activity Description box will highlight the end machine where the indicated activity took place. You may also use the up and down arrow keys in the Action Description box to smoothly trace the flow of activity.

Known Issues

When the layer filter is set to Link or Physical, the sequencing of action messages may not be time-aligned. For example, perform the following action: End Machine A ARPs for IP address 123.234.1.2 (End Machine B). Notice that steps 2,3 and 4 are link-layer receive accepts of the broadcast MAC address frame. In a strict time-ordering sequence, step 5 should be the receive accept associated with End Machine C. However, because End Machine B responds the ARP, the flow of control stays there and returns to End Machine A until the response is processed. Finally, End Machine C gets to report that it has received the original broadcast frame. 

Troubleshooting

“When I open the Machine Control Panel, the command buttons are disabled.”

1. Make sure the machine is turned on (the power button should read “On”). If not, turn it on by clicking the power button.

2. Make sure there is no command running (the run control buttons, ‘>>’ and ‘>>|’ should be disabled.) If one is running, complete it by clicking ‘>>|’.

“When I change a machine’s IP address, it no longer responds to Ping.”

1. Make sure the new address is in the right subnet.

2. If you changed the subnet, make sure the corresponding port on the router is assigned to the new subnet.

