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I. Introduction

This paper is about integrating a Wireless Local Area Network (WLAN) into an existing universities network. It talks about what are the current technologies and some of the future proposed technologies of WLAN devices. Some example of how a university might use WLAN technologies.  How one might make a design plan so that the Local Area Network (LAN) implementation and policies carry over to the wireless network. What technical issues one might encounter when adding a WLAN to a network and how to solve some of them.

II. Wireless Technology Overview


A Wireless Local Area Network is used to extend past the boundaries of a normal Local Area Network. LANs are constrained by physical wires of usually copper or fiber where WLANs use radio waves or infrared (IR) to communicate with another WLAN device. WLAN devices are used to provide the same functionality of a LAN but with the freedom of having no wires.  An IR based devices uses light waves and are less prominent the radio wave based devices, because they have limited functionality and range. An IR signal cannot penetrate floors or walls, which limits the device to working only with-in a single room. IR signals also disperse with precipitation, limiting them to indoor use only. Radio Wave devices over come the limiting factors of IR communication. There are a couple types of radio wave devices, these devices use technologies based on Radio Frequency (RF). There are several different types of transmission technologies, some of which are incompatible with each other; Frequency Hopping Spread Spectrum (FHSS), Direct Sequence Spread Spectrum (DSSS) and low-power Narrowband (NB).  

	WiLAN
	FHSS (Proprietary)
	1.6 Mbps

	IEEE 802.11 
	FHSS
	2Mbps

	IEEE 802.11
	DSSS
	2Mbps

	IEEE 802.11b
	HR DSSS
	11Mbps


                  Table 1: Common standards among products available today.

	IEEE 802.11a
	54Mbps

	ETSI HiperLAN1
	23.5Mbps

	ETSI HiperLAN2
	54Mbps


                  Table 2: Proposed standards of future devices.
Currently most wireless groups and vendors are recommends devices that use IEEE 802.11b HR DSSS standard.  Most RF WLAN devices operate in the unlicensed bands of 902 to 928 MHz, 2.4 to 2.483 GHz and 5.725 to 5.85 GHz. The FCC requires that unlicensed WLAN users use a spread spectrum technology and limit their transmissions power to one watt, to prevent interference with licensed users.

III. Usage of a Wireless Local Area Network


Wireless LAN can be used for many different applications. An example is creating a mobile networked computer lab or using it place of an existing LAN where access, cost or feasibility would be easier or cost less with a WLAN.  A wireless LAN could be used to provide ethernet access at a lower cost to a wider area, it is possible to cover one or more floors of a building with one WLAN device, letting the students and faculty members roam around while doing their work or research. Another use would to extend the network to cover an area outside each building on a campus. By using a mixture of different antenna and WLAN devices one could cover the entire area between two buildings or a building and the edge of a campus. This could provide seamless ethernet coverage to a laptop user walking between two buildings or for a user just wishing to sit outside but still be connect to the network.

IV. Implementation


There are add security consider with a wireless local area network compared to a just a local area network. A WLAN should be thoroughly planed out on paper before implementing it. Security, interference from other devices, providing power to an access point and load balancing are just some topics that should be considered. Security is always an issue when dealing with a network. Unlike a LAN where you can trace a physical wire back to the user, with a WLAN the user could be anywhere within the range of the access point. An access point could conceivably cover multi floors or even multi buildings make it difficult to know exactly where the user is.  Some access points allow you to restrict access based on encryption, username and password, Media Access Control (MAC) address or even a network security code. The IEEE 802.11 specification has an encryption standard called Wired Equivalent Privacy (WEP).  With the WEP option enabled it encrypts data before it is sent wirelessly, using a 40-bit or 128-bit encryption algorithm known as RC4. Restricting access by a defined list of MAC address ensure that only certain machines that you have authorized have access to an access point.


Access points are place in many locations, most commonly high up on a wall or side of a building to provide coverage for a greater area. Placement of an access point depends on many things; vendor, type of devices, coverage range, antenna. Most vendors provide you with a guide depending one the device and antenna used they can estimate the range that the access point will cover.  Some vendor even provide you with a software that’s shows you the signal strength of a client to an access point. Apple Computer Inc. ships software with its AirPort, an IEEE 802.11b access point station, which will connect to the access point and display a list of clients currently connected. By each clients name you can see what their signal strength is and their noise level. This is a valuable tool when deciding how far apart two access points should.  By locating the access point high up on a wall or side of a building one must have a way to proved power to these devices. You might not find a wall outlet near were you place you access point in which case you will have to look at running power over CAT-5 cable. Currently the standard for provide power over CAT-5 cable is still being developed. Some company such as CISCO provide power over the same a CAT-5 cable that is used for networking for their voice-over-IP telephones. This requires that you use one of their switches that are capable of doing this along with an IP telephone. 


V. Polices


 Some universities require a fee for connecting a workstation to their network. This is usually to cover the cost of the equipment and wire used in connecting the workstation to the network. To ensure the same policy that is used on the LAN is passed to and used on a WLAN one could use the MAC address based restriction to prevent only authorized (i.e. paid) users access to the network. This would be the equivalent of administratively enabling or disabling ports on a hub or switch. A user would submit a request along with payment to have a certain workstation’s MAC address add to the list of valid MAC address, authorized to use the wireless network. Any MAC address not on that list of valid addresses would be denied access to the network.


Because IEEE 802.11, Bluetooth and 2.4GHz cordless phone all use the same spectrum, there can be significant conflict between devices. To prevent interference a WLAN should be designed using only one type of device in a give area. A 2.4GHz cordless phone in an office near an access point could interfere with the functionality of the network device. To eliminate this problem some schools have reserved the use of the 2.4Ghz spectrum for wireless LANs. By preventing 2.4GHz cordless phones or other devices that use the same spectrum you eliminate possible interference that they could cause. There can be conflict even between similar technologies, IEEE 802.11b (DSSS) and IEEE 802.11 (FHSS) both use the same 2.4GHz spectrum and should be used within range of each other.

VI. Conclusion


 While the Wireless Local Area Networks technologies have come a long way, currently there are many obstacles still to over come. With vendor gearing up to move to a new 5GHz range and the interferences between different devices in the current 2.4Ghz range, with out a well thought out design plan one could end up with a WLAN that has too much interference to even operate.  But with a good plan one could cover a majority of a campus. Most vendors are now producing a WLAN product, from CISCO to Apple to Intel, designed for home use and that is capable for use as a major part of a university network. Because of the low cost, freedom from wires, and increasing speeds we will surely see an increase Wireless Local Area Networks on many college campuses.
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Appendix A: Glossary 
DSSS (Direct Sequence Spread Spectrum): A radio wave transmission technique that broadens the signaling band by artificially increasing the modulation rate using a spreading code.

FCC (Federal Communications Commission): U.S. government agency responsible for communications regulation (www.fcc.gov).

FHSS (Frequency Hopping Spread Spectrum): A radio wave transmission technique that rapidly changes frequencies in a pattern that is known to the sender and receiver.

gigahertz (GHz): A radio frequency with a period of 1,000,000,000 cycles per second.

IEEE 802.11: The worldwide industry standard for wireless communications that allows for interoperability among 802.11-compliant equipment.

infrared technology: A communications method based on light waves that fall between visible and microwave on the optical spectrum.

LAN (local area network): A network that enables users to send and receive data and share network resources.

MAC (Media Access Control) address: A computer’s unique hardware number for networking.

megahertz (MHz): A radio frequency with a period of 1,000,000 cycles per second.

WECA (Wireless Ethernet Compatibility Alliance): An organization that controls Wi-Fi interoperability (www.wirelessethernet.org).

Wi-Fi: An alternative name for the 802.11 HR DSSS standard.
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Apple Computer Inc. AirPort

http://www.apple.com/airport/
http://www.apple.com/airport/airportgame.html
http://www.apple.com/airport/classroom.html
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Yalies unplugged

http://www.yaleherald.com/archive/xxx/2000.09.15/features/exclusive.html
Wireless Internet / IP Networking White Papers & Case Studies

http://www.wirelesstcp.net/best/white_papers.html
WIRELESS INTERNET ACCESS in Latvia

http://www.latnet.lv/LATNET/RADIOLink/HTMLDocument.html
Mobile IP is a mechanism for maintaining transparent network connectivity to mobile hosts
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The Working Group for WLAN Standards
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