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A Detailed Description of Broadband Cable Networks

By Adam Davis

_________________________________________________________________

With the tremendous growth and expansion of the Internet revolution comes the need to access very large amounts of information.  People use email as much as they use the telephone, they make purchases, do research, trade stocks and so much more online that the need to access this information quickly is inevitable. Home and small office use of cable modems offers an effective and inexpensive alternative to traditional phone modems using the phone line.  Cable modems utilize a certain frequency on the traditional television cable system.  This frequency is set aside for data transmission and is used to provide broadband Internet service to users in the cable serviceable area.  Cable Internet offers download speeds of up to 100 times faster than traditional connection speeds over phone networks.  For fifteen to twenty dollars more per month, cable internet users can explore the Internet, send and receive files along with the hundreds of other resources available over the Internet at high speed.  The cable Internet service provider that I studied offered two levels of high-speed service. The residential line at 500kbps for 39 dollars a month or the faster business line at 1000kbps for 69 dollars per month.  The maximum speed that a phone line can connect at is 56kbps but they regularly connect at speeds closer to 26 to 30 kbps.  30 thousand bits per second is seventeen times slower than the 500 kbps line available with cable.  With speeds this fast, browsing and surfing the Internet for information is a whole different world.  Large picture and streaming video are almost instantly available and downloading large files and programs take minutes as opposed to hours with telephone networks.

_________________________________________________________________

_________________________________________________________________

Service Variations: One-Way

Two levels of cable Internet were currently offered by the system that I researched: One-way and two-way.  One-way cable Internet service is the less desirable of the two but is more widely available.  One-way service means that all of the down streaming of data and information are through the coaxial cable line at the high 500kbs speed and the phone line is still needed to dial in and make contact with the ISP’s server head to gain access to the system.  All of the upstream bandwidth and requests on the network are made at the normal 56kbps speed through the phone line.  This is necessary because traditional television cable data is only sent one way from the cable office node and then distributed out to all of the homes and buildings on the cable television network. The nodes are configured to send information from the point where the satellite broadcast is received cable television head end and sent out to the surrounding areas through the coaxial cable backbone system in the ground.  This system runs on the conventional tree and branch coaxial cable TV system that uses unidirectional amplifiers.  The data downstream is allocated throughout the 54-500 MHz spectrums.  There is no need for a DHCP server on a one-way system because a static IP address and subnet mask is used instead of a network layer assigned dynamic IP.  One-way service, also known as telephony return Interface (TRI), uses Quadrature Amplitude modulation (QAM) to downstream data from the head end to the cable modem.  QAM is used because it can be placed in the typical 6Mhz channel without disrupting the video signal.  The QAM is preferred on the higher frequencies where down streaming is necessary in the 50 –500 Mhz spectrum.  
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_________________________________________________________________

_________________________________________________________________

Service Variations: Two-Way
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Two-way systems are the more favorable way to enjoy high-speed cable Internet access.  The main advantage is that the phone line is freed up.  There is no need to dial in to the server and go through all of the hassle and problems associated with phone lines being disconnected from the modem pool and handshaking problems and noise in the telephone line.  Also the system is always on. Every time you are on your computer, you just open the web browser application or the email program and it is already connected.  With one way systems the dial-up connection must first be established which during busy times is a great deal of hassle. Also phone modem pools have a tendency to “rotate stock” and drop people’s connections during the middle of their session. Two-way systems eliminate these problems. The one possible disadvantage of two-way systems is also that it is always connected.  This makes your system vulnerable to certain security issues and many choose to use a firewall of some other kind of background program to protect themselves from hackers.  The problem is that some firewall systems interfere with the cable connection, so the firewall program must be carefully chosen.  One way that Cable ISPs get around the security issue is to dynamically assign an IP address so that every time you connect a new IP address is assigned making it harder for someone to steal your IP address. Bi-directional split band amplifiers make two-way systems possible through a hybrid fiber coaxial system where there are up and downstream fiber trunks connecting nodes to the head end.   Bi-directional split band amplifiers split the signal so that the upstream on the coaxial is allocated between 5 and 42 MHz spectrum and the downstream is between 54 and 500 MHz.  Two-way systems use Quadrature Phase key shifting (QPSK) to modulate the signal up or downstream.  The upstream channel at frequencies of 5-40 MHz is easily affected by impulse noise and radio interference and therefore employs the use of QPSK, which is more robust the QAM used at higher frequencies on one-way systems.

_________________________________________________________________

Hardware: External Cable Modem

The hardware portion of the cable modem system is the actual cable modem itself.  Cable modems resemble phone modems only in the fact that they MOdulate and DEModulate data.  HSA corporation uses COM21 brand cable modems and many other cable ISPs use this same model due to its reliability and durability.  The cable modem is an external modem that uses a power cord and has a coaxial cable input.  The data is transferred to the computer through an RJ-45 category-5 network cable.  This implementation offers flexibility in the overall use of cable modems in that it can be used on a home/office network and can be the uplink to a hub or auto-sensing switch.  This setup allows for multiple computers to be connected in a network and all have access to the broadband Internet connection.  Every cable modem has a unique serial number and MAC address.  The MAC address is a number assigned to each specific unit that allows for the routing of information to that specific cable modem through the media access control network sub layer. The ISP’s server uses this information to track down where to send the information to on the coaxial cable distributed network.  This number is also used by the technical team at the ISP regional head end to check the RF signal through the coaxial cable line and to test the signal to noise ratio at that specific point.  This 15-digit MAC address is also given a static local IP to identify itself with on the local network and to help in the routing of data.  The cable modem consists of an RF tuner, QAM demodulator, MAC control, a QSPK/QAM modulator, and the data and control logic.  All of these components of the QPSK/16 QAM modem make it possible to transmit data to the user and back to the cable head end. 
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_________________________________________________________________

_________________________________________________________________

Hardware: Network Interface Card

The network interface card (NIC) is another major hardware component necessary for the installation of high-speed cable modems. The category five network cable runs between the cable modem and the NIC or to the hub.  Also known as the Ethernet adapter, this card plugs into the motherboard of computers that do not have one already hardwired into it.  There are a few types of Ethernet cards that work with this system including ISA slot cards, PCI slot cards and USB Ethernet adapters.  Token ring network cards do not work on this type of system due to a completely different network addressing structure.  Each NIC card has a specific Ethernet MAC address assigned to it as well.  The number is in the form 00-00-11-11-AA-BB and is used in unison with the cable modem MAC address and IP for proper routing of data to the customer at the MAC sub layer.  The NIC address is unique to each computer used to identify itself on the network along with the local IP address.   

[image: image4.jpg]



Installation: Instructions and Configurations

Installing the high-speed cable modem Internet service is fairly easy to anyone who knows his or her way around a computer.  The first thing that must be checked is the cable line because some systems use data traps on their lines from the pedestal to the house.  If there is no RF signal on the 6 or 7 Mhz data channel then the data trap must be removed from the line.  The cable wall jack is then hooked to the cable modem through a coaxial cable jumper.  The next step is a 15-volt power transformer to power on the modem and after that the category-5 network cable links the computer to the cable modem.  There are five led lights on the front of the cable modem to symbolize power, RF signal, downstream, upstream, and link.  The link, RF, and power lights should all be green after plugging in all of the components.  
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The next step is configuring the TCP/IP settings.  In Windows 95, 98 and Me the network TCP settings are in the network icon under the control panel.  Click the properties for the TCP/IP protocol for the NIC card and go to IP address tab.  For two-way systems the IP address will be obtained automatically through a DHCP server and on one-way systems a static IP address of 10.0.0.1 and subnet mask of 255.255.255.0 will be used (unique to the HSA cable modem system).  The WINS configuration and DNS server tabs can be disabled.  For two-way systems this is all that is necessary to set up the network. One-way systems must set up a dial up connection as well.  Under my computer, dialup networking icon click make new connection. Type in the name for the connection and the phone number and click finish. Then click properties of the connection and uncheck everything except the TCP/IP network protocol.  Click TCP/IP properties and use server assigned IP and name server addresses and uncheck IP header compression.  Windows 2000 and NT are similar except that the TCP settings are in different places under the LAN properties but the settings for the protocol are the same.  

Installation: Instructions and Configurations (Continued)

For Macintosh computer users the two-way system only needs the network cable plugged in to the Ethernet adapter and the MacOS will automatically detect the TCP/IP settings to let you know that you are connected to the Internet.  For one-way systems though, Macs cannot allow for both modem (PPP) connections along with Ethernet connections so a third party utility called IP net router must be installed to allow both.  After acquiring this software open TCP/IP control panel in apple menu and select connect via PPP, using PPP server. For HSA cable modem service use the name server address 209.116.152.252 and make TCP/IP active.  Next the configurations must be set to use IP net router to downstream data through the Ethernet instead of the phone line.  For the cable modem interface make a duplicate configuration with the name of the ISP and make it active except this time configure the TCP/IP settings in the control panel to connect via Ethernet and use the static IP address and subnet mask.  For later versions of the macOS the remote access must also be configured instead of the PPP control panel and only the username and password need to be entered.  The last step is to configure IP net router to connect via the PPP and then downstream data through the Ethernet.
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_________________________________________________________________

Problems: Solutions and Reasoning

If any problems were to occur during the use or installation of the cable modem broadband Internet access there are some things that can be checked.  Networking is a complex combination of many computers and many miles of cables or other transmission media. There is some possibility of loss and between all of the cables and computers that the data must travel through and get modulated and demodulated before arriving at the end user terminal.  One of the biggest problems is with the one-way service.  Connecting to the modem pools on the servers is more of a hassle than most people can handle and is a major reason why some switch to two way cable modem service.  The benefits of the high-speed download make people tolerate the dial up problems.  Servers have a tendency to drop connections when they experience very high volume.  Also the phone line connection to the server can be lost anywhere along the way and especially in the analog to digital modulators and noise and interference over older lines.   

Other problems can include IP routing, which may facilitate the need for DNS and backup DNS servers; Bad NIC card, cable modem, or category 5 that may not be passing data correctly; the Ether card MAC id may needs to be associated with the cable modem and provisioned through the regional data center. One a one-way system the user may be pulling the wrong IP address through the remote link adapter and the IP need to be repositioned at the head end to associate to that cable modem MAC address.  On two-way systems the IP address can be stolen or statically assigned by someone else which needed to be used on the one –way cable modem and the cable modem MAC that is using that static IP must be killed.  All in all cable modem networks are very robust, high speed and problem free for a reliable service connection to the Internet.

_________________________________________________________________

Technical Overview:  An in Depth Look at the Technical aspect of Cable Modem Networks

Cable modems rely exclusively on the cable television network to transmit and receive data.  The IEEE has proposed a standard for the CATV network system called the IEEE 802.14 which will strengthen the power and reliability of the cable internet system.  The IEEE 802.14 standard proposal covers all four types of CATV networks including full coaxial, Hybrid/Fiber coaxial (HFC), regional hub/passive coaxial, Non-MSO HFC, as well as standardizing the MAC layer and the physical layer of the CATV network.  The IEEE 802.14 committee also proposed the use of Asynchronous Transfer Mode (ATM) to provide telephone, data, and video services through cable modems and IP-telephony support over cable systems is expected to be included within the Quality of Service in the near future. Data over Network Service Interface Specification (DOCSIS) is the standard that has emerged for cable modem products in North America from the combined efforts of the Multimedia Cable Network System (MCNS) formed by Comcast, Cox, TCI, Time Warner, Continental, Rogers Cable and CableLabs. 

A head end cable modem termination system (CMTS) at the users location communicates through certain channels (usually at 6 or 7Mhz) with cable modems located at the customer premise. Data from the individual users is filtered by upstream demodulators (two-way) or telephone return systems for one-way.  A CMTS is a data switching system specifically designed to route data through a multiplexed network interface to cable modem users.  The CMTS also receives data from Internet and other networks and provides the necessary switching to route data to end-users.  To deliver DOCSIS data services over a cable television network, one 6 MHz radio frequency (RF) channel in the 50 - 750 MHz spectrum range is typically allocated for downstream traffic to homes and another channel in the 5 - 42 MHz band is used to carry upstream signals.  The CMTS uses an IP router to connect to the super hub location where other servers required to operate cable networks are located.  These servers include the file transfer, IP address assignment and administration (DHCP servers), log control, user authorization and accounting, DNS servers, and DOCSIS control servers.  The regional data center provides connectivity to the WWW and Internet and contains e-mail, chat, news, proxy caching, and web hosting servers and dial up modem services and remote access control.

Cable modems modulate and demodulate data and extend broadband communications to wide area networks.  Cable data network architecture includes many layers: Included is the network layer for the Internet Protocol to support WWW services and DHCP provides all IP address assignment.  The 

_________________________________________________________________

Technical Overview:  An in Depth Look at the Technical aspect of Cable Modem Networks (Continued)

logical link control procedure is a part of the protocol that governs the  assembling of the data link layer and their exchange between stations. The data link layer includes three sub layers: link security layer for security requirements, MAC layer for cable system operations and routing, and logical link control sub layer. These layers allow the network operations center (NOC) to provide privacy and security to allowable users on the network while routing through the media access control (MAC) sub layer.  

The Physical Layer includes the cable modem downstream channel that provides 64 and 256 QAM, the 6 Mhz channel, the concatenation of Reed-Solomon block code with Trellis code, contiguous serial bit-streaming with no framing, and MAC layer decoupling.   The upstream cannel of the Physical layer uses QPSK and QAM 16 formats, time-division multiple access, and transfer rates of up to 10Mbps.  

The MAC layer provides requirements for many two-way cable modem subscribers to share a single upstream channel for transmission to the network and includes collision detection and retransmission.  The MAC layer also supports error detection, timing and synchronization, bandwidth allocation, handling and error recovery and procedures for registering new cable modems.  

In the Data Link Layer, the cable head end controller encrypts the data of the link layer frames transmitted on the network and all of the security parameters are assigned.  
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The Transport layer supports user datagram protocol (UDP) as well as transmission control protocol (TCP).  In the application layer all Internet related applications are supported including email, http, ftp, news and chat.

_________________________________________________________________

CONCLUSION

_________________________________________________________________

With the pace that the Internet has grown and expanded to in the last years, there is a definite need for high speed Internet access for everyone.  Businesses and home users both can reap the benefits of broadband cable Internet access.  The Internet is no longer only for computing persons only but now with online games, streaming live cameras around the world, research options facilitate the need for everyday computer users to access the wide array of information available through the Internet.  Downloading programs and information is accomplished at speeds up to 100 times faster than conventional phone lines.  Cable modems offer a cost effective and speed efficient medium for using broadband Internet with DOCSIS.  Through existing cable television lines digital high speed Internet access is available.  The end to end network enable a user with the cable modem to connect to the CMTS which then connects to the regional data center for access to Internet functions and connecting users to anyone anywhere in the entire global network

_________________________________________________________________

_________________________________________________________________

Abbreviations

ATM - Asynchronous Transfer Mode

CM - Cable Modem- modulator and demodulator located at user location used to convey data on CATV system

CMTS – Cable Modem Termination System- located at the cable TV head end or distribution hub providing functionality to cable modems and enables data connectivity to wide area networks

DOCSIS - Data Over Cable Service Interface Specification

DHCP - Dynamic Host Configuration Protocol-internet protocol for assigning network layer IP addresses

DNS - Domain Name Server


HFC - Hybrid/Fiber Coaxial system- a broadband bi-directional shared media system using fiber trunks between head end and fiber nodes and coaxial distribution between fiber nodes and user locations

IEEE – Institute of Electrical and Electronics Engineers

MCNS - Multimedia Cable Network System 


MAC - medium access control sub-layer


NOC - Network Operations Center 


QAM - Quadrature Amplitude modulation 


QPSK - Quadrature Phase key shifting 

RF - radio frequency


TCP - Transmission Control Protocol

TRI- Telephony Return Interface- One-way cable modem service

UDP- User Datagram Protocol 

WAN – Wide Area Networks


WWW - World Wide Web
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