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Introduction

In recent years, the proliferation of mobile computing devices, such as laptops and personal digital assistants (PDA’s), coupled with the demand for continual network connections without having to "plug in," are resulting in an explosive growth in enterprise WLANs. A wireless LAN is a flexible data communications system implemented as an extension to or as an alternative for, a wired LAN. Using radio frequency (RF) technology, wireless LANs transmit and receive data over the air, minimizing the need for wired connections. Wireless LANs frequently augment rather than replace wired LAN networks—often providing the final few meters of connectivity between a wired network and the mobile user. Wireless networks offer the benefits of increased productivity, easier network expansion, flexibility, and lower the cost of ownership. On the other hand, security considerations continue to be a major challenge. Lack of security is often cited as a major barrier to the growth of e-commerce (electronic commerce) into m-commerce (mobile commerce). 

This paper will explore the security features and limitations in the wireless LAN technologies and standards, focusing on the 802.1x authentication type, Extensible Authentication Protocol - Tunneled Transport Layer Security (EAP - TTLS).

Security – In the Broad Sense 
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Securing information from unauthorized access is a major problem for any network wired or wireless. Security, in a broad sense, focuses on network security, system security, information security, and physical security. It is made up of a suite of multiple technologies that solve numerous authentication, information integrity, and identification problems. It includes the following technologies – firewalls, authentication servers, biometrics, cryptography, intrusion detection, virus protection, and VPNs. 

The following figure gives a broad understanding of the suite of multiple components.

[image: image2.png]



Wireless Network Security Issues 

Security is an even greater problem for wireless networks, firstly because radio signals travel through the open atmosphere where they can be intercepted by individuals who are constantly on the move — and therefore difficult to track down. Secondly, wireless solutions are, almost universally, dependent on public-shared infrastructure where you have much less control of, and knowledge about, the security discipline employed. Horror stories of hackers scanning airwaves and siphoning off cellular ID numbers for fraudulent use have become commonplace. Thus with the added convenience of wireless access come new problems, of which security considerations continue to be a major challenge. While fundamentals of wireless security are largely similar to those of the wired Internet, wireless security standards and implementations are facing several restrictions. Wireless data networks present a more constrained communication environment compared to wired networks. Because of fundamental limitations of power, available spectrum and mobility, wireless data networks tend to have less bandwidth, more latency, less connection stability, and less predictable availability. Similarly, handheld wireless devices present a more constrained computing environment compared to desktop computers. Handheld devices tend to have limited battery life, less powerful CPUs, less memory, restricted power consumption, smaller displays, and different input devices. Other restrictions include differences in network configurations and business relationships, and the lack of standards for wireless security. Thus with wireless LAN radio waves propagating throughout -- and perhaps externally outside--the enterprise, wireless LANs obviously present unique challenges. 
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IEEE 802.11 and its Insecurities

The widespread acceptance of WLANs depends on industry standardization to ensure product compatibility and reliability among the various manufacturers. As the globally recognized LAN authority, The Institute of Electrical and Electronics Engineers (IEEE) has established the standards that have driven the LAN industry for the past two decades.

The 802.11 standard for wireless networks includes a Wired Equivalent Privacy (WEP) protocol, used to protect link-layer communications from eavesdropping and other security attacks on the WLANs and bring the security level of wireless systems closer to that of wired ones. It is considered to be the first line of defense against intruders. The primary goal of WEP is to protect the confidentiality of user data from eavesdropping. Unfortunately, WEP falls short of accomplishing its security goals. The WEP protocol - that uses 40-bit encryption is not considered to be strong enough encryption in today's environment. According to University of Berkeley's research team, the secret WEP key/code can be broken in a day or less by a good encryption hacker, the following schematic from eWeek (February 12, 2001 issue) shows how this is possible. 
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TLS - Based Authentication Methods

Introduction

Broadly speaking, wireless LAN security has two major issues. Authentication of network users is not strong, so unauthorized users may be able to access network resources. Traffic encryption is also weak, so attackers are able to recover transmissions. While traditional WLAN security that relies on 802.11 standards of static WEP keys, open or shared-keys, or MAC authentication is better than no security at all, it is not sufficient for the enterprise organization. And all large enterprises and organizations must invest in a robust, enterprise-class WLAN security solution. In response to the concern about weak authentication, the industry began developing a series of stronger authentication protocols for use with wireless LANs. The key standard for wireless 

LAN authentication is the IEEE 802.1x standard, which is in turn based on the IETF's Extensible Authentication Protocol (EAP). EAP, and thus 802.1x, provides an authentication framework. It supports a number of authentication methods, each with its own strengths and weaknesses. EAP defines a standard message exchange that allows a server to authenticate a client based on an authentication protocol agreed upon by both parties.  In the most common 802.1X WLAN environments, the access points defer to the Remote Authentication Dial-In User Service (RADIUS) server to authenticate users and to support particular EAP authentication types. The RADIUS server handles these functions, and provides crucial authentication and data protection capabilities according to the requirements of the EAP authentication type in use. There is more than one type of EAP authentication, but the access point behaves the same way for each type: it relays authentication messages from the wireless client device to the RADIUS server and from the RADIUS server to the wireless client device.  The following figure gives a broad view of how a 802.1x – EAP network works. 
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An overview of the most relevant elements of the 802.1X and EAP framework are shown in the picture below. 
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In practice, it has been noted that only methods based on the IETF's well-known Transport Layer Security (TLS) standard can satisfy strict encryption and authentication requirements. And in accordance to the above three TLS-based protocols have been developed for use with EAP and are suitable for deployments with wireless LANs: 

· EAP-Transport Layer Security (EAP-TLS) 

· Tunneled Transport Layer Security (TTLS) 

· Protected EAP (PEAP). 

EAP – TLS and its Disadvantages 
The EAP-Transport Layer Security (TLS) is an authentication protocol that provides for client authentication of a server or mutual authentication of client and server, as well as secure cipher suite negotiation and key exchange between the parties. 

Other authentication protocols are also widely deployed. These are typically password-based protocols, and there is a large installed base of support for these protocols in the form of credential databases that may be accessed by RADIUS, Diameter or other AAA servers. These include non-EAP protocols such as PAP, CHAP, MS-CHAP and MS-CHAP-V2, as well as EAP protocols such as MD5-Challenge. TLS authenticates peers by exchanging digital certificates. In EAP-TLS, certificates are used to provide authentication in both directions. The server presents a certificate to the client, and, after validating the server's certificate; the client presents a client certificate. Naturally, the certificate may be protected on the client by a pass phrase, PIN, or stored on a smart card, depending on the implementation. The disadvantage of EAP-TLS security is that it requires each user to have a certificate. This imposes a substantial administrative burden in operating a certificate authority to distribute, revoke and manage user certificates. It was noted by many observers that the identity exchange proceeds in the clear before exchange of certificates, so a passive attack could easily observe user names. Also, problems arise with EAP-TLS for the many people that use more than one PC. Such users have a choice of transferring a single personal certificate and private key to each of their machines, or acquiring separate certificates for each machine that they operate. These certificate-management issues affect both the user and administrator. EAP-TLS may impose a greater certificate management overhead because of the need to revoke certificates as users have wireless LAN access revoked. The bottom line thus is that EAP-TLS is secure, but the requirement for client certificates is too big a hurdle for most institutions to deal with. 

EAP- Tunneled Transport Layer Security (EAP- TTLS)

Why EAP – TTLS ?

EAP - TTLS and the Protected EAP (PEAP) protocols were developed in response to the PKI barrier in EAP-TLS. Client certificates are not ideal for user authentication for a variety of reasons. Other older methods of user authentication are as secure as certificate-based authentication, but without the high management overhead. Both TTLS and PEAP were designed to use older authentication mechanisms while retaining the strong cryptographic foundation of TLS. 

Definitions:

EAP-TTLS is an IETF draft standard jointly authored by Funk Software and Certicom, and is a working document of the PPP Extensions group. EAP-TTLS is an EAP protocol that extends EAP-TLS. It was introduced taking into account the above disadvantages posed by EAP-TLS. Like EAP-TLS, TTLS also uses transport layer security, the successor to SSL, as the underlying strong cryptography. However, EAP-TTLS differs in that only the RADIUS servers, not the users, are required to have certificates. The user is authenticated to the network using ordinary username and password credentials, which are made proof against interception by enclosing them in the TLS security wrapper.  Thus in EAP-TTLS, the TLS handshake may be mutual; or it may be one-way, in which only the server is unauthenticated to the client. The secure connection established by the handshake may then be used to allow the server to authenticate the client using existing, widely deployed authentication infrastructures such as RADIUS. The authentication of the client may itself be EAP, or it may be another authentication protocol. Thus, EAP-TTLS allows legacy password-based authentication protocols to be used against existing authentication databases, while protecting the security of these legacy protocols against eavesdropping, man-in-the-middle and other cryptographic attacks. EAP-TTLS also allows client and server to establish keying material for use in the data connection between the client and access point.  The keying material is established implicitly between client and server based on the TLS handshake.  

How EAP-TTLS Works?

The way EAP-TTLS works is comparable to that of secure web sites, such as those that handle online credit card transactions. The web server proves its authenticity to the user by providing its certificate. Then, the user encrypts credit card information and sends it to the server. Online commerce does not require user certificates for maximum security, and neither should wireless LAN access. EAP-TTLS makes this possible. With EAP-TTLS, the user’s identity and password-based credentials are tunneled during authentication negotiation, and are therefore not observable in the communications channel. This prevents dictionary attacks, man-in-the-middle attacks, and hijacked connections by wireless eavesdroppers. Dynamic per-session keys are generated to encrypt the wireless connection and protect data privacy.  

Advantages of Using EAP – TTLS:

Not all EAP authentication types are created equal. Unlike other EAP types, EAP-TTLS doesn’t force you to make a trade-off between security and ease of management. 

EAP-TTLS provides the following benefits:

1. EAP-TTLS allows users to be authenticated onto WLANs with their existing password credentials, and, using strong public/private key cryptography, to protect those password credentials against eavesdropping and other attacks that are suddenly made possible by the advent of wireless communications.

Other 802.1x clients which allow user authentication against user names and passwords stored in a Windows database do not provide this level of security, rendering user credentials vulnerable to attack. 

2. Completely protects connection credentials from attack. One of the primary benefits of EAP-TTLS is that it provides complete security for users’ connection credentials (i.e., user name and password) as they’re being authenticated to the network.  EAP-TLS also provides this high level of credential security.

3. Supports all password protocols, for compatibility with your existing authentication scheme. Some of the major password protocols, includ PAP, CHAP, MS-CHAP, MS-CHAP-V2, EAP-MD5Challenge, and EAP-TokenCard. 

So, with EAP-TTLS, WLAN users can safely connect – without danger of cryptographic attack on password – using the connection credentials they’re accustomed to using. This helps consolidate the management of both wired and WLAN users.

4. Does not require the use of client certificates. Unlike EAP-TLS, EAP - TTLS does not require the use of client certificates to provide strong credential security. While EAP-TLS provides strong security and is appropriate for organizations, which have already deployed a PKI infrastructure, EAP-TTLS provides equally strong security and requires little additional administration beyond what you’re already doing to administer your Windows users.  

5. Provides data security, plus strong mutual authentication of client and server. With EAP-TTLS, dynamic per-session keys are generated to encrypt the wireless connection and protect data privacy. In addition, EAP-TTLS provides strong mutual authentication of Client and Server, preventing an intrusion onto the network by an unauthorized user, and ensuring that the client is connecting to the right server. 

Situations when EAP – TTLS can Fail

1. Though EAP-TTLS does not communicate a username in the clear in the initial EAP- Response/Identity. However other factors - both within EAP-TTLS and elsewhere - may compromise a user's identity. For example, if a user authenticates with a certificate during phase 1 of EAP-TTLS, the subject name in the certificate may reveal the user's identity. Outside of EAP-TTLS, the client's fixed MAC address, or in the case of wireless connections, the client's radio signature may also reveal information. Additionally, one should take into account the fact that a user's identity is not hidden from the EAP-TTLS server and may be included in the clear in AAA messages between the access point, the EAP-TTLS server, and the AAA/H server.

2. The use of EAP-TTLS server certificates within EAP-TTLS makes EAP-TTLS susceptible to attack in the event that an EAP-TTLS server's certificate is compromised. EAP-TTLS servers should therefore take care to protect their private key. In addition, certificate revocation methods may be used to mitigate against the possibility of key compromise. 

3. EAP – TTLS is vulnerable to attacks by rogue EAP-TTLS servers - for example the phase 2 authentication methods within EAP-TTLS are susceptible to dictionary attacks. However these threats can be mitigated through the use of authentication methods like one-time passwords which are not susceptible to dictionary attacks, or by ensuring that clients connect only to trusted EAP-TTLS servers.

A Broad Technical Comparision of EAP- TTLS and EAP - PEAP 

Microsoft, Cisco and RSA Security developed Protected Extensible Authentication Protocol (PEAP) as a way to securely transport authentication data, including passwords, over 802.11 wireless networks. Funk Software and Interlink Networks added support for the proposed wireless security protocol, developed by Funk and Certicom, called Tunneled Transport Layer Security (TTLS) to their Remote Authentication Dial-In User Service (RADIUS) authentication server products. Both the EAP authentication types TTLS and PEAP work within the framework of the broad based IEEE 802.11 wireless LAN standard for authentication known as 802.1X. PEAP and TTLS each use Transport Layer Security (TLS) to set up an end-to-end tunnel to transfer the user's credentials, such as a password, without having to use a certificate on the client. Together with the wired equivalent privacy (WEP) encryption standard, TTLS and PEAP authenticate end users and conceal the users' credentials. Both PEAP and TTLS are two-stage protocols that establish security in stage one and then exchange authentication in stage two.

One major difference between TTLS and PEAP is that TTLS software is interoperable and is also available for a wide range of client operating systems - Linux, Mac OS X, Windows 95/98/ME, and Windows NT/2000/XP.  According to Funk, TTLS is better because it is flexible enough to support WEP2 and TKIP. It could also accommodate Advanced Encryption Standard, which has been approved by the federal government as the replacement for Data Encryption Standard, and is viewed as suitable for use with wireless LANs. Funk says PEAP doesn't have this flexibility.

On the other hand Windows XP is currently the only operating system that supports PEAP. However nothing in the PEAP specification prevents development of software for non-Windows systems. Thus we can say that though there is not a large technical difference between the TTLS and PEAP protocols, TTLS has a slight degree of flexibility and advantage at the protocol level, as the products are now available now and also they support a much wider variety of client operating systems.

Summary -  EAP- TTLS

With TTLS authentication it's easy to give certificates to the authentication servers, as they are so few of them. So one can use those certificates for one-way TLS authentication (network to user), and once a nice, safe, encrypted and integrity-checked channel, is ready we can use EAP inside of the TLS tunnel for any other authentication, such as a token or even username/password pairs. TTLS offers strong mutual authentication without having to distribute and manage certificates for all your users. 

However the main drawback of EAP-TTLS is that the Internet community has not yet reached agreement on this as the best approach for environments where digital certificates are not available. It is just a proposal within the Internet Engineering Task Force, not certain to be accepted, and support for it is only available in the Funk and Meetinghouse products. Another proposal being considered by the IETF is PEAP (Protected EAP), which solves many of the same problems as EAP-TTLS. 

Lessons Learnt

From the above study of various methods used for ensuring a secured wireless network, it can observed that one should take into account several critical success factors before achieving a secure wireless access. A service provider - Capslock (www.capslock.fi) had created a list of factors that organizations need to consider before deploying any security plan for wireless LANs. Some of the related factors are discussed below:

1. No single security solution is likely to address all security risks. Hence should implement multiple approaches to completely secure wireless application access. Sending data in the clear that should be encrypted, and allowing user access without authentication pose even greater security threats. A wireless security plan should address all of these exposures.

2. One size doesn't fit all: Different levels of security are needed for different mobile services. Secure chatting services probably don't require the same robust encryption you would implement for a commerce transaction. Security should be tailored to the wireless application to prevent over-securing some mobile services, and leaving others exposed. Service providers should offer an easy download of a secure client component when needed, but users should have a say about when they invoke these measures. Then, the wireless device should be able to graphically display when a secure connection is in use.

3. The processing power and memory capacity of many wireless devices is quite limited. Hence encryption solutions that account for these limited resources and rely on the server to do as much of the "heavy lifting" as possible should be selected. Benchmarking the performance of security solutions with mobilized applications is highly recommended.

4. Ensure a secure end-to-end channel Although wireless carriers provide security between the wireless device and the base station and across the carrier's physical network connecting base stations and switching centers, their security measures end with the network. Therefore one should ensure that a wireless carrier provides end-to-end, cross-platform security for any wireless device. Hence a comprehensive solution for wireless access would provide a secure end-to-end channel for transmission, authentication and encryption that works in any kind of network environment, fixed or wireless that supports TCP/IP. 

Conclusions:

While it may not be possible to make any system completely secure, there are certain steps that can be and must be taken to ensure that the risk of security breaches is minimized. Selection of an authentication method is the key decision in securing a wireless LAN deployment. The authentication method drives the choice of authentication server, which in turn drives the choice of client software. From the above discussion of the various EAP – authentication types, it can be observed that: EAP-TLS is best suited under situations when a well configured PKI is already deployed, otherwise it could lead to lot of overheads in the client certificate. TTLS has a number of slight advantages. In addition to a slight degree of flexibility at the protocol level, products available now support a much wider variety of client operating systems and hence are lot more inter- operable as compared to other protocols. 

Future Standards under construction

Many mechanisms exist today that provide means for authenticating and authorizing users to access a wireless network. The IEEE formed Task Force 802.11i to write a good standard for wireless security. The 802.11i standard is a work in progress, and involves “fixing” perceived weakness in 802.1X EAP and WEP. It uses 802.1X as the means of handling credential verification. 802.11i also specifies that only EAP standards, which handle dynamic key generation, may be used. According to 802.11i the new wireless networks should replace the older encryption schemes like WEP or Temporal Key Integrity Protocol (TKIP) with a new encryption scheme called Advanced Encryption Standard - Operation Cipher Block (AES-OCB) in 2003. The standard is still under assessment.

Future Areas of Research  

1. Implementing TTLS in a Wireless LAN.

2. Develop test benches to compare the two 802.1x standards EAP-TTLS and PEAP.

3. Implement PEAP for other operating systems other than Windows – XP.

4. In the EAP-TTLS kind of set-up a user's identity is not hidden from the EAP-TTLS server and may be included in the clear in AAA messages between the access point, the EAP-TTLS server, and the AAA/H server. One can develop ways to protect security at this level by implementing firewalls or other such viable security techniques.

5. Alternative ways to protect the private key in EAP –TTLS servers as they are susceptible to attacks in the case where the EAP-TTLS certificates are lost or are to be compromised.
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Figure 1: A Schematic of Security Architecture for wireles WAP-based Devices








Figure: What is EAP?








