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ABSTRACT 
An important feature of digital signatures is to serve as non- 
repudiation evidence. To be eligible as non-repudiation evi- 
dence, a digital signature on an electronic document should 
remain valid until its expiry date which is specified by some 
non-repudiation policy. As signature keys may be compro- 
mised and the validity of signatures may become question- 
able, additional security mechanisms need to be imposed on 
digital signatures. This paper examines the mechanisms for 
maintaining the validity of digital signatures, and provides a 
guideline on the use of these mechanisms in various context 
of applications. 
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1. INTRODUCTION 
The fast development of computer networks has facilitated 
electronic commerce. Many business transactions are shift- 
ing to the Internet. On the other hand, dispute of transac- 
tions is a common problem that could jeopardise business. 
For instance, the following disputes may arise when trans- 
ferring an electronic message M from Alice to Bob. 

• Alice claims that she has sent M to Bob while Bob 
denies having received it; 

• Bob claims that he received M from Alice while Alice 
denies sending it. 

In order to settle these disputes by a third party arbitrator, 
Alice and Bob need to present evidence to prove their own 
claims. 

Digital signature is an important security mechanism for 
generating non-repudiation evidence [8], and is receiving le- 

gal recognition [7]. To be eligible as non-repudiation evi- 
dence, a digital signature on an electronic document should 
remain valid until its expiry date which is specified by some 
non-repudiation policy. As signature keys may be compro- 
mised and the validity of signatures may become question- 
able, additional security mechanisms need to be imposed on 
digital signatures. In this paper, we examine the mecha- 
nisms for maintaining the validity of digital signatures, and 
provide a guideline on the use of these mechanisms in various 
context of applications. 

The rest of the paper is organised as follows. In the next 
section, we compare different properties of digital signatures 
and hand-written signatures, and analyse security require- 
ments on digital signatures. After that, we investigate four 
approaches for maintaining the validity of digital signatures, 
i.e. time-stamping approach in Section 3, auditing approach 
in Section 4, one-way sequential link approach in Section 5, 
and temporary certificate approach in Section 6. We com- 
pare these approaches in Section 7, and conclude the paper 
in Section 8. 

The following basic notation is used throughout the paper. 

X, Y: concatenation of two messages X and Y. 

H(X): a one-way hash function applied to message 
X. 

VA and SA: principal A's public verification key and 
private signature key. 

SSA(X): principal A's digital signature on message 
X. The algorithm is assumed to be a 'signature with 
appendix', and the message is not recoverable from the 
signature. 

A --* B : X: principal A dispatches message X ad- 
dressed to principal B. 

2. DIGITAL VS H A N D - W R I T T E N  SIGNA- 
TURE 

The concept of digital signature, which was invented by 
Diffie and Hellman [4], forms an important basis for non- 
repudiation services. To understand how digital signatures 
may achieve the effect of hand-written signatures, it is worth- 
while first observing the properties of hand-written signa- 
tures. 
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Hand-written signatures on paper documents have long been 
used as proof of authorship of, or in agreement with, the con- 
tents of a document since the signature holds the following 
properties[14]. 

• The signature is hard to forge. The process of generat- 
ing a signature is a 'trained reflex', which is not subject 
to conscious nmscular control. Thus signature imita- 
tion is difficult, especially at normal writing speed; this 
explains why bank clerks often ask for documents to 
be signed while they are watching. 

• The signature is easily verifiable. The traditional ver- 
ification technique is based on the visual inspection 
of a written signature. However, verification may be- 
come difficult for persons who are very inconsistent 
with their signatures. 

• The signature is not reusable. The signature is part 
of the document. Other persons cannot cut and paste 
the signature to other documents. 

• The signed document is unalterable. However, there is 
a limitation. The signature on a document can only 
guarantee the origin and integrity of the single sheet 
of the document bearing the signature. Thus, for a 
multi-sheet legal document, it has to be signed on each 
sheet to guarantee the origin and integrity of the whole 
document. 

• The signature is a piece of non-repudiation evidence. 
The signature on a document is a physical object which 
can be presented for dispute resolution. For a newly 
generated signature to be acceptable, it should be com- 
pared with a notarized sample like the signature on a 
credit card. To enforce non-repudiation and simplify 
dispute resolution, the signature on a document can 
be witnessed by a (trusted) third party. 

Digital signatures have advantages over hand-written signa- 
tures, and are being accepted as legal evidence within the 
same general guidelines as hand-written signatures. Several 
well-known digital signature schemes (e.g. RSA [11] and E1- 
Gamal algorithm [5]) exist. A digital signature on an elec- 
tronic document is generated by using a public-key cryp- 
tography algorithm with the private signature key held by 
the signer. As the signature key is kept secret, others cannot 
forge the signature. But the signature can be verified by oth- 
ers with the corresponding public verification key, and the 
verification is more accurate than hand-written signatures. 
Since the digital signature is applied to the whole docu- 
ment, any change to the signed document will be detected, 
which is more convenient than hand-written signatures. Be- 
cause a valid digital signature can only be generated by the 
signer holding the signature key, it can also serve as non- 
repudiation evidence. 

In practice, however, a signature key may be compromised 
and a digital signature could be forged with a compromised 
key. Therefore, the compromised key needs to be revoked so 
that all signatures generated after revocation of the compro- 
mised key will be deemed invalid. On the other hand, digital 
signatures generated before revocation of the compromised 

key should remai~ valid. Otherwise, the signer who wants 
to repudiate signatures that he has generated may deliber- 
ately compromis~his signature key and falsely claim those 
signatures as forgSd by somebody else. 

There are several approaches to maintain the validity of dig- 
ital signatures generated before revocation of the signature 
key. Each of them has its own feature and is applicable in a 
dedicated enviromnent. 

3. APPROACH A: TIME-STAMPING 
A typical approach to maintain the validity of digital sig- 
natures as non-repudiation evidence relies on the existence 
of an on-line trusted time-stamping authority [1; 2; 3; 9; 
13]. Each newly generated digital signature will be time- 
stamped by a time-stamping authority so that the trusted 
time of signature: generation can be identified. 

For instance, a user A's signature on a message M could be 
sent to a trusted ~ime-stamping authority TS to certify that 
the signature waS generated at the time of Tg 1 

1. A ~ TS:  s S A ( M )  
2. TS-+ A:  Tg,SSTS(SSA(M),Tg) 

TS simply adds a time stamp to A's signature without any 
verification of A'ls request. A may check TS's signature to 
see whether A's signature has been time-stamped correctly. 

To check the validity of A's signature SSA(M), the verifier 
needs to go through the following steps. 

1. The verifier should check TS"s signature o n  (SSA(M), Tg). 

2. The verifier should check the expiry date Te of A's 
public key ,certificate CA. If T~ < Tg, A's signature is 
invalid. 

3. The verifier should check the Certificate Revocation 
List (CRL). If there exists a record showing that CA 
was revoked at the time of T~ and T~ < Tg, A's signa- 
ture is invalid. 

4. The verifier should use A's public key certified in CA 
to check A's signature SSA(M). 

Only if all of the above checks are successful, will A's signa- 
ture be regarded as valid non-repudiation evidence. 

This approach i$ secure against disputes over the validity of 
digital signatures caused by (accidental or deliberate) com- 
promise of signature keys, and can be employed in high value 
business transactions where security is an important require- 
meat. However, it is likely to be much too expensive to sup- 
port non-repudiation for large volume of low risk business 
transactions in electronic commerce. 

4. APPROACH B: AUDITING 
A less secure approach to maintain the validity of digital 
signatures as ~on-repudiation evidence is to combine the 

1 Here we use a simplified time-stamping process for a concise 
description. A more robust time-stamping service [6] could 
be used in commercial applications. 
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use of digital signatures with auditing processes, whereby 
the audit trails of transaction networks and of parties are 
used to establish whether a signature was generated at a 
specific t ime [10]. 

For example, a bank could establish audit logs to record the 
history of transactions and the related signatures supplied 
by its customers. Later on, if disputes arise regarding the va- 
lidity of a digital signature, the bank may claim that, despite 
the subsequent revocation of a signature key by an individ- 
ual, the audit logs show that  the signature was generated 
at a t ime prior to the revocation, and hence the signature 
should be accepted as non-repudiation evidence. 

In this approach, physical security of the audit trail is re- 
placing the t ime-stamping service. Ult imately the success 
of this approach depends on how well adjudicators trust  the 
integrity of the bank's auditing systems. 

As an auditing system usually demands considerable storage 
resources, this approach is not applicable for ordinary users 
with limited storage capacity. 

5. APPROACH C: ONE-WAY SEQUENTIAL 
LINK 

The idea behind this approach is to link all digital signatures 
generated by a user in a way that  any change to the order 
of the linked signatures or insertion of a new signature to 
the link will be detected. 

Suppose C is a regular customer of a service provider S. If 
C is going to send signatures on messages M1, M s , . . . ,  M~ 
to S in a series of transactions, C can establish a one-way 
sequential link of his digital signatures a l ,  a s , ' "  ' ,  ai as fol- 
lows. 

G1 = s S c ( M 1 )  
us = s S c ( M s ,  H(~I ) )  

a~ = s S c ( M i ,  H ( a i - 1 ) )  

For 1 < j < i, S will check whether aj  is linked properly 
to a j -1  before accepting C's  j t h  signature. Such a link has 
the following properties [15]. 

• a l , a 2 ~ ' " , a i  are sequential. That  means, for 1 < j < 
i, a j  is generated later than a j -1 .  

• a l , a 2 , " . , a i  are one-way linked. That  means, for 1 < 
j < i, it is computat ionally infeasible to generate a 
valid signature a '  which is linked between aj  and a j -1 .  

If C wants to revoke his signature key, C only needs to ask 
S to countersign C's  latest digital signature. 

1. C--+ S :  ai 
2. S - + C :  s S s ( a i )  

After receiving C's  revocation request, S checks whether 
ai is C 's  latest digital signature. If so, S will confirm C's 
revocation request. 

With  S 's  countersignature, C can deny other signed mes- 
sages which are generated with his revoked key but not in 

the countersigned link. Hence, S should not accept C's  dig- 
ital signatures generated with his revoked key once S has 
confirmed C's  revocation request. 

Like Approach B, there is no trusted third party involved in 
maintaining the validity of digital signatures. This approach 
is applicable in an environment  satisfying the requirements 
below. 

• Two parties have a regular business transaction rela- 
tionship, thus a one-way sequential link of signatures 
can be established. 

• The party providing the countersignature will not deny 
the validity of its countersignature. Otherwise, this 
approach has to be used in combination with Approach 
A, i.e. t ime-stamping the countersignature. 

6. APPROACH D: TEMPORARY CERTIFI- 
CATE 

In a low risk business transaction where digital signatures 
are used as non-repudiation evidence to settle disputes only 
within a certain period, the efficiency of the system can be 
significantly improved if digital signatures will remain valid 
within that  period without  being t ime-stamped.  

The temporary certificate approach [16] can reach the goal. 
It defines two different types of signature keys. 

• Revocable signature keys - the corresponding verifica- 
tion key certificates are issued by a certification au- 
thority (CA), and can be revoked as usual. 

• Irrevocable signature keys - the corresponding verifi- 
cation key certificates are issued by users themselves 
and t ime-s tamped by a t ime-stamping authority (TS). 
Such certificates cannot be revoked before their expiry. 

The revocable signature key is used as a long-term mas- 
ter key to issue irrevocable verification key certificates while 
the irrevocable signature key is used as a temporary key 
to sign electronic documents. The digital signatures gener- 
ated in such a way will remain valid until the corresponding 
irrevocable verification key certificates expire, thus can be 
exempted from being t ime-s tamped by a t ime-stamping au- 
thori ty during on-line transactions. 

6.1 Certificate Generation 
Suppose SA and VA are user A's revocable signature and ver- 
ification key pair, and CA is A's  revocable verification key 
certificate with expiry date Te which is issued by a certifi- 
cation authority CA in the form of s 

CA "~ "  A, V A , T e , s S c A ( A ,  VA,Te) 

Suppose S~ and V~ are user A's  irrevocable signature and 
verification key pair. T S  is an off-line t ime-stamping au- 
thority. User A can generate its irrevocable verification key 
certificate as below. 

1. A --~ T S :  SSA(V~,T~)  
2. T S - ~  A :  T g , s S T s ( S S A ( V ~ , T ' ) , T ~ )  

~Other information that  is required in the practical imple- 
mentat ion is omit ted  here. 
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Thus, the irrevocable verification key certificate C~ can be 
defined as 

C'A = V~,T;,T~, sSA(V,~,T;), sSTs(sSA(V~,T'~),T~) 

where Te' is the expiry date of C~, and T~ is the time that 
C~ was generated. C~ is valid only if SA is valid at T~, and 
will remain valid until T" even if SA becomes invalid after 
T~. It is important to note that the validity of SA can only 
be checked before the revocable certificate CA'S expiry date 
T¢ because the revocation information of expired certificates 
is not maintained in the Certificate Revocation List (CRL). 
Hence C~4's expiry date T" should not be later than T~ 3 
i.e.T" <T~. 

The aforementioned process of certificate generation by the 
use of a time-stamping authority is different from the one 
using a certification authority. TS need not check who is 
sending what to be time-stamped while CA has to authenti- 
cate who is sending the request for a public key certificate. 
Obviously, it is inefficient and undesirable to change a user's  
signature key frequently. In this approach, SA will be used 
as user A's long-term master key for generating C~, and 
only needs to be changed after its expiry or revocation. S~ 
will be used as user A's temporary key to sign messages, and 
can be changed periodically. 

As C~ does not contain any explicit reference to the name 
of A, another party B may ask CA to issue a revocable 
verification key certificate CB in which VB = VA. Then the 
origin of a message signed with S~ could be vague since a 
signature verifier may regard B as the originator of C~ if CB 
is used in the verification of C~. This concern will be much 
reduced if CA further verifies that B knows the private key 
SB corresponding to VB before CA signs CB [9; 10; 12]. 

6.2 Signature Generation and Verification 
With an irrevocable verification key certificate CA, user A 
can generate its signature on a message M using the corre- 
sponding irrevocable signature key S~. To form complete 
non-repudiation evidence, the certificate C~ should be ap- 
pended to the signature. Thus, A's signature on message M 
can be represented as 

C'A, sS'A (M) 

The expiry date of such a signature is defined the same as 
C~'s expiry date 7 ' .  

To verify the above signature, the verifier should first check 
the validity of C~i. The verification steps are the same 
as those outlined in Section 3. In addition, the verifier 
needs to check whether C~ 's expiry date T" meets the non- 
repudiation policy since T" will also decide the expiry date 
of signatures generated with S~. Once C~ is checked to 
be valid, the verifier can use V~ to check SS'A(M). If the 
result is positive, A's signature can be regarded as valid non- 
repudiation evidence for the settlement of possible disputes. 
Since the valid C~ will remain valid until T',  the verifier 
may store it and directly use it later to check A's signatures 
appended with the same certificate C~. 

aA tighter restriction on C~'s expiry date T" may be im- 
posed because of administrative reasons. 

6.3 Protection against Key Compromise 
Although user ~4 is not allowed to revoke its irrevocable 
signature keys, ~t becomes much easier to protect against the 
compromise of ~uch keys than that of its revocable signature 
key. A need npt keep its irrevocable signature keys until 
their expiry. Instead, A can destroy its used irrevocable 
signature keys and generate new irrevocable signature keys 
at any time it wishes, thus reducing the requirement of key 
management and the risk of key compromise. 

i 

Furthermore, by imposing additional restrictions on the irre- 
vocable verification key certificate C~, user  A can limit the 
loss even if its irrevocable signature key S~ is compromised. 
The restrictions may include 

* the types of transactions that S~ can be applied to, 

• the set of legitimate recipients of the signatures gener- 
ated with S~, 

• the maximum amount of a transaction which can be 
authorised by S~. 

Thus, user A Can generate an irrevocable verification key 
certificate C~ as follows, which is limited to verify A's sig- 
natures on payment orders for recipients R1, R2 or R3 with 
the maximum amount of $1000. 

limit = (payment order, R1, R2, R3, $1000) 
S S  A ( V A , T~ , limit), C'A = V•, T', limit, T~, ' ' 

sSTs (sSA (V~., T', limit), T~) 

Suppose R1 receives the following signed message from A in 
a transaction where C~ is defined with the above limit. 

C'A, SS'A(pay $500 to R I "  ") 

In addition to the process of signature verification described 
in Section 6.2,, R1 should also check whether C~ is autho- 
rised for the verification of A's signatures on payment or- 
ders, whether R1 is specified as a legitimate recipient in C~, 
whether the amount of this payment is within the limit of 
C~. Only if tt~e signed m e s s a g e  m e e t s  these  restrictions, can 
R1 accept it safely as non-repudiation evidence. 

6.4 Dispute Resolution 
As digital signatures generated in this approach have a lim- 
ited valid period, all disputes related to a specific transaction 
that require user A's signature SS'A(M) as non-repudiation 
evidence should be brought to an arbitrator before this sig- 
nature expires at time Tel (referring to the arbitrator's clock). 
Users  should be aware of the non-repudiation policy of busi- 
ness transactions that they will be involved in, and gener- 
ate/accept digital signatures with appropriate expiry dates. 

Suppose there is a dispute which requires sS~(M) as a piece 
of non-repudiation evidence whose expiry date is T~. To 
prove the validity of this signature, the disputing party is 
required to submit the following messages to the arbitrator: 

CA, C'A, M, SS'A(M) 

Suppose the arbitrator received the submission at time Ts. 
The arbitrator will make the following checks. 
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1. The arbitrator checks that CA was issued by CA with 
the expiry date of T¢. 

2. The arbitrator checks that C~ was signed by A and 
certified by TS, and C~ satisfies ~/~ < T" < T~ 4 

3. The arbitrator checks that sS'A (M) was signed by A, 
and the signature does not breach the restrictions de- 
fined in C~. 

4. The arbitrator checks that T8 _< T'. 

Only if all of the above checks are successful, will A's sig- 
nature on message M be accepted as valid non-repudiation 
evidence. 

This approach can significantly improve the efficiency of 
mass on-line transactions. However, as the generation of 
irrevocable signature/verification key pairs will incur extra 
computation overheads, it may not be feasible for appli- 
cations to be implemented in computing resource limited 
environments. 

7. COMPARISON 
In the earlier sections, we have investigated four approaches 
to maintain the validity of digital signatures. Here we com- 
pare the performance of these approaches from several as- 
pects. The comparison result is summarised in Table 1. 

7.1 Security 
In Approach A, each newly generated digital signature is 
time-stamped by a trusted time-stamping authority, thus 
the time of signature generation is guaranteed. If disputes 
arise, the time-stamp is sufficient to prove whether the sig- 
nature was generated before revocation of the signature key. 
Hence, this approach has the highest security. 

The security of Approach B relies on the integrity of the 
auditing system. As the auditing system is under the control 
of the party running the system, it is very hard to prove the 
integrity of the auditing system to a third party. Therefore, 
the security of this approach is low. 

In Approach C, all digital signatures generated by a party 
are chained with a one-way sequential link. Once such a link 
is countersigned by another party, the validity of signatures 
in the link is non-repudiable. This is based on the assump- 
tion that the party providing the countersignature will not 
deny the validity of its countersignature. 

Digital signatures generated in Approach D have a limited 
valid period. The party accepting such a signature as non- 
repudiation evidence should be aware of its valid period, and 
settle possible disputes before its expiry date. As a tempo- 
rary certificate is irrevocable, the issuer of the certificate will 
bear the risk of compromise of the temporary signature key, 
though mechanisms are available to minimize the risk. 

4If user A wants to deny the validity of C~,, A is required to 
present evidence of revocation, e.g. the CRL, to prove that 
SA was revoked before T~. 

7.2 TTP's Involvement 
In Approach A, each newly generated digital signature has 
to be time-stamped by a trusted time-stamping authority. 
Hence, an on-line trusted third party is needed. On-line 
time-stamping service may cause a substantial delay in a 
transaction since every time-stamping request incurs two 
rounds of communication with the TTP. 

In Approach B, apart from the certification authority pro- 
viding public key certificate service, no trusted third party is 
involved to maintain the validity of digital signatures. This 
is true in Approach C as well, provided that the party coun- 
tersigning the one-way sequential link will not deny the va- 
lidity of its countersignature. 

In Approach D, time-stamping service will be invoked only 
when a temporary certificate is generated. Therefore, the 
trusted third party could be off-line. No extra communica- 
tion with the TTP is needed during an on-line transaction. 

7.3 Computation 
In Approach A, the time-stamping authority needs to coun- 
tersign each newly generated digital signature with a time 
stamp. The verifier needs to check signatures of both the 
original signer and the time-stamping authority. Hence, the 
computation overheads are high in terms of signature gen- 
eration and verification. 

Approach B has the lowest computation overheads since 
there are no extra computation costs in the generation and 
verification of a digital signature. 

Approach C slightly increases the computation overheads 
for signature generation with an extra hash operation on 
the last signature to be linked. To check the validity of a 
signature, two adjacent signatures in the link will be used 
in verification as well. 

The major computation overheads in Approach D is the gen- 
eration of temporary certificates. The cost is high if a tem- 
porary certificate is used for only a few digital signatures. 
However, for mass on-line transactions, once a temporary 
certificate is generated and verified, there are no extra costs 
in the generation and verification of digital signatures with 
the temporary certificate. 

7.4 Storage 
Approach B needs to maintain an audit log which usually 
demands considerable storage resources. By contrast, the 
storage requirements in other approaches are low. They only 
need to store digital signatures plus some auxiliary data, 
e.g. the time-stamping authority's signatures in Approach 
A, and the temporary certificates in Approach D. 

From the above analysis, we can derive a guideline on the 
use of these approaches in a given application. 

• Approach A is recommended for high value business 
transactions. 

• Approach B is applicable when one of the transact- 
ing parties is able to run secure and reliable auditing 
systems. 
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Table  1: A Corn ~arison of  P e r f o r m a n c e  
1 

Approach 

Security 

A: Time-stamping 

high 

B: Auditing 

low 

C: One-way Sequentia ! Link 
i 

medium i 
I 

TTP's  Involvement on-line no no 
J 

Computation high low medium 

Storage low high low 

D: Temporary Certificate 

medium 

off-line 

high (single transaction) 

medium (mass transactions) 

low 

• Approach C is preferred when transaction parties have 
a regular business relationship so that a one-way se- 
quential link can be established. 

• Approach D is especially efficient for mass on-line trans- 
actions. 

8. C O N C L U S I O N  
Like the role that  hand-written signatures have been playing 
in physical business transactions, digital signatures serve as 
non-repudiation evidence with legal effect in electronic com- 
merce. The security of digital signatures relies not only on 
the cryptographic strength of signature algorithms, but also 
on the management of signature keys. It is vital to maintain 
the validity of digital signatures in case signature keys are 
compromised. 

We analysed four approaches for maintaining the validity of 
digital signatures. Depending on the requirements of a given 
application, an appropriate approach could be selected. 
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