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New Directionsin Cryptography for Electronic Commerce
M. Franklin

PROJECT SUMMARY

The research community has been rushing to keep up with the commercid sector in the
area of eectronic commerce security. We are ill searching for the right forma
frameworks through which the deeper questions can emerge. The future study of
€lectronic commerce security will require new models and abstractions. Significant
progress may come once we have identified important open problems and grand
chdlengesthat can inspire our next generation of computer science researchers. Thereis
an opportunity to contribute to a true science of eectronic commerce security, rather than
merely abundle of profitable businessidess.

In this proposd, | describe afive-year plan to help lay the foundation for this new
science. Over thosefive years, | will develop undergraduate courses, graduate seminars,
scientific symposia, and a comprehensive persona research program. | will help bring
together both the academic and industrid dimensions of e-commerce security. | will hep
to train the next generation of computer professionds with those fundamentals they will
need to know to flourish in an unpredictable business landscape. | will hdp to inspire the
next generation of computer scientists with research questions that combine scientific
depth with practical impact.

My persond research program will focus on four main areas. secure multi-party protocols
in e-commerce, anonymity and privacy mechanismsin e-commerce, fraud detection and
prevention in e-commerce, and secure content distribution mechanisms in e-commerce.

| have a number of reasons for these choices. They are dl areasthat | believe areripe for
ggnificant future progress. They are dl areasin which | have made sgnificant
contributions, both theoretical (models, protocols, proofs) and practical (experiments,
prototypes). Future progressin these areasis aso likdly to bridge theory and practice.
Laglly, | believe that there are degper connections to be found through cross-fertilization
and combining of ideas among them.



TABLE OF CONTENTS

For font size and page formatting specifications, see GPG section II.C.

Section Total No. of Page No.*
Pages in Section (Optional)*

Cover Sheet (NSF Form 1207) (Submit Page 2 with original proposal only)

A Project Summary (not to exceed 1 page) 1
B Table of Contents (NSF Form 1359) 1
C Project Description (plus Results from Prior _ 15

NSF Support) (not to exceed 15 pages) (Exceed only if allowed by a
specific program announcement/solicitation or if approved in
advance by the appropriate NSF Assistant Director or designee)

D  References Cited 3
E Biographical Sketches (Not to exceed 2 pages each) 2
F Budget __6

(NSF Form 1030, plus up to 3 pages of budget justification)

G Current and Pending Support (NSF Form 1239) 1
H Facilities, Equipment and Other Resources (NSF Form 1363) 1
I Special Information/Supplementary Documentation 1

J Appendix (List below. )
(Include only if allowed by a specific program announcement/
solicitation or if approved in advance by the appropriate NSF
Assistant Director or designee)

Appendix ltems:

*Proposers may select any numbering mechanism for the proposal. The entire proposal however, must be paginated.
Complete both columns only if the proposal is numbered consecutively.
NSF Form 1359 (10/99)




New Directionsin Cryptography for Electronic Commerce
M. Franklin

PROJECT DESCRIPTION
1. Objectives and Significance

One of the main objectives of this proposd isto help advance our state of scientific
knowledge for e-commerce security. This objective is of course directly linked to my
persona research agenda. What is equaly clear to meisthat this objectiveis crucid to
my educational agendaaswell. | fed that there are tremendous pressures these days to
commercidize any good idea— and many mediocre ones -- in e-commerce security. Asa
consequence, many promising research results never gppear in scientific conferences or
journals. Many good students are lost before they finish their degrees, or never bother to
enroll. Part of the problemisthe lure of industry, but there is a corresponding failure of
the univerdtiesto provide a sufficiently attractive dternative. A science of e-commerce
Security, rather than a mere collection of profitable business ideas, may contribute
towards such an dternative. If thereis more of a solid foundation to the area, then more
students may decide that their best long-term dtrategy is to ground themsdlves thoroughly
in this new knowledge.

E-commerce will be adominant force in our economy over the next decade. How can we
ensure that security will be handled properly, or that privacy concerns will be addressed
suitably? Perhaps the best insurance isto see that the right ways of thinking about these
problems are inculcated in the widest possible manner to our newest computer scientists
and software engineers. Important cryptographic techniques and security ideas must not
be left in the hands of a small group of researchers and consultants or they may not be
deployed appropriately. When the ethical dimensions of privacy technology are factored
in, then the urgency of this educationd task becomes even clearer. Itismy desireto help
ingtill in the next generation of computer professionads what they need to know to make
e-commerce a success, commercially and culturaly.

| hope to bridge a gap between academia and industry through my proposed activities. |
fed that | am uniquely quaified to do this, Snce | was a severd fird-rateindudtria
research labs for many years, and since my work in secure e-commerce spans the
theoretica (modes and proofs) and the practical (experiments and prototypes). Through
research collaborations, and the development of symposia, | will help to improve the
lines of communication with industry. Thiswill have many positive benefits, because it
will feed back on the quality of the research problems that | work on with my students,
and because it will directly impact the development of my course curricula. | have often
found my industrid research colleagues eager to find good graduate students that they
can influence with the research questions that have arisen through their practicaly
motivated work. Thiswill help my industry-bound graduate students by guiding them to
fruitful problems that will be considered practicaly sgnificant aswel as scientificaly
sound.



| dso expect this plan to have sgnificant impact internationdly through collaboration
with foreign researchers. For example, | have recently joined in a proposd to the South
Korean Information Technology Research Center to study secure protocols for e-
commerce with Professor Kunsoo Park at Seoul Nationd University. |If that proposd is
accepted, then the cost of some vigits and seminarsin South Koreawill be subsidized by
the ITRC That would dovetall very naturdly with the 5-year plan that | outline here. |
expect to make smilar connections with my current and future collaborators around the
world.

2. Reation to Current State of Knowledge

There are anumber of researchers now working on problemsthat | consder related to
secure e-commerce. However, as| have sated above, the aggregate looks more like a
bundle of clever and profitable ideas than a true scientific discipline. Thisisnot a
criticiam of how the research community has proceeded so far, but rather aredigtic
reflection of the current state of knowledge. The purpose of my five-year plan isto help
lay the groundwork for the fidld to mature into ascience. By heping to train the next
generation of researchers, and by working on topics where degper connections might be
found, | propose to help move the field toward this god.

There are by now a number of university coursesin cryptography and security (see, eg.,
http://avirubin.com/courseshtml for arecent compilation). Thereisaso an emerging
callection of university coursesin e-commerce, offered primarily by Computer Science
Departments and Business Schools. However, there are relatively few courses that focus
Specificaly on security for e-commerce. My proposed curriculum development will help
meet this need.

My proposed symposiawill address the lack of specidized meetings for researchersin
the area of secure e-commerce. Some of this research gets reported at more genera
conferences and workshops for cryptography (e.g., Crypto, Eurocrypt, Asiacrypt,
Financia Crypto), security (e.g., IEEE Oakland, ACM Computer and Communication
Security), or e-commerce (e.g.,, ACM E-Commerce Conference). There have been
occas ond workshops on topics related to security in e-commerce, e.g., an upcoming one-
day workshop in Greece in November 2000. There have aso been occasiond invited
talks and panels on e-commerce security at other conferences. However, thereis much
work to be done to create the right scientific meeting grounds for simulating future
development. My symposiawill contribute to this field-building process, by offering
sharply focused agendas that will draw together like-minded researchers.

There are some interesting start- up companies working on some aspects of the problems
that | will be considering, eg., Zero Knowledge Systems, E-Cash Technologies,
VoteHere.net, and Intertrust, to name afew. Some of these start-ups are doing exciting
cutting-edge work. However, many of the underlying cryptographic idess thet are being
implemented were first conceived at least ten years ago. | hope to establish collaboretive
tiesand mutudly profitable did ogues with rdlevant Sart-ups whenever appropriate.



3. Outline of Plan of Work

Year 1 |Year2 |Year 3 |Year4 | Year 5
Graduate
seminar X X
Undergrad
lecture class X X
Scientific
symposia X X
Research and
collabor ations X X X X X

| plan to create and teach graduate seminars at U. C. Davis on security in e-commerce
that will focus on new research topics. The goa will be to lead graduate students as
quickly as possible to the frontiers of our knowledge, and help guide the search for
possiblethesisdirections. | dso plan to create and teach undergraduate courses that
survey a broad range of topics related to e-commerce security, both theoretical and
practicd. Theideaisto give afamiliarity with awide variety of tools and idess.

| plan to organize and chair two scientific symposa These will be haf-day or full-day
programs of talks from leading researchersin the fidd of secure e-commerce. | will
model these on the symposium that | am chairing for the AAAS Annua Meeting (San
Francisco, February 2001 on “Mathematica aspects of intellectua property management
on the Internet. My future symposiawill focus on other topics in secure e-commerce that
deserve a closer look by the research community and the broader public.

Throughout the five years, | plan to conduct my own research agendain secure e-
commerce. The research will proceed with students and colleagues at U.C. Davis, aswell
as with students and colleagues at other universities and indugtrid research labs. The end
products of this research will include papers for recognized scientific conferences and
journas, and invited talks when gppropriate to announce new results.

My research will dso culminate in new experiments, prototypes and implementations. In
my research to date, | have tried to include this practica dimension whenever possible. |
have found it to be an excellent communication tool, as well as a means to probe deeper
into a problem space. Secure e-commerce research lends itsdlf to this practica dimension
quite wdl. Inthe Summary of Prior Research, | discuss a number of my resultsin the
area of secure e-commerce that benefited in thisway.

Therest of this plan of work will discuss the four main areas on which my research will
focus: secure multi-party protocols in e-commerce, anonymity and privacy mechanisms
in e-commerce, fraud detection and prevention in e-commerce, and secure content
digribution mechanismsin e-commerce. | have severd reasonsfor this selection. Firdt,
they are dl areasin which | have dready made significant contributions, as discussed in
the section on Prior Research. Second they are dl areas, which | believe are ripe for



future progress. Third, | believe there are degper connections to be found by combining
ideas from these areas

3.1 Plan of Work for Secure Multi-Party Protocolsin E-Commerce

The idea of secure multi-party protocols (or secure distributed computation) is an

important cryptographic notion that has emerged over the past fifteen years. Powerful
compl eteness theorems developed in the late 1980's [GMW87, BGW88, CCD88] showed
how any function can be cooperatively computed when the input is divided among

mutudly misrustful parties. If there were afully trusted neutrd party, then dl of the

mutudly mistrustful parties could Smply give their secret inputs to the neutrd party to
compute on their behdf. Thus these completeness theorems can be viewed as providing
amulti-party protocol that in some sense smulates a fully trusted neutral party.

There are two main fault models (also caled “ adversary settings’) that are considered. In
the “passve fault” setting (adlso called “honest-but-curious’), dl parties follow the
protocol faithfully, but later some subset of the parties pool their information (private
inputs, local caculations, transcript of incoming messages) in an atempt to learn
something new about the other parties private inputs. In the “active’ fault setting (also
cdled “Byzanting”), some subset of the parties deviate from the protocol in an arbitrarily
malicious and coordinated manner, in an atempt either to learn something new about the
other parties private inputs, or to prevent the other parties from computing the function
correctly.

The maximum possible fault tolerance achievable through these compl eteness theorems
depend on the adversary setting and on the communication modd for the participants.
There are afew main communication models that have been consdered. For example, in
one important setting, each pair of partiesis connected by a private and authenticated
channe. In this setting, less than one-hdf of the parties may be passve faults, or less
than one-third may be active faults. If dl of the parties dso share an authenticated
broadcast channd, then less than one-haf of the parties may be active faults. These
particular results are sometimes caled “unconditiond” or “nontcryptographic” because
the protocols make no cryptographic hardness assumption (encompassing such an
assumption in the private channels mode of communication).

Although quite powerful, these completeness theorems can be somewhat inefficient to
usein practice. The protocols are in the form of “meta-protocols’ that work from a
arcuit-level description of the function to be computed. Here the basic gates of the
circuit may be arithmetic (arbitrary fan-in addition and 2-ary multiplication over afinite
fied) or Boolean (NOT gates and 2-ary OR). The bit complexity of the resulting
protocol is at best proportiona to the number of basic gatesin the circuit, while the round
complexity isat best proportiond to the depth of the circuit. Thisisunwieldy for many
functions of practical importance. For example, imagine the number of basic gatesin a
circuit to compute an RSA key (for distributed key generation).



Fortunately, we do not dways have to rely on the meta-protocols directly. For example, |
have found an especidly efficient secure multi-party protocol for computing an RSA key.
This protocol is based in part on ideas and techniques from the compl eteness theorems,
but it dso introduces new ideas to achieveits speed. Thiswork is described in more
detall in the Summary of Prior Research.

| fed that thereis gtill alot for usto learn about the proper application of these genera
completeness theorems. In particular, we should continue to look for efficient specid-
purpose protocols for functions of practical importance. This has been successful for a
number of specific functions of importance to e-commerce, including secure auctions,
key escrow agencies, certification authorities, fair exchange protocols, and secret ballot
eections. | list some of my contributions to these areas in the Summary of Prior
Research.

One exciting areafor future investigation is to condder variations on the standard
communication model. The great success of threshold cryptography [Des94] restsin part
on the efficiency of the “combiner modd” of communication. For example, to Sgna
message, each key-share holder amply sends one message to a neutral combiner who can
then compute the sgnature while learning nothing useful about the key-shares. A related
mode for genera secure computation in athree-party scenario is described by [FKN94].
It isinteresting to explore communication petterns and trust assumptions that can lead to
efficient protocols for pecific functions of importance to e-commerce. This becomes
especidly intriguing if the messages could be piggybacked on preexisting protocols with
meatching communication patterns that would be executing anyway (e.g., SSL, or various
payment schemes).

One important new application areafor future research is the design of secure agents for
autonomous e-commerce. In principle, an agent could be programmed on your behalf
with al of your consumer preferences, negotiating strategies, and payment methods.
This agent could then go out and shop on your behaf. In the process, it might interact
with a number of other agents acting on the behaf of businesses and organizations. It
might enter into aliances with other consumer agents to negotiate group discounts.

There are avariety of privacy and security issues here. These kinds of interactions can be
modeled as secure multi- party protocols. Theoreticdly, then, these agent interactions
could be implemented using the generd completeness results, but the result would be far
too inefficient. Some progress towards more efficient solutions has been made by others
(e.g., [ST98, CCKM2000Q]), but much remains to be done.

Ancther important direction is the search for new adversarid models that are relevant for
secure e-commerce. Rdatively unexplored adversaria models might need to be
considered in greater depth, e.g., faulty partiesthat are “malicious but rational” [Nis99,
MT99], or “malicious but uncoordinated” [BFG+99] or “maicious but undetectable”’
[CO99].

1. Can agent-based autonomous e-commerce be redlized as efficient specia-purpose
secure multi-party protocols?



2. What other new applications of e-commerce can be redized as efficient specia-
purpose secure multi- party protocols?

3. What abstractions and models for e-commerce will lead to new completeness
theorems for secure multi- party protocol s?

3.2 Plan of Work for Anonymity and Privacy Mechanismsin E-=Commerce

It is common for a security application to be a protocol among different kinds of parties
with different security needs. In a secret ballot eection protocol, for example, there
might be voters and officia taliers and independent observers. The security
requirements for the voters are quite different from the security requirements for the other
kinds of parties. In particular, only the voters have atrue privacy requirement, i.e., their
individua votes must be protected from disclosure. Of course, the talliers and observers
have an indirect privacy requirement, in the sense that their actions must not disclose the
secret votes. That is an obligation imposed on them by the true privacy requirement of
the voters.

Many security gpplications for e-commerce have thisflavor. The privacy concerns of
ordinary consumers are by now well documented. Consumers are placed in avulnerable
position on the Web, faced with the disclosure of dl kinds of sengtive information: their
credit card numbers, buying habits, browsing patterns, and other vitd satistics. By
default, without an intelligent security design, sengtive information would flow directly

to the consumer’ s ISP, the merchant’ s web server, or other data aggregation points.

The solutions being proposed at the moment for this problem are changesin policy and
law. Certain kinds of data aggregation and data salling would becomeillegal, and deta
collection policies would have to be disclosed to consumers. Thisis an excellent first
dep to try to ded with avery difficult problem. In the long run, however, we will haveto
do better. Violations of these sorts of laws are difficult to identify, and difficult to
prosecute. Violators may hide across unfriendly national borders, or disappear and
reappear in the guise of anew business (“boiler-room” operations). It will dways be
difficult to prove that datawas mishandled. The law might be exercised occasondly,
eg., for sting operations, but the limited resources of law enforcement may not be able to
keep up with the data thieves.

Of course, it is possible to imagine the automated investigation and prosecution of data
laws. Thisisan intriguing research direction, which might yied payoffs in the near term.
There was recent progress along these lines by Narayanan Shivakumar, who designed
copy detection systems for text, audio, and video in his Stanford Ph.D. thesis.

However, there is another approach, which yields a more solid kind of protection for
consumers. If sengtive dataiis never disclosed in thefirgt place, then thereis no need to
worry about how that dataiis being used. We use the term “privacy mechanisms’ to refer
to cryptographic protocols that offer thiskind of protection for sengitive data. We usethe
term “anonymity mechanism” when the senstive data is the very identity of the

participant.



Anonymity and privacy mechanisms may be unconditiond, in the sense that there are no
circumstances under which the information could be reveaed without the explicit
cooperation of the participant. There are aso conditiona mechanisms. Some are
conditiond due to alimitation in the desgn methodology, e.g., a secret vote might be
reveded if two out of three of the tallying servers collude. Some are conditiona by
design, so asto offer a balance between the needs of society and the individud. Key
escrow mechanigms fdl into this category, as do variants more closdly related to e-
commerce scenarios (e-cash escrow, identity escrow, etc.). Other relevant mechanisms
include e-cash [Chaum82], group signature schemes [CvH91], anonymizing mixes and
remailers [Chaum85], and zero-knowledge proof techniques [GMR85].

Perhaps the quintessential unconditiona anonymity mechanism is* Chaumian e-cagh” in
dl itsvaridions. Thisisnot the direction that most Internet payment schemes have
taken, for avariety of reasons— technicd, economic, political. Given the growing public
concerns on privacy, it is possible that these kinds of mechanisms are worth a closer look.
Of course, it is possible to borrow from the spirit of Chaum’s pioneering work without
requiring unconditiona anonymity or unconditiond privacy. Mentioned above are the
so-cdled “escrow” mechanisms, where anonymity is completely preserved until
completdly revoked by an authority. By combining ideas from secure multi- party
computation, the escrow authority can be converted into a distributed escrow service for
which a quorum of authoritiesis needed. These kinds of baanced mechanisms are of
great potentia value. It isan important research problem to identify new kinds of
baances which would have societd benefit, and for which efficient mechanisms can be
congtructed. For example, there might be partia escrow mechanisms with subtle layers
or aspects of revocation requiring different trapdoor keysto expose.

| have become interested recently in “deniable payment mechanisms’. Thisisakind of
“receipt-freg’ payment mechanism. Theideaisto dlow payments of any amount, but to
do so in such away that the payer can never prove that a payment was made. Thisisa
new ideathat first arosein aradica proposd for campaign finance reform [AB9g], i.e, to
disrupt the market for politica influence by savering the connection between donor and
donation. Note that thisis not an anonymity mechanism, and in fact anonymity and
deniability are orthogona properties for a payment scheme. The proper modeling and
design of cryptographically strong deniable payment schemes turns out to be a
fascinating question that can be attacked using existing privacy mechanisms such as
efficient zero-knowledge proofs. Some progress has been made (in joint work with
Tomas Sander), but much remains to be discovered here.

There are new public key encryption schemes of Paillier and others with novel
homomorphic properties [Pai99]. That is, some kinds of computations can be performed
on encrypted data without decrypting the data, Smply by performing arithmetic
operations on the ciphertexts themsdves. In the past, homomorphic encryption schemes
have led to new designs for many anonymity and privacy mechanisms. It islikey that
these new kinds of schemes, based on new trapdoors for discrete log, will turn out to be
even more useful. It would be interesting to explore e-commerce gpplications of these



new encryption schemes. More abgtractly, it might be possible to find agenerd
classfication of homomorphic cryptographic primitives, and find generd theorems for
reductions among such primitives, and genera congructions for anonymity and privacy
mechanisms built from them. In the pagt, this line of research made use of ideas and
techniques from secure multi- party computation. | expect those connections to deepen.

It was stated earlier that the cryptographic approach could offer stronger privacy
guarantees to consumers than an gpproach based only on laws and policies. Whilethisis
true, thereis an intriguing research question that arises when considering the wesker kind
of privacy guarantee. Isthere away to store sendtive data so that “legitimate” database
queries can be efficiently performed, while unauthorized “ data mining” queries are
provably inefficient. For example, a collection of customer transaction records might be
atificialy expanded somehow into a massive dataset. If done cleverly, it might Hill be
possible to perform lookups on individua transaction records without much of aloss of
efficiency, say by probing some congtant number of locations in the massive dataset.
Then it might be possible to prove that atypica data mining operation, such aslinking
two or more records from the same customer, would provably require streaming through
mogt or al of the massve dataset. Of course, thisis far from an unconditiona
mechanism. One must Hill trust that the datais truly stored in this form, and not copied
elsawhere in amore manageable form. One must dso bdieve that sreaming through a
massive dataset is enough of a disncentive to protect the individud. But thisis just one
variation of aproblem within arich problem space, o0 it might prove to be relevant in
other related guises. Given the plummeting costs of digital storage, this problem space
seems ripe for exploration.

1. What new mechanisms for anonymity and privacy will help enable future e-
commerce?

2. What new balances between protection for individuas and society can be found?

3. What are the new directions, applications and abstractions for homomorphic
public key encryption schemes?

4. What are the new directions for databases that provably resst data mining?

3.3 Plan of Work for Fraud Detection and Prevention in E-Commerce

Much of the e-commerce currently being conducted over the Internet uses credit cards for
purchases. This may be adequate for higher priced items, but the overhead involved in a
single credit card purchase makes it completely inappropriate for small-valued purchases.
One of the technicd directions for smdl-valued purchasesis to have purchases be less
closdly audited for authenticity. Thisimmediately introduces the prospect of fraud, and
raises the question of how much fraud a given system design can tolerate.

Thereisagrowing awareness of the need for a more formd treatment of large-scae
fraud. Thisisatopic that has been touched upon by some individua researchers, but no
satisfactory trestment has emerged. To attack it properly may require a synthesis of ideas
from diverse areas. Y acobi [Yac99] has developed a cdculus of fraud andyss of awide
range of behavior for a population with partialy audited payment devices. While



intriguing and ambitious, it may not be complete in its current form. Jarecki and Odlyzko
[JO97] have a more complete trestment of a narrower fraud scenario involving partialy
audited payments. They andyze arandomized auditing strategy where the probability of
checking up onapayment is roughly inversdy proportiona to the purchase price. The
result is an attractive micropayment scheme.

Another direction for fraud prevention is the use of alightweight “cost function”. This
was origindly introduced by Dwork and Naor to discourage junk email (pam) [DN92].
Their ideawas to introduce a function that was more difficult to compute than to verify,
but without the kind of exponentia gap in effort that istypicaly desired for strong
sgnature or encryption schemes. Each piece of email needs to have a lightweight
“stamp” for ddivery to be accepted, which puts a szable computationa burden on the
junk emailer.

Asdiscussed in the section on Prior Research, | have gpplied lightweight cost functions
to the problem of detecting and preventing fraud in the visit logs of web servers. There
may be other gpplications of lightweight cost functions to e-commerce scenarios. There
may aso be intriguing connections between fraud res sance mechanisms and the ideas
discussed in an earlier section about resistance to data mining through massive datasets.

The trestment of fraud becomes even more chalenging for scenarios that dlow different
flavors of anonymity for participants. | expect there to be interesting connections
between my study of fraud and my study of anonymity and privacy mechanisms.

The trestment of fraud may have interesting connections to my research on secure multi-
party protocols, especidly in light of new adversary modd's such as *malicious but
rationd” or “mdicious but uncoordinated” or “madicious but undetectable’. The kinds of
misbehavior that are expected in fraud scenarios may fall into one or more of these
categories.

More generdly, it isintriguing to Speculate on the possibility of agenerd theory of large-
scae fraud detection and prevention. It islikely that idess from cryptography would play
arole, but other disciplines might be needed aswell. Economics and datistics are
obvious candidates. Large-scae dynamica systems and even biologica systems may be
useful, if only as metgphors and guiding examples. Other topics from computer science
might be useful in amore direct sense. For example, there is a branch of agorithmic
theory devoted to the competitive andysis of on-line dgorithms. Thistheory seeksto
bound the worst-case performance of an dgorithm over time in the presence of a
scheduling adversary that controls some of the inputs. The competitive andyssrefersto
ameasure of performance as aratio between actua results and ided (omniscient) results.
It may be possible to express agenerd class of fraud scenarios in this framework.

1. Canwe reach anew understanding of fraud in e-commerce by consdering new
adversaria models for multiparty protocols?

2. How do ideas from anonymity and privacy mechanisms impact the andyss of
fraud scenarios?



3. Canwefind new usesfor lightweight cost functions?
4. Canwe move towards agenerd theory of large-scae fraud detection and
prevention?

3.4 Plan of Work for Secure Content Distribution M echanismsin E-Commerce

The World Wide Web is an excdlent medium for ddlivering information and
entertainment to consumers. Unfortunately it can dso be a hogtile environment for the
protection of intellectua property. Whenever adigital work is rendered, its owners have
the right to expect gppropriate attribution and compensation. If unauthorized copying
and modification cannot be prevented, then the full potentia of modern digital delivery
systemswill never be met. The task of intellectud property management is especidly
difficult because sgnificant technologicd, legd and culture obstacles stand in the way.

A number of cryptographic techniques have aready been developed for dedling with the
technologica aspects of the problem, including the following mechanisms for the secure
digribution of digita content:

Watermarking, in which images (or documents, or software) are surreptitioudy and
unobtrusively dtered to produce acommon mark of ownership that could survive
copying (or even modification), to help resolve ownership disputes.

Fingerprinting, which is smilar to watermarking, except that each mark is different to
help trace illegd copying back to its source,

Broadcast Encryption, in which digital goods can reach alarge, targeted audience with
privacy and authenticity and efficiency, to help in subscriber-based business models such
as pay-per-view.

Trator Tracing, in which cryptographic keys are given unique fingerprints to help trace
illega cloning of decryption devices (piracy) [CFN94]. Theideaisto encrypt data so
that there are many decryption keysthat are functiondly equivaent but structuraly
digtinct. The motivating application is for broadcasting encrypted content to subscribers.
Each legitimate subscriber would have a set-top box with a unique decryption key init.
If asubscriber became a“traitor” and sold clones of his set-top box, then her identity
could be traced by examining the decryption key in any clone.

| believe that the connections between anonymity and privacy mechanisms and secure
content distribution mechanisms have not been adequatdly explored. The work of
Pfitzmann and others on anonymous fingerprinting schemes is an example of thiskind of
connection (e.g., [PS99]. Another exampleis very recent work by Glenn Durfee and me
on the application of zero-knowledge proof techniques to a new security problem that
will arise in future business-to-business e-commerce scenarios [DF2000]. | will now
describe thiswork in alittle more detail.

When distributing digita content, commercia solutions often begin with the notion of a
“digita contract” attached to a“ self-protecting document”. Theideaisthat the digita



contract expresses the terms and conditions under which a document may be viewed (or
printed, or otherwise rendered), and the self-protection eements help to enforce the
contract. Many attacks on such systems focus on wesknesses of the self-protecting
document, showing how contracts can be modified or severed from the content. We
dipulate that self-protecting documents are possible, and focus on a different security
issue: How will contracts for digital content get negotiated between middlemenin a
digtribution chain?

These middlemen may be re-packaging or enhancing asingle digita work, or bundling
together severd digitad works. Thereisanatura privacy requirement at work here,
because a businessman negotiating with a buyer will not aways want to expose the dedls
that he has aready made with his suppliers. If dl of these earlier negotiated terms are
reveded, then the busnessman is a a disadvantage in the new negotiations. Worsg, if
even the identities of suppliers are reveaed, the businessman might find that he has been
“digntermediated” by his buyer, i.e., cut out of the chain dtogether. Thereisdsoa
natura integrity requirement in these distribution chain scenarios. Termsthat are
negotiated into new contracts must remain faithful to restrictions and obligations of
earlier contracts. For example, expiration dates on adigital work should not get moved
ahead, and relevant payments and royaties should be honored.

Very dficient zero-knowledge proof techniques can be used to prove that a certain “fair
contract relation” dways holds. This approach balances the privacy and integrity
requirements of digtribution chain security. For efficiency, when the digtribution chains
arelong, we use neutrd entities called “contract certifiers’ that can verify these zero-
knowledge proofs without learning any sendtive terms of the contracts themselves. This
isthefirg step in aresearch program that will find other gpplications of anonymity and
privacy mechanisms to secure e-commerce scenarios.

The area of secure content distribution is atricky one to navigate, because some of the
camsare difficult to verify. For example, there have been alot of clams (and a number
of commercia products) for digital watermarking that can resst the attempts of a
malicious party that is attempting to removeit. However, thereis no credible schemein
the literature for which such a clam can be demongrated. The status of so-called sef-
protecting documentsis smilarly unresolved. If we areto arrive a a science of secure
content distribution, we must separate out what istruly achievable from what is merdly
fanciful. Thisis made more difficult by the fact that alot of potentidly good ideas may
be hidden in the form of proprietary data and patent submissions.

Another complicating factor isthat it may be difficult to specify the actud gods of the
participants in a secure content distribution scenario. For example, a content publisher
may sometimes want to tolerate or encourage smdl-scae piracy (beyond the “fair use”’
bounds), for reasons of publicity or goodwill. At the sametime, a publisher might want
to maintain the ability to crack down on piracy large or small, to set an example or thwart
aseriousthreat. This suggests a deeper connection between secure content distribution
and fraud detection and prevention.



1. What new mechanisms for secure content distribution will help enable future e-
commerce?

2. What new synergies can be found by bringing anonymity and privacy
mechanisms to content distribution scenarios?

3. What isthe foundation of the science of secure content distribution?

4. Relation to Career Goalsand Job Responsibilities

As aComputer Science professor at U. C. Davis, | will be responsible for developing
curriculafor undergraduate courses and graduate seminars. | will teach coursesthet are
based on ideas from e-commerce security. | believe that these courses would be quite
popular with awide variety of sudents a Davis. Teaching them would be rewarding for
at least two reasons. | have aways found it satisfying to teach courses that had practica
impact aswel asintrinsc interest. | have dso found that developing and teaching
courses, even a abadc level, has stimulated my research in exciting new directions.

The research symposia are not part of my job respongbilitiesin the narrowest sense.
Neverthdess, these activitiesfit in well with my professona gods. | want to emerge as
aleader inthisnew fidd of e-commerce security, so that | can help it grow and develop
in ascientificaly meaningful manner. 1 have had some experiencein this direction
dready. | have dready organized one symposium on e-commerce security (more
specificdly, on mathematica aspects of intellectua property management on the
Internet), to be held this coming February a the AAAS Annua Mesting in San
Francisco. | have aso helped to launch and expand a series of conferencesin Financid
Cryptography, serving as Program Committee member, Co-Chair, and Chair. Thishas
been a successful series of meetings among scientists, academics, bankers, lavyers, and
privacy advocates.

It isaso important for my professonal goals to have a strong research program on atopic
that isimportant and exciting. The cryptographic aspects of e-commerce security that |
have described in this proposa are agood fit with that god. Thusthis proposed plan of
work is closdy related to my goas and respongibilities. However, there is something
about thisfive-year plan that strengthens al of these activities through a conceptud
integration. By pursuing this plan, | will have the chance to dly my persona career gods
and job respongbilities in the service of the greater god of forwarding a science of e-
COmMmerce Security.

5. Summary of Prior Research and Education

| received aB.A. in Mathematics from Pomona College in May 1983, andan M.A. in
Mathematics from U. C. Berkeley in May 1985. After four yearsin industry, | returned
to Columbia University, where | received a Ph.D. in Computer Science in February 1994.
My Ph.D. thesis was on the “ Efficiency and security of digtributed protocols’.



| will summarize my research contributions to secure e-commercein the four main
technica areasthat | have dready discussed: secure multi-party protocols, privacy and
anonymity mechanisms, fraud detection and prevention, content distribution mechanisms:

5.1 My Prior Research in Secure Multi-Party Protocolsin E-=Commerce

Seded Bid Auctions: My work with Mike Reiter introduced the area of auctionsto the
security community [FR96]. We modeled the problem of conducting a secure seded-bid
auction as a digtributed multi-party protocol among bidding agents and auctioneer agents.
Our security modd included threets againgt the bidders, such as disclosing bids
improperly, misplacing bids, declaring the wrong winner, and so forth. We dso
addressad threats againgt the auction house, in particular the threet that the winning

bidder would default and refuse to pay. Our solution defended againgt dl of these threats
with anovd blend of known and new cryptographic techniques. To solve the winning
bidder default problem, we devised a scheme for the distributed escrow of digital cash, so
that every valid bid had to “ show the money up front”. To demondrate the practicdity of
this approach, we prototyped the system and took precise timing measurements. This
work was begun in the Fall 1994, and first presented in May 1995 (at the IEEE Oakland
Security Conference), well before auctioning on the Internet was established.

Threshold CA: Mike Reiter, Jack Lacy and Rebecca Wright and | gave the firgt
implementation of adistributed certification authority and escrow service [RFLW96].
We combined ideas from threshold cryptography in particular and secure multi- party
protocols in generd to achieve a design with strong security guarantees. User keyswere
escrowed as threshold shares among separate servers. Users had the option of recovering
their key directly, or having the escrow service use the keys on their behaf on a per-
sgnature or per-decryption basis. Once a user had escrowed a key with the service, the
sarvice would issue a public key certificate to the user. This aso used threshold
cryptography, to protect the highly sengtive root sgning key. The design was highly
tuned for maximum efficiency while ressting coordinated maicious atacks by users or
certification servers. The public key for the Omega certification service was ingtaled and
widely deployed in the first commercidly available browser to support outsde keys
(Netscape 1.2).

Digributed RSA Generation Dan Boneh and | showed how three or more parties could
efficiently generate a shared RSA key without trusting each other [BF97]. Thissolved an
open problem that goes back to Yao 1986 [Yao86]. Prior to our work, any system that
relied on threshold sharing to protect sensitive RSA keys (such as a distributed
certification authority) had to rely on atrusted dedler to initidize the system. Our

protocol for shared RSA key generation gives an dternative gpproach for handling highly
sendtive RSA keys, so that throughout their lifetime there is no single point of
vulnerahility to attack. Timing experiments have demongtrated the practicdity of this
approach: A 1024-hit RSA can be generated in less than 91 seconds by three Sun
workstations across alocal area network [MWB99].




Fair Exchange: Together with Mike Reiter, | introduced a new approach to the problem
of fair exchange between two mutually suspicious parties[FR97]. We devised the use of
athird party that was“ semi-trusted”, in the sense that it might misbehave on its own but
would never collude with ether of the two main parties. This enabled usto find
extremdy efficient and secure three-party protocols for fair exchange, which had
previoudy required either avery cosily two-party protocol, or a three-party protocol with
weeker security guarantees. Thiswork was a steppingstone for the security community
to the powerful notion of “optimigtic” fair exchange, where the third party is only needed
to resolve disputes. The recent work on fair exchange is an example of new adversary
models leading to breakthroughs in efficiency for an important security task.

Secret Ballot Election Rondd Cramer, Berry Schoenmakers, and Moti Yung and |
presented new secure multi-party protocols for conducting alarge- scale secret ballot
eection [CFSY96]. Thisisadifficult problem, because it blends privacy concerns for
the voter (to keep his vote secret), with rdiability concerns for everyone (to ensure that
thetdly isaccurate). Our agpproach was a sgnificant improvement over the most
efficient eection protocols known &t that time. The scheme was implemented
independently at severd universities and research labs. Although later schemes have
improved on our results, they continue to incorporate key festures of our design.

Congpiracy Start-Up: My work with Harry Buhrman et a. investigated one aspect of the
“malidous-but-uncoordinated” adversary setting for secure multi-party protocols
[BFG99+]. Specifically, we considered the * conspiracy start-up” problem that arises
when malicious but uncoordinated faults attempt to find one another surreptitioudy.

5.2 My Prior Research in Anonymity and Privacy M echanismsin E-=Commerce

Offline E-Cash: Mati Yung and | developed new directions for efficient “ off-line’
Chaumian e-cash [FY93]. A digital coin schemeis off-lineif only the customer and the
vendor need to participate in the purchase protocol, but not the bank or any other parties.
The concept and firgt constructions were due to Fiat, Chaum, and Naor [FCN88]. One
drawback of these early constructions was that the purchase protocol required a costly
cut-and- choose step, and the size of the coin was proportiona to the cut-and-choose
security parameter. Our work showed how to streamline the congtruction with a“single-
term” coin and asmplified purchase protocol. We dso gave the first forma definitions
for eectronic cash, which was cited as afoundationd contribution by Goldreich [Gol98].

Anonymous Authentication Dan Boneh and | suggested a new approach to anonymous
authentication and group signature schemes [BF99b)]. Thisisamechanism for proving
membership in agroup without reveding which group member it is. The exact identity
of the group member can only be reved ed with the use of a secret trgpdoor key (e.g.,
known to law enforcement). This mechanism has been cdled “identity escrow” to
emphasizeits close relation to key escrow. Thisisagood example of an anonymity
mechanism that blends some protection for the individua with some protection for

sodiety.




Recommendation Sysems: My work with Bernardo Huberman and Tad Hogg showed
how existing anonymity and privacy mechanisms could be gpplied to enhance the power
of online recommendation systems[HFH99]. Individuds are often reluctant to reved
their true preferences for a variety of reasons, eg., fear of ligbility, litigation,
embarrassment, or reprisal. Cryptographic techniques such as deniable signatures and
secure function evauation can help individuas overcome their rluctance. One new
scheme for “community discovery” adapted the cryptographic primitive of non
interactive oblivious transfer to let individuds efficiently distribute secret keys according
to the results of asurvey. Some of these ideas were prototyped at Xerox PARC for
indusion in a“shared bookmarks’ platform for web browsing.

5.3 My Prior Research in Fraud Detection and Prevention

Auditable Metering: Dahlia Makhi and | worked on the problem of fraud prevention for
web Stes[FM98].  We gtarted with the observation that visit logs for web stes were
stored insecurdly at the web stesthemselves. Since advertisers were beginning to pay
fees based on the number of hits, there seemed to be a great incentive for web stesto
tamper with the vigt logs. We devised a solution that did not require any change in the
existing infrastructure, and in particular used no cryptographic keys at al. Our gpproach
was to discourage large- scale fraud without preventing abuse on asmaller scale, atype of
security that had aready been introduced for combeting junk mail and for micropayment
schemes. A smplejava gpplet downloaded to the user’ s machine when she visited aweb
gte, and returned the result of a specia computation when she clicked awvay. The
duration of vigits could be estimated accurately from these results, and forgery in large
quantities required massive computationa resources. We prototyped our scheme to
demondirate its effectiveness.

5.4 My Prior Research in Content Distribution Mechanismsin E-Commerce

Traitor Tracing: Previous gpproachesto traitor tracing were combinatorial and symmetric
key, i.e, anumber of smple symmetric key encryption schemes were combined and each
user was given a particular subset of the keys. In recent work with Dan Boneh [BF994], |
helped develop a new approach that was agebraic and public key. That is, we devised a
new public key scheme with one encryption key and many decryption keys, based on the
hardness of the Decison Diffie-Helman problem (awell-known hardness assumption
related to the discrete log problem). By assigning decryption keys to users according to
an underlying Reed- Solomon error correcting code, the ability to trace atraitor is
guaranteed. Even if many traitors collude, tracing is guaranteed as long as the number of
tratorsis below athreshold design parameter.

Didribution Chain Security: Glenn Durfee and | introduced the problem of digtribution
chain security [DF2000] that was described in some detail in the Outline of Plan of Work.
Thisisan gpplication of very efficient zero-knowledge proof techniquesto a new security
problem that will arise in business-to-business content digtribution scenarios. We have
prototyped these ideas to demondtrate thelr efficiency.
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C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS) 1,715
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C) 23,290
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)
See Budget Justification $ 2,000
TOTAL EQUIPMENT 2,000
E. TRAVEL 1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS) 2,000
2. FOREIGN 0
F. PARTICIPANT SUPPORT COSTS
1. STIPENDS $ 0
2. TRAVEL 0
3. SUBSISTENCE 0
4. OTHER 0
TOTAL NUMBER OF PARTICIPANTS  ( 0) TOTAL PARTICIPANT COSTS 0
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES 500
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION 0
3. CONSULTANT SERVICES 1,300
4. COMPUTER SERVICES 0
5. SUBAWARDS 0
6. OTHER 4,965
TOTAL OTHER DIRECT COSTS 6,765
H. TOTAL DIRECT COSTS (A THROUGH G) 34,055
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
MTDC (Rate: 48.0000, Base: 27090)
TOTAL INDIRECT COSTS (F&A) 13,003
J. TOTAL DIRECT AND INDIRECT COSTS (H + 1) 47,058
K. RESIDUAL FUNDS (IF FOR FURTHER SUPPORT OF CURRENT PROJECTS SEE GPG I1.D.7.}.) 0
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K) $ 47,058|s
M. COST SHARING PROPOSED LEVEL $ 0 | AGREED LEVEL IF DIFFERENT $
Pl / PD TYPED NAME & SIGNATURE* DATE FOR NSF USE ONLY
Matthew Franklin INDIRECT COST RATE VERIFICATION
ORG. REP. TYPED NAME & SIGNATURE* DATE Date Checked Date Of Rate Sheet Initials - ORG

NSF Form 1030 (10/99) Supersedes all previous editions 1*SIGNATURES REQUIRED ONLY FOR REVISED BUDGET (GPG 11.B)



SUMMARY YEAR 2

PROPOSAL BUDGET FOR NSF USE ONLY
ORGANIZATION PROPOSAL NO. |DURATION (months)
University of California-Davis Proposed | Granted
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR AWARD NO.
Matthew Franklin
A. SENIOR PERSONNEL: PI/PD, Co-PI's, Faculty and Other Senior Associates NSRGunded Funds Funds
(List each separately with title, A.7. show number in brackets) CAL |ACAD |SUMR R‘*S%%SSSSPY gr%?ﬁ?fe%rﬂ)s i
1. Matthew Franklin - Acting Associate Professor 0.00| 0.00| 1.00/s 9,608 s
2.
3
4,
5.
6. (_ 0) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE) | 0.00| 0.00| 0.00 0
7.( 1) TOTAL SENIOR PERSONNEL (1 - 6) 0.00] 0.00| 1.00 9,608
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1.( 0)POST DOCTORAL ASSOCIATES 0.00/ 0.00| 0.00 0
2.( Q) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.) 0.00] 0.00] 0.00 0
3.( 1) GRADUATE STUDENTS 11,629
4.( 0) UNDERGRADUATE STUDENTS 0
5.( Q) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY) 0
6.( 1)OTHER 1,874
TOTAL SALARIES AND WAGES (A + B) 23,111
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS) 1,853
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C) 24,964
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)
See Budget Justification $ 2,000
TOTAL EQUIPMENT 2,000
E. TRAVEL 1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS) 2,000
2. FOREIGN 0
F. PARTICIPANT SUPPORT COSTS
1. STIPENDS $ 0
2. TRAVEL 0
3. SUBSISTENCE 0
4. OTHER 0
TOTAL NUMBER OF PARTICIPANTS ( 0) TOTAL PARTICIPANT COSTS 0
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES 500
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION 0
3. CONSULTANT SERVICES 1,300
4. COMPUTER SERVICES 0
5. SUBAWARDS 0
6. OTHER 5,213
TOTAL OTHER DIRECT COSTS 7,013
H. TOTAL DIRECT COSTS (A THROUGH G) 35,977
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
MTDC (Rate: 48.5000, Base: 28764)
TOTAL INDIRECT COSTS (F&A) 13,950
J. TOTAL DIRECT AND INDIRECT COSTS (H + I) 49,927
K. RESIDUAL FUNDS (IF FOR FURTHER SUPPORT OF CURRENT PROJECTS SEE GPG II.D.7..) 0
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K) $  49927s
M. COST SHARING PROPOSED LEVEL $ 0 | AGREED LEVEL IF DIFFERENT $
P/ PD TYPED NAME & SIGNATURE* DATE FOR NSF USE ONLY
M atthew Franklin INDIRECT COST RATE VERIFICATION
ORG. REP. TYPED NAME & SIGNATURE* DATE Date Checked Date Of Rate Sheet Initials - ORG

NSF Form 1030 (10/99) Supersedes all previous editions 2 *SIGNATURES REQUIRED ONLY FOR REVISED BUDGET (GPG II1.B)



SUMMARY YEAR 3

PROPOSAL BUDGET FOR NSF USE ONLY
ORGANIZATION PROPOSAL NO. | DURATION (months)
University of California-Davis Proposed | Granted
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR AWARD NO.
Matthew Franklin
A. SENIOR PERSONNEL: PI/PD, Co-PI's, Faculty and Other Senior Associates NSRGunded Funds Funds
(List each separately with title, A.7. show number in brackets) CAL |ACAD |SUMR R‘*S%%SSSSPY gr%?ﬁ?fe%rﬂ)s i
1. Matthew Franklin - Acting Associate Professor 0.00] 0.00] 1.00/s 10,089 s
2.
3
4,
5.
6. (_ 0) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE) | 0.00| 0.00| 0.00 0
7.( 1) TOTAL SENIOR PERSONNEL (1 - 6) 0.00] 0.00| 1.00 10,089
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1.( 0)POST DOCTORAL ASSOCIATES 0.00/ 0.00| 0.00 0
2.( Q) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.) 0.00] 0.00] 0.00 0
3.( 1) GRADUATE STUDENTS 12,211
4.( Q) UNDERGRADUATE STUDENTS 0
5.( Q) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY) 0
6.( 1)OTHER 1,968
TOTAL SALARIES AND WAGES (A + B) 24,268
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS) 1,955
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C) 26,223
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)
See Budget Justification $ 2,000
TOTAL EQUIPMENT 2,000
E. TRAVEL 1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS) 2,000
2. FOREIGN 0
F. PARTICIPANT SUPPORT COSTS
1. STIPENDS $ 0
2. TRAVEL 0
3. SUBSISTENCE 0
4. OTHER 0
TOTAL NUMBER OF PARTICIPANTS ( 0) TOTAL PARTICIPANT COSTS 0
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES 500
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION 0
3. CONSULTANT SERVICES 1,300
4. COMPUTER SERVICES 0
5. SUBAWARDS 0
6. OTHER 5,474
TOTAL OTHER DIRECT COSTS 7,274
H. TOTAL DIRECT COSTS (A THROUGH G) 37,497
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
MTDC (Rate: 48.5000, Base: 30023)
TOTAL INDIRECT COSTS (F&A) 14,561
J. TOTAL DIRECT AND INDIRECT COSTS (H + 1) 52,058
K. RESIDUAL FUNDS (IF FOR FURTHER SUPPORT OF CURRENT PROJECTS SEE GPG II.D.7..) 0
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K) $ 52058|s
M. COST SHARING PROPOSED LEVEL $ 0 | AGREED LEVEL IF DIFFERENT $
P/ PD TYPED NAME & SIGNATURE* DATE FOR NSF USE ONLY
M atthew Franklin INDIRECT COST RATE VERIFICATION
ORG. REP. TYPED NAME & SIGNATURE* DATE Date Checked Date Of Rate Sheet Initials - ORG

NSF Form 1030 (10/99) Supersedes all previous editions 3*SIGNATURES REQUIRED ONLY FOR REVISED BUDGET (GPG II1.B)



SUMMARY YEAR 4

PROPOSAL BUDGET FOR NSF USE ONLY
ORGANIZATION PROPOSAL NO. | DURATION (months)
University of California-Davis Proposed | Granted
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR AWARD NO.
Matthew Franklin
A. SENIOR PERSONNEL: PI/PD, Co-PI's, Faculty and Other Senior Associates NSRGunded Reqﬁgggesd By grant';téng;NsF
(List each separately with title, A.7. show number in brackets) CAL | ACAD |SUMR proposer (if different)
1. Matthew Franklin - Acting Associate Professor 0.00 0.00] 1.00/s 10,5933
2.
3
4,
5.
6. (_ 0) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE) | 0.00| 0.00| 0.00 0
7.( 1) TOTAL SENIOR PERSONNEL (1 - 6) 0.00] 0.00| 1.00 10,593
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1.( 0)POST DOCTORAL ASSOCIATES 0.00/ 0.00| 0.00 0
2.( Q) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.) 0.00] 0.00] 0.00 0
3.( 1) GRADUATE STUDENTS 12,821
4.( Q) UNDERGRADUATE STUDENTS 0
5.( ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY) 0
6.( 1)OTHER 2,066
TOTAL SALARIES AND WAGES (A + B) 25,480
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS) 2,053
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C) 27,533
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)
See Budget Justification $ 2,000
TOTAL EQUIPMENT 2,000
E. TRAVEL 1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS) 2,000
2. FOREIGN 0
F. PARTICIPANT SUPPORT COSTS
1. STIPENDS $ 0
2. TRAVEL 0
3. SUBSISTENCE 0
4. OTHER 0
TOTAL NUMBER OF PARTICIPANTS  ( 0) TOTAL PARTICIPANT COSTS 0
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES 500
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION 0
3. CONSULTANT SERVICES 1,300
4. COMPUTER SERVICES 0
5. SUBAWARDS 0
6. OTHER 5,748
TOTAL OTHER DIRECT COSTS 7,548
H. TOTAL DIRECT COSTS (A THROUGH G) 39,081
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
MTDC (Rate: 48.5000, Base: 31333)
TOTAL INDIRECT COSTS (F&A) 15,196
J. TOTAL DIRECT AND INDIRECT COSTS (H + 1) 54,277
K. RESIDUAL FUNDS (IF FOR FURTHER SUPPORT OF CURRENT PROJECTS SEE GPG I1.D.7.}.) 0
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K) $ 54277 s
M. COST SHARING PROPOSED LEVEL $ 0 | AGREED LEVEL IF DIFFERENT $
Pl / PD TYPED NAME & SIGNATURE* DATE FOR NSF USE ONLY
Matthew Franklin INDIRECT COST RATE VERIFICATION
ORG. REP. TYPED NAME & SIGNATURE* DATE Date Checked Date Of Rate Sheet Initials - ORG

NSF Form 1030 (10/99) Supersedes all previous editions 4*SIGNATURES REQUIRED ONLY FOR REVISED BUDGET (GPG III.B)



SUMMARY YEAR 5

PROPOSAL BUDGET FOR NSF USE ONLY
ORGANIZATION PROPOSAL NO. |DURATION (months)
University of California-Davis Proposed | Granted
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR AWARD NO.
Matthew Franklin
A. SENIOR PERSONNEL: PI/PD, Co-PI's, Faculty and Other Senior Associates NSRGunded Funds Funds
(List each separately with title, A.7. show number in brackets) CAL | ACAD |SUMR Re&“gféiﬁfy grﬁ?ﬁ?febﬁém)s f
1. Matthew Franklin - Acting Associate Professor 0.00 0.00 1.00/s 11,1233
2.
3
4,
5.
6. (_ 0) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE) | 0.00| 0.00| 0.00 0
7.( 1) TOTAL SENIOR PERSONNEL (1 - 6) 0.00] 0.00| 1.00 11,123
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1.( 0)POST DOCTORAL ASSOCIATES 0.00/ 0.00| 0.00 0
2.( Q) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.) 0.00] 0.00] 0.00 0
3.( 1) GRADUATE STUDENTS 13,462
4.( 0) UNDERGRADUATE STUDENTS 0
5.( ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY) 0
6.( 1)OTHER 2,170
TOTAL SALARIES AND WAGES (A + B) 26,755
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS) 2,155
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C) 28,910
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)
See Budget Justification $ 2,000
TOTAL EQUIPMENT 2,000
E. TRAVEL 1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS) 2,000
2. FOREIGN 0
F. PARTICIPANT SUPPORT COSTS
1. STIPENDS $ 0
2. TRAVEL 0
3. SUBSISTENCE 0
4. OTHER 0
TOTAL NUMBER OF PARTICIPANTS  ( 0) TOTAL PARTICIPANT COSTS 0
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES 500
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION 0
3. CONSULTANT SERVICES 0
4. COMPUTER SERVICES 1,300
5. SUBAWARDS 0
6. OTHER 6,035
TOTAL OTHER DIRECT COSTS 7,835
H. TOTAL DIRECT COSTS (A THROUGH G) 40,745
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
MTDC (Rate: 48.5000, Base: 32710)
TOTAL INDIRECT COSTS (F&A) 15,864
J. TOTAL DIRECT AND INDIRECT COSTS (H + 1) 56,609
K. RESIDUAL FUNDS (IF FOR FURTHER SUPPORT OF CURRENT PROJECTS SEE GPG I1.D.7.}.) 0
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K) $ 56,609 s
M. COST SHARING PROPOSED LEVEL $ 0 | AGREED LEVEL IF DIFFERENT $
Pl / PD TYPED NAME & SIGNATURE* DATE FOR NSF USE ONLY
Matthew Franklin INDIRECT COST RATE VERIFICATION
ORG. REP. TYPED NAME & SIGNATURE* DATE Date Checked Date Of Rate Sheet Initials - ORG

NSF Form 1030 (10/99) Supersedes all previous editions 5*SIGNATURES REQUIRED ONLY FOR REVISED BUDGET (GPG II1.B)



SUMMARY Cumulative

PROPOSAL BUDGET FOR NSF USE ONLY
ORGANIZATION PROPOSAL NO. | DURATION (months)
University of California-Davis Proposed | Granted
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR AWARD NO.
Matthew Franklin
A. SENIOR PERSONNEL: PI/PD, Co-PI's, Faculty and Other Senior Associates NSRGunded Reqﬁgggesd By grant';téng;NSF
(List each separately with title, A.7. show number in brackets) CAL | ACAD |SUMR proposer (if different)
1. Matthew Franklin - Acting Associate Professor 0.00] 0.00 5.00/s 50,128|s
2.
3
4,
5.
6.( ) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE) 0.00] 0.00] 0.00 0
7.( 1) TOTAL SENIOR PERSONNEL (1 - 6) 0.00] 0.00| 5.00 50,128
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1.( 0)POST DOCTORAL ASSOCIATES 0.00/ 0.00| 0.00 0
2.( Q) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.) 0.00] 0.00] 0.00 0
3.( 5)GRADUATE STUDENTS 61,198
4.( 0) UNDERGRADUATE STUDENTS 0
5.( Q) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY) 0
6.( 5)O0THER 9,863
TOTAL SALARIES AND WAGES (A + B) 121,189
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS) 9,731
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C) 130,920
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)
$ 10,000
TOTAL EQUIPMENT 10,000
E. TRAVEL 1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS) 10,000
2. FOREIGN 0
F. PARTICIPANT SUPPORT COSTS
1. STIPENDS $ 0
2. TRAVEL 0
3. SUBSISTENCE 0
4. OTHER 0
TOTAL NUMBER OF PARTICIPANTS ( 0) TOTAL PARTICIPANT COSTS 0
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES 2,500
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION 0
3. CONSULTANT SERVICES 5,200
4. COMPUTER SERVICES 1,300
5. SUBAWARDS 0
6. OTHER 27,435
TOTAL OTHER DIRECT COSTS 36,435
H. TOTAL DIRECT COSTS (A THROUGH G) 187,355
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
TOTAL INDIRECT COSTS (F&A) 72,575
J. TOTAL DIRECT AND INDIRECT COSTS (H + 1) 259,930
K. RESIDUAL FUNDS (IF FOR FURTHER SUPPORT OF CURRENT PROJECTS SEE GPG II.D.7..) 0
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K) $ 259930|s
M. COST SHARING PROPOSED LEVEL $ 0 | AGREED LEVEL IF DIFFERENT $
P/ PD TYPED NAME & SIGNATURE* DATE FOR NSF USE ONLY
M atthew Franklin INDIRECT COST RATE VERIFICATION
ORG. REP. TYPED NAME & SIGNATURE* DATE Date Checked Date Of Rate Sheet Initials - ORG

NSF Form 1030 (10/99) Supersedes all previous editions C*SIGNATURES REQUIRED ONLY FOR REVISED BUDGET (GPG II1.B)



New Directionsin Cryptography for Electronic Commerce
M. Franklin

Current and Pending Support

1. DARPA Grant #N66001-00-1-8921
“Secure Group Communications for Large Dynamic Codlitions’
Principa Investigator: Matt Franklin
Issuing Office: Space and Naval Warfare Systems Center, San Diego
Funding Amount from DARPA: $807,467.00
Matching Amount from Xerox: $807,467.00
Grant Term: April 19, 2000 — April 18, 2002

Note: | do not plan to continue as P.I. on this grant after September 2000. | am currently
discussing the possibility of continuing in some other capacity, e.g., as a consultant or
sub-contractor.



FACILITIES, EQUIPMENT & OTHER RESOURCES

FACILITIES: Identify the facilities to be used at each performance site listed and, as appropriate, indicate their capacities, pertinent
capabilities, relative proximity, and extent of availability to the project. Use "Other" to describe the facilities at any other performance
sites listed and at sites for field studies. USE additional pages as necessary.

Laboratory: Thereisample space available for this proposed project. No special facilities, other
than computer workstations, are necessary. The Department will provide Dr. Franklin
with a faculty office, aswell asresearch space for hisstudentsin the Computer
Science Theory Lab (Room 2235, Engineering | 1) or the Computer Science Security

Clinical:

Animal:

Computer:

Office:

Other:

MAJOR EQUIPMENT: List the most important items available for this project and, as appropriate identifying the location and pertinent
capabilities of each.

OTHER RESOURCES: Provide any information describing the other resources available for the project. Identify support services
such as consultant, secretarial, machine shop, and electronics shop, and the extent to which they will be available for the project.
Include an explanation of any consortium/contractual arrangements with other organizations.

NSF FORM 1363 (10/99)



FACILITIES, EQUIPMENT & OTHER RESOURCES

Continuation Page:

LABORATORY FACILITIES (continued):

Research Lab (Rooms 2244 and 2245, Ell). Existing workstationsin those labsare
available for the project, in addition to workstations that will be bought with Dr.
Franklin’s new faculty start-up funds.

NSF FORM 1363 (10/99)
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I am delighted to write a supporting letter for Professor Matthew K. Franklin. Professor Franklin has an
exceplional record in eryptography, computer security and efficient computer algorithms. Professor Franklin
received his Ph.D. in Computer Science from Columbia University in February 1994 and has been working in
industrial research labs since then (A.T.T. Research Labs and Xerox PARC.) He comes to us from the Secure
Documents Systems Group at Xerox Palo Alte Research Center (PARC). His work has paid particular attention to
security issues in electronic commerce, blending theory and practice. His background in cryptography, combined
with his industrial experience in security, make him uniguely talented to address many of the most difficalt and
nationally important issues of secure computing, e-commerce and secure computing/communication
infrastructure. Security is one of the major growth arcas in computer science, and central in our academic plan,
written in 1998, The security group at UC Davis is already strong and nationally recognized. Professor Franklin's
Career Development Plan fits perfectly with the overall educational and research plans of the department and the
nniversity.

Professor Franklin has been very active professionally. One of his most prestigious activities is serving as General
Chair of this year's CRYPTO conference, which is the most important conference in his field. Last year, Professor
Franklin served as the Program Chair of the Financial Crypto conference, another important distinction. In
addition o his superb research and professional record, Professor Franklin has taught or co-taught five courses at
Stanford University, Columbia University and New York University. We are quite impressed by Professor
Franklin's activities in teaching, while a member of industrial research labs.

Because of Professor Franklin's accomplishments and potential, the Department of Computer Science and the
College of Engineering are committed to helping him further his successful research program, and to develop his
teaching program at Davis. In addition to paying his full academic year salary, he has been given a gencrous
startup package. This consists of 540,000 of equipment funds; $25,000 in equipment matching funds; $6,000 in
travel and moving expenses; support for one graduate student for one year under a GAANN fellowship; support
for one graduate student for one year of non-resident mition fellowship; a reduction of one course for the 2000-01
academic year.

Overall, we are excited about having Professor Franklin as a member of our faculty. His proposed research has the
potential to achieve significant advances in cryplography and secure e-commerce.

The applicant received his Ph.D. in February, 1994, The official effective date of the applicant’s first tenure-track
appointment was July 1, 2000. The applicant does not hold tenure at University of California, Davis. I have read
and 1 endorse this Career Development Plan.

Dian Gusfield

Professor and Chair

Diepariment of Computer Science
University of Califomia, Davis
July 17, 2000



