Secure Mobile Ad hoc Network
A proposal for NISSC grants related to Homeland Security and Homeland Defense for the summer 2003 performance period

By Dr. C. Edward Chow
Summary


Mobile Ad-hoc Networking (MANET) is receiving growing attention as a means of providing communications in environments where there is no existing infrastructure.  First responders at a disaster site or soldiers in a battlefield must provide their own communications.  A MANET is a possible solution for this need to quickly establish communications in a mobile and transient environment.

A MANET has several security vulnerabilities.  This proposal will study these vulnerabilities and investigate possible solutions.  Closing these security vulnerabilities will influence the acceptability of a MANET for critical applications.

A secure MANET system, called SMANET, will be created.  SMANET will secure routing updates, enhance intrusion detection and respond to intrusion with an enhanced group key distribution scheme.

Vulnerabilities


A MANET node has several physical vulnerabilities.  It is lightweight in order to provide mobility and thus can be easily captured or tampered with.  Its battery limits its power supply and computation capability.  This leaves a MANET node prey to denial of service (DoS) attacks designed to diminish its power supply and overwhelm its computational capability.
The MANET network itself is mobile and transient with frequent changes in topology.  It lacks central control and depends upon cooperation between nodes.  These characteristics invite “man in the middle” or usurpation attacks where a rogue impersonates a trusted node.  A mobile attacker may seek out a MANET or lie in wait for it like a submarine in the path of a fleet.

By the very nature of the wireless medium, a transmission can be intercepted or jammed.  Passive attacks can occur from an eavesdropper who can decipher and compromise the transmitted information.

Active attacks can take many forms.  An impersonator or usurper may disrupt packet routing by sending misleading control information.  The attacker can create a “Black Hole” by advertising that it has the shortest path to a given destination and intercepting the packets sent to it.  The attacker may create routes that do not exist and overflow the routing tables.  Service may be denied by unnecessarily forwarding packets or requesting services. 

Proposal

A grant of $10,000 is requested for the computer science group lead by Dr. Chow to carry out the research and development of a secure MANET.  A $2,000 portion of the grant will be used for wireless equipment purchases to include a mobile computer and wireless 802.11 PCMCIA cards.

This study will investigate and develop methods of securing a MANET from the most ostensible forms of attack.  These security methods will include authenticating routing updates, erecting a wireless firewall, detecting wireless intrusion attempts and responding with group rekeying measures designed to isolate the attacker.
· Authentication of Routing Updates
A wired production network normally employs community strings, firewalls and filtering mechanisms, such as BGP4, to prevent unauthorized updates to its routing tables and policies.  Such mechanisms to prevent unauthorized routing updates are not commonly employed in wireless MANET networks.

This study will investigate and analyze the Secure Ad-hoc On Demand Distance Vector (SAODV) protocol [Zapata2001].  SAODV is an extension of AODV that employs signatures or message digests to secure routing updates [AODV, PBD2002].  These extensions provide integrity, authentication and non-repudiation for the routing mechanism.  The investigation will determine the compatibility of SAODV with a group key management scheme. 

· Wireless Firewall
At the perimeter of a wired network, a firewall is established at the gateways or entry points to the network.  In a wireless network, the perimeters and links are constantly shifting and every node is a potential entry point.  Hence, every node of a SMANET must contain a firewall that acts as a first line of defense against intrusion.  This firewall must act as a filter to identify packets, permit bona fide packets and block packets that emanate from rogue nodes.
A Unix firewall will be implemented with a packet filter to permit bona fide packets and route suspect packets to an intrusion detection system (IDS).

· Intrusion Detection & Isolation Protocol (IDIP)
An intrusion detection system (IDS) for a wired network normally is focused on detecting external threats.  The detection of a rogue host or node is usually an issue for physical security personnel.  In contrast, MANET intrusion detection systems must place a priority on the detection of a rogue or “man in the middle” attacker.  A MANET IDS must detect such threats since the capture or compromise of a single node can compromise the entire MANET.  A possible response to a compromised node may be the redistribution of a new group key to the remaining nodes.
An Intrusion Detection and Isolation Protocol (IDIP) will be implemented [IDIP].  This study will identify characteristics of known wireless attack signatures.  The signatures to be gathered include those of “Black Hole” attacks, routing table overflow attacks, and certain DoS attacks.  These signatures can be stored in a database and used for identifying future attacks.

Snort, a highly-capable and flexible freeware-based software package will be programmed with the identified attack signatures to detect intrusion [Snort].  Snort will be used as an IDIP trigger to initiate a response to the intrusion.  That response may include the distribution of a new group key to the remaining nodes of the MANET and updates to the wireless firewalls.
· Group Key Distribution
A key can be used to authenticate a packet.  A group key can be distributed to the nodes of a MANET to allow the authentication of routing updates.  When a node is captured or the original key is compromised, then a group re-keying scheme is used to redistribute a new key to the remaining nodes of the MANET.
We will install and study software packages that implement security policies through the distribution and use of group keys.  The Antigone secure group communication system from the University of Michigan and the Keystone key tree management service from the University of Texas at Austin will be installed and studied in our laboratories [Antigone, McDaniel2001, ZLL2003].
· Field Tests
Field tests of the secure MANET will be conducted to integrate the authentication, IDIP and group rekey capabilities.  We will subject the SMANET to wireless attacks to measure its ability to identify the attack, select the proper response and issue a group rekey operation if necessary.  The test scenarios will include the capture and compromise of a node or key.  The intrusion methods will include the “Black Hole” attack and false advertisements designed to induce a routing table overflow.

Our metrics will measure the ability of the SMANET to respond by isolating the attacker, redistributing a new group key quickly to the trusted nodes and restoring the correct routing tables.
Current Research Capability

In the UCCS Computer Science Network Laboratory, we have implemented networks and test beds that provide us with the experience we need to understand how to deliver reliable and secure network services to the hostile operating environments faced by first responders and soldiers.
We have a wireless security network comprised of a Cisco Aironet 1200 access point with clients and servers to implement PEAP and TTLS authentication protocols.  Several 802.11(b) nodes comprise a MANET based on the Ad-hoc On-demand Distance Vector (AODV) protocol.  One of these nodes is a gateway that provides Internet access as well as DHCP and address translation services to the other wireless nodes.  This MANET will be used to evaluate multiple path wireless routing protocols.  Over the wireless networks, we have conducted experiments to evaluate the performance of VoIP using both 802.11(a) and 802.11(b) data link protocols.


We have a 4-node MPLS and VPN test bed that provides QoS and IPSec-based secure communications.  It is currently being used to experiment with the iSCSI protocol for secure storage networking.

For network survivability, we have designed and developed fast network restoration algorithms and implemented simulators for comparing several state of the art survivable architectures.  Among these architectures is a high availability content switch system that uses a heartbeat protocol to monitor the availability of the content switch and uses the “mon” software package to monitor the health status of the back end servers.  The heartbeat and mon software can address the fault tolerance issue in secure group communications systems.
For intrusion detection, the content switching system can examine the headers and contents of the packets as they traverse the network.  Our current research topics that address intrusion detection include:

· BIND dynamic update with OpenSSL

· Autonomous Anti-DDoS network (A2D2) [Cearns2002]
· A2D2 version 2.0 with Intrusion Detection and Isolation Protocol (IDIP).
Security Related Areas

We will investigate topics in the area of “Decision Management and Control” and deal with situations involving: 

· Communications, including networks, infrastructures and 1st responder systems.

· Emergency preparedness.

We will also investigate Cyber-security and Information Protection and deals with the following sub-areas:

· Computer network security
· Wireless security
· Cryptography, encryption, authentication

· Information Assurance.

To Be Accomplished

This project will create SMANET, a secure wireless group communication system.  This system will ensure that information is distributed in a secure, reliable and efficient manner and in accordance with the security policies in effect.

Project Personnel

The people who will complete this project will include Dr. C. Edward Chow and his students of the Department of Computer Science at the University of Colorado at Colorado Springs.
Timeframe
	Timeframe
	Task to be completed

	6/02/2003 – 6/30/2003
	Design & implement SAODV routing authentication system.

	7/01/2003 – 7/31/2003
	Implement wireless firewall with packet filtering.

Determine attack signatures and program Snort IDS.

Install & test Antigone & Keystone security systems.

	8/1/ 2003 – 8/31/2003 May extend to Fall 2003
	Create test support and benchmark software.
Conduct SMANET field trials.
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