Enhancing the Security, Effectiveness, Capability of Collaborative Software for First Responder

A proposal for NISSC Grants related to Homeland Security and Homeland Defense
By C. Edward Chow and Charles Benight
We propose the research and development project on “Enhancing the security and effectiveness of groupware for first responder”.  The idea is to design a framework for enhancing the security and effectiveness of the collaborative software tools for first responders. An application of such framework will be enhancing existing instant messenger and multimedia conferencing system. 
For security, we propose to use Antigone framework [McDaniel2001] for the design secure group policies for first responders. The secure group communication will be enhanced with the security model such as Bell LaPadula Model [BL73, BL75] so that only persons with proper security clearance or category can see the documents or information distributed. Reliable communication protocol [RMP] will be used to ensure the delivery of important messages. Survivability is a crucial requirement for the environment where the first responders operate. We will examine the fault tolerance issues in the secure group communication system.
The ability for first responders to utilize secure and efficient groupware will be significantly determined through interactions between environmental conditions (e.g., hazard factors), social psychological variables (e.g., perceived group norms relating to the utility of this technology), and psychological factors (e.g., perceived mastery over using the technology).  Specifically, this proposal will investigate the perceived norms and capability for utilizing the new technology and how this influences security factors and ability to use the groupware.  This will be tested under non-stressed and stressed conditions.  
A grant of $10,000 is requested, with $6000 for the computer science group lead by Dr. Chow to carry out the research and development of related secure groupware for first responders, and $4000 for the psychology group lead by Dr. Benight for designing the experiments to evaluate the effectiveness of the enhanced groupware and their impact on the operation of first responder.

1. Related works

2. Broader Impact 

3. Plan of work

We will first install and study Antigone version 2.0.11 software package from university of Michigan on our lab machines.  It includes source code of  the antigone framework for building secure group policy, and enhance secure groupware such as white board, icq, AMirD mirror file systems. We will also obtain a copy of Keystone scalable and reliable key management service from University of Texas at Austin and see if we can integrate it with Antigone or improve Antigone’s group rekeying scheme [ZLL2003].  
After studying the software architecture and source code of Antigone software package, we will see how it can be enhanced with Bell Lapadula security model.  The resulting secure groupware will be embedded with the data collection and analysis code for monitoring the usage by the first responders.  Through field trials and mock exercises, we hope to collect information on how effective are those collaborative software and improve their performance. 
[Psychology plan, field trial?]

4. Metrics for Evaluating the project
The response time and user friendliness of the secure groupware including white board and icq. 

Incidences of security breach. 

Bandwidth utilization and processing overhead.
5. Answers for Questions in Proposal Requirements
What research capability currently exists related to the proposed work?

In Computer Science Network Lab, we have built a 4 node MPLS-VPN testbed and experimented with iSCSI protocol for secure storage networking.  The testbed provides Quality of Service and IPSec-based secure communications.  The experience help us understand how to provide reliable  and secure network services to critical operating environment faced by the first responders.  It is also envision that wireless network plays a very important in such environment. We have setup a wireless security network with  Cisco Aironet 1200 AP and currently experimenting with PEAP/TTLS authentication protocols. We also conducted experiments to evaluate the performance of VoIP over both 802.11a and 802.11b wireless networks.  For network survivability, we have designed and developed fast network restoration algorithms and implemented simulators for comparing several state of art survivable architectures.  We also developed high available content switch system which uses heartbeat protocol to monitor the availability of the content switch and use the mon software package to monitor the health status of the back end servers. The heartbeat and mon can be used to address the fault tolerance issue in secure group communication systems. With the content switching, we can also examine the headers and content of the packets whiel they traverse within networks. Curerntly we have research topics investigating  “BIND dynamic update with OpenSSL”, “Autonomous Anti-DDoS network (A2D2)”, “Autonomous Anti-DDoS network V2.0” and “Multiple path routing”.
2. What security-related area(s) will be investigated.
We will investigate topics in the area of “Decision management and Control” and deal with situation of 
· Communication; e.g., network, infrastructure, 1st responder system.
· Preparing for human casualties of terrorism.

· Trauma management

· Group dynamics
· Systems modeling and analysis

· Emergency preparedness.

We will also investigate Cyber-security and Information Protection and deals with the following subreas:

· Computer network Security,

· Wireless security.

· Cryptography, encryption, authentication

· Information Assurance.
3. What will be accomplished in the project?
We will accomplish the creation of a secure group communication system, which can ensure information are securely, reliability, and efficiently distributed according to security classification, and their sensitivities and categories. We will also collect important data on how first responders utilize secure and efficient groupware  and how the usage are impacted by the interactions between environmental conditions (e.g., hazard factors), social psychological variables (e.g., perceived group norms relating to the utility of this technology), and psychological factors (e.g., perceived mastery over using the technology).
4. Who will work on the project?
Dr. C. Edward Chow and his students of the Department of Computer Science  and Dr. Charles Benight and his students of the Department of Psychology at University of Colorado at Colorado Springs.
5. What timeframe the proposed work will be accomplished and the level of effort for each of the participants.
	Timeframe
	Task to be finished

	6/2/ 2003 – 6/14/2003
	CS: Install Antigone/Keystone and related groupware
CS and PS: Preliminary research; design group security policies for first responders

	6/14/ 2003 – 6/30/2003
	CS: Study source code related software package 
PS: Evaluate baseline performance without Bell Lapadula Security model

	7/1/2003 – 7/31/2003
	CS: Enhance Antigone with Bell Lapadula model. Implement ABLE versoin 0.1

PS: Design experiments. Suggest interaction to be monitored and data collection format. 

	8/1/ 2003 – 8/31/2003 May extend to Fall 2003
	CS/PS: Field trials. Obtain feedback and improving software performance. Release ABLE version 0.2
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