Enhancing the Security, Effectiveness, Capacity of Collaborative Software for First Responder

A proposal for NISSC Grants related to Homeland Security and Homeland Defense

We are  submitting a proposal to NISSC on “Enhancing the security and efficient of groupware for first responder”.  The idea is to design a framework for enhancing the security, effectness, and capacity of the collaborative software tools for first responders and large task forces. An application of such framework will be enhancing some existing  instant messenger and decision support system. 
For security, we propose to integrate the security model such Bell LaPadula Model  so that only persons with proper security clearance or category can see the documents or information distributed.  
The ability for first responders to utilize secure and efficient groupware will be significantly determined through interactions between environmental conditions (e.g., hazard factors), social psychological variables (e.g., perceived group norms relating to the utility of this technology), and psychological factors (e.g., perceived mastery over using the technology).  Specifically, this proposal will investigate the perceived norms and capability for utilizing the new technology and how this influences security factors and ability to use the groupware.  This will be tested under non-stressed and stressed conditions.  

Groupware such IM are limited to small number of participants.  To increase the capability and efficiency of the group communication, we propose to research group dynamic in the usage of groupware, apply the state of art behavior study results, and build middleware to filter, authenticate, aggregate, and distribute vast of information among a large group of participants. For demonstrating the research results, we propose to enhance the popular groupware such as instant messengers using the developed framework and integrate with the group dynamic  research results. 
