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By C. Edward Chow

IP multicast is an idea that has been around for a long time and has been put to increasing use. With this usage came varying demands  that resulted in efforts to make multicast work with protocols other than just IP. Quality of Service is one such demand.  The “Multi Protocol Label Switching” (MPLS) protocol is a relatively recent entrant that has gained wide spread acceptance for QoS in a unicast setting. The success of this protocol has resulted in attempts it to enhance it for a multicast setting. The “MPLS multicast fast reroute” [1] project is one such research efforts to integrate MPLS with multicast. 

Security in multicast is another important demand that is being addressed by several researchers[2]. MPLS enables physical control on the path a packet takes in a network (in addition to QoS), but does not address the concerns of security and authentication. The efforts to design new protocols for multicast resulted in several group security management protocols, like “Group Security Association Key Management Protocol ”(GSAKMP) and “Group Domain of Interpretation” (GDOI) -  Both based on the “Internet Security Association Key Management Protocol” (ISAKMP), which is the key management protocol used with the unicast “IP Security” (IPSec) protocol. These protocols are meant to handle the 'security policy management' part of secure communicatins in a multicast setting which is similar to what ISAKMP does in a unicast setting. IPSec is supposed to complement GSAKMP/GDOI/ISAKMP by actually codifying the security procedure. Since the demands for QoS and security are not mutually exclusive, there is a need to integrate MPLS with GSAKMP and IPSec. MPLS provides the QoS part. GSAKMP and IPSec provide security in a group communications setting .

We  propose to enhance MPLS with GSAKMP for secure QoS group communications. GSAKMP was preferred over GDOI beause it (GSAKMP) is more self-contained and designed for multiple-source group communications. GDOI is geared towards a one-source group communications scenario[3].  

A support of $10,000 is requested for this effort.

1. Related Works

The following software will be used in this effort.

linux-mpls-1.1[4] software which is an implementation of MPLS for Linux.

FreeS/wan-1.98 [5] which is an IPSec implementation for Linux. 

iSCSI initiator and target software for Linux [6]. This will be used as a test case for a secure QoS application. 

MPLS multicast fast reroute to understand how MPLS was enhanced for a multicast setting.

gsakmp [7] to beintegrated with MPLS.

Our own research efforts at integrating unicast IPSec and MPLS.

2. Broader Impact

MPLS and IPSec are protocols that exist between the IP layer and the data link layer. As such, these provide QoS and Security for ALL communications between hosts and are not restricted to specific applications on hosts. This helps create a simplified, generic framework instead of a clus(t)ter of applications.

3. Plan of Work

We propose to study what it takes to integrate MPLS with GSAKMP and IPSec to implement a secure,Qos interaction system for the linux platform. The ultimate goal is to get mpls-linux,gsakmp and FreeS/wan to support a group communcations scenrio. We will install gsakmp to study how the group key management works and how it interacts with IPSec. MPLS multicast fast reroute will be studied to understand how MPLS was enhanced for multicast. We will use this knowledge to integrate MPLS with GSAKMP (and IPSec) to come up with a secure, QoS group security management software. 

This setup will be tested in the context of group conferencing using Instant messengers and remote backups across this secure network, using multiple initiators (clients) and targets (server SCSI disks).

4. Metrics for Evaluating the project

The ability to have QoS in a secure group communications scenario

The flexibility to add/remove members from the group and still maintain security.

5. Answers for Questions in Proposal Requirements

1. What research capability currently exists related to the proposed work?

In the Computer Science Network Lab, we have built a 4 node MPLS-IPSec testbed and experimented with iSCSI protocol for secure storage networking. This testbed uses mpls-linux-1.1and freeswan-1.98.The testbed provides Quality of Service and IPSec-based secure communications in a unicast environment. This experience had helped us understand the interaction of the two different protocols – MPLS and IPSec (albeit in a unicast setting).

2. What security-related area(s) will be investigated

Our investigation falls in the areas of Cyber-security and Information Protection that deal with group communications. Related areas are

i)   Computer network Security,

ii)  Cryptography, encryption, authentication

iii)  Information Assurance

3. What will be accomplished in the project?

We will accomplish the creation of a secure group communication system on Linux, which can assure that information is securely communicated and efficiently managed and distributed per QoS specifications.

4. Who will work on the project?

Dr. C. Edward Chow and Murthy Andukuri  at the Department of Computer Science , at University of Colorado at Colorado Springs.

5. What timeframe the proposed work will be accomplished and the level of effort for each of the participants.

	Timeframe
	Task to be finished

	6/2/ 2003 – 6/21/2003
	Install “MPLS multicast fast reroute” and gsakmp.  Study the source code of each of these packages.

	6/23/ 2003 – 7/23/2003
	Enhance the MPLS code to work with GSAKMP. 

	7/23/2003 – 8/23/2003
	Configure a network for multicast communication. Test and debug the MPLS enhancements

	8/23/ 2003 – 8/31/2003
	Analyse results. Generate the report
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