1. Intrusion-Tolerant Architectures: Concepts and Design

http://citeseer.nj.nec.com/561906.html
Abstract: There is a significant body of research on distributed computing architectures, methodologies and algorithms, both in the fields of fault tolerance and security. Whilst they have taken separate paths until recently, the problems to be solved are of similar nature. In classical dependability, fault tolerance has been the workhorse of many solutions.
2. An Intrusion Tolerance Approach for Protecting Network Infrastructures

http://citeseer.nj.nec.com/cheung99intrusion.html
PhD thesis, DNS and routing.

3. DNS and BIND (intro)

http://portal.acm.org/citation.cfm?id=364414&coll=portal&dl=ACM&CFID=10558858&CFTOKEN=65845202
4. attack type definition language, new NIDS 

http://portal.acm.org/citation.cfm?id=319712&coll=portal&dl=ACM&CFID=10558858&CFTOKEN=65845202
Abstract: In this paper we present a new approach for network intrusion detection based on concise specifications that characterize normal and abnormal network packet sequences. Our specification language is geared for a robust network intrusion detection by enforcing a strict type discipline via a combination of static and dynamic type checking. Unlike most previous approaches in network intrusion detection, our approach can easily support new network protocols as information relating to the protocols are not hard-coded into the system. Instead, we simply add suitable type definitions in the specifications and define intrusion patterns on these types. We compile these specifications into a high-performance network intrusion detection system. Important components of our approach include efficient algorithms for pattern-matching and information aggregation on sequences of network packets. In particular, our techniques ensure that the matching time is insensitive to the number of patterns characterizing different network intrusions, and that the aggregation operations typically take constant time per packet. Our system participated in an intrusion detection evaluation organized by MIT Lincoln Labs, where our system demonstrated its effectiveness (96% detection rate on low-level network attacks) and performance (real-time detection at 500Mbps), while producing very few false positives (0.05 to 0.1 per attack).

5. symmetric-key cryptography on DNS

http://portal.acm.org/citation.cfm?id=501996&coll=portal&dl=ACM&CFID=10558858&CFTOKEN=65845202
Abstract: The Domain Name System (DNS) is a distributed database that allows convenient storing and retrieving of resource records. DNS has been extended to provide security services (DNSSEC) mainly through public-key cryptography. We propose a new approach to DNSSEC that may result in a significantly more efficient protocol. We introduce a new strategy to build chains of trust from root servers to authoritative servers. The techniques we employ are based on symmetric-key cryptography.

6. Intrusion Tolerance Approaches in ITUA (adapt)

http://citeseer.nj.nec.com/cukier01intrusion.html
Abstract: This paper presents an overview and the key aspects of the ITUA project. We will describe the kind of attacks we are considering, how unpredictability can be used for intrusion tolerance, the architecture of the intrusion tolerant system we are envisioning, and the protocols we are developing to obtain a group communication system that tolerates the intrusions specified in the ITUA project
7. ANODR: ANonymous On Demand Routing

http://citeseer.nj.nec.com/561100.html
Abstract: In hostile environments, the enemy can launch traffic analysis against interceptable routing information embedded in routing messages and data packets. Allowing adversaries to trace network routes and infer the motion pattern of nodes at the end of those routes may pose a serious threat to covert operations. We propose ANODR, an anonymous on-demand routing protocol for mobile ad hoc networks deployed in hostile environments. We address two closelyrelated problems:

8. wireless security IDS.

http://portal.acm.org/citation.cfm?id=345958&coll=portal&dl=ACM&CFID=10558858&CFTOKEN=65845202
Abstract: As the recent denial-of-service attacks on several major Internet sites have shown us, no open computer network is immune from intrusions. The wireless ad-hoc network is particularly vulnerable due to its features of open medium, dynamic changing topology, cooperative algorithms, lack of centralized monitoring and management point, and lack of a clear line of defense. Many of the intrusion detection techniques developed on a fixed wired network are not applicable in this new environment. How to do it differently and effectively is a challenging research problem. In this paper, we first examine the vulnerabilities of a wireless ad-hoc network, the reason why we need intrusion detection, and the reason why the current methods cannot be applied directly. We then describe the new intrusion detection and response mechanisms that we are developing for wireless ad-hoc networks.

9. Host side attack interception tools.

http://portal.acm.org/citation.cfm?id=508182&coll=portal&dl=ACM&CFID=10558858&CFTOKEN=65845202
Abstract: In this paper we present a tool designed to intercept attacks at the host where they are launched so as to block them before they reach their targets. The tool works both for attacks targeted on the local host and on hosts connected to the network. In the current implementation it can detect and block more than 70 attacks as reported in the literature.The tool is based on the idea of improving the overall security of the Internet by connecting disarmed systems, i.e., hosts that cannot launch attacks against other hosts. Such a strategy was presented in [4]. Here we present an extended version of the tool that has been engineered to consider a wide variety of attacks and to run on various releases of the Linux kernel and the experience learned in building such a tool. A protection mechanism of the tool itself that prevents its removal is also implemented. Experimental results of the impact of the tool on system performance show that the overhead introduced by the tool is negligible from the user's perspective, thus it is not expected to be a hindrance to the successful deployment of the tool.

