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The final major research theme in the proposed STC is efficient wireless security.  Security is a major problem in wireless systems.  Researchers at Virginia Tech and the University of Colorado at Colorado Springs have ongoing research in vulnerability analysis, security architectures for wireless and mobile systems, intrusion detection, and secure service discovery.  The STC will leverage this existing capability and collaboration with other researchers to investigate schemes to adapt radio resources and protocols to enable security – privacy, authentication, and intrusion detection – that are efficient with respect to system capacity, processing resources, energy, and spectrum utilization.  The STC will create a unique collaborative environment that builds on strengths across multiple institutions and that examines security in the context of system-level and cross-layer optimization.

Problems in Wireless Security

The lack of effective security is currently a major barrier to the pervasive use of wireless technology. Theft of service, intrusion and eavesdropping, and bans on the use of wireless technology are commonplace. Furthermore, the security has been provided in wireless systems largely as an overlay (e.g., through IP virtual private networks operated over wireless links) or as an afterthought (e.g., the late introduction of Wireless Protected Access into Wi-Fi, or IEEE 802.11 wireless local area networks.) We will view security as a “first-class citizen” in the wireless design space. Wireless security is uniquely difficult for three reasons. First, physical security is not possible as exposure vulnerabilities are inherent in wireless communication. Secondly, it is difficult to efficiently establish trust relations between end-user devices and network infrastructure in mobile environments. Finally, end-user devices are usually constrained with respect to processing capabilities and energy, which presents problems for cryptographic functions.
Recent and Current Research

Researchers at VT and UCCS have investigated network security, including wireless security, for several years.  This work is characterized by a strong analytical foundation coupled with experimental research.

Research at Virginia Tech has focused on vulnerability analysis, protocol characterization, and security architectures for wireless and mobile systems.  VT researchers developed the “Validation Exposure Randomness Deallocation Improper Conditions Taxonomy” (VERDICT) that integrates traditional vulnerability analysis with new vulnerabilities introduced by the wireless channel [Lough, 2000].  VERDICT has been used to analyze both the IEEE 802.11 standard [Lough, 2000] and the Bluetooth specification [Hager, 2003].  Both analyses confirmed previously known security flaws and, also, identified potential flaws that may exist in implementations that are still compliant with the standard.  The work on Bluetooth was extended to include experiments to demonstrate vulnerabilities in actual devices.

As part of a project funded by the Office of Naval Research, Virginia Tech has also done test bed and simulation experiments to analyze security alternatives for wireless backbone networks.  This work has considered security effectiveness and efficiency (network and processing overhead).  The work characterized the use of IP Security (IPSec) for securing backbone communication [Hadjichristofi, 2003] and the use of application-specific security in the Simple Network Management Protocol (SNMP) versus reliance on IPSec [Hia, 2001].  Based on findings from this work, new protocols and security architectures are being proposed and investigated.

Researchers at the University of Colorado at Colorado Springs have  previously focused on security in general networks, especially related to intrusion detection and firewall management [Julkunen 1998], and have considered the integrated problem of network reliability and security.  UCSC researchers have developed an automatic anti-distributed denial of service (anti-DDoS) test bed, called A2D2 [Angela2003].  Researchers are currently extending the ideas to include the Intruder Detection and Isolation Protocol (IDIP) for pushing back and isolating the intrusion and are exploring the use of alternate proxy servers and gateways for intrusion tolerance.  These studies include extending secure Domain Name Service (DNS) with indirect routing entries and the use of the Service Location Protocol (SLP) for locating proxy servers.  They are also investigating techniques for enhancing the security of mobile ad hoc network, including secure routing updates, enhanced IDS module with integrated adaptive firewall filtering and efficient group key distribution scheme for intrusion handing. Multiple path routing is being explored as a generic method for improving network security, reliability and bandwidth. 
Proposed Research

The substantial variations in the radio frequency environment, radio and processing resources, and application requirements lead to opportunities to apply adaptive schemes to improve security and efficiency.  The proposed STC creates a “critical mass” of research in wireless security and uniquely integrates security research with the full range of wireless technologies and systems.  STC researchers in all aspects of wireless technologies will view security as a “first-class citizen.”  The STC will leverage current research at VT and UCCS and will extend this research to four areas to address the challenges of wireless security.  We believe that these novel, integrative approaches to wireless security will lead to substantial improvements in capabilities and efficiency.

1. The STC will leverage work at UCCS to investigate viable techniques for efficient detection,  tracking, handling, and tolerance of intrusion in wireless systems, especially methods that leverage capabilities of the underlying physical layer.

2. The STC will leverage work at VT to investigate vulnerability and risk analysis to identify security problems and to identify tradeoffs between security and cost.

3. The STC will apply the principle of cross-layer optimization to investigate security mechanisms that allow the system to match security requirements and system resources to improve efficiency with respect to both overhead and energy.

4. The STC will investigate system models to evaluate the efficiency and effectiveness of wireless security mechanisms.  These models are important for analysis and simulation experiments to evaluate alternative approaches.  In addition, such models will form the basis of online algorithms to control security protocols and manage resources during system operation using cross-layer optimization.

Rationale for the STC for Wireless Security Research

The proposed STC is important to wireless security research and wireless security research is a critical ingredient to a comprehensive research center in wireless technology.  The STC will enable collaboration, to cross both disciplinary boundaries and institutional boundaries.  Integration of security research with other wireless research will improve the integration of security in the system leading to improved efficiencies and will ensure that security is considered in all appropriate aspects of wireless research.  Collaboration between VT and UCCS will build “critical mass” in security research, which is a prevalent problem in the security research community due to the limited number of researchers in the area.  Further, the STC will lead to increased capacity for security education.  Unlike existing programs at the NSF and at other agencies, the proposed STC will build infrastructure in security within a strong system context rather than as a stand-alone activity.  This integration is important to the realization of efficient security, especially in wireless, and to the effective education of the future workforce.
Long term wireless security research and education goals

The center's general long term research and education goals in the area of

wireless security include:

· Design and development of a new wireless protocol suite with seamless integration of efficient key management, authentication, intrusion detection and handling at various protocol layers, and with the emphasis that the security is the major consideration, not an after-thought;

· Integration and development of link-level and system level wireless network attack and defense simulation tools in the public domain (including those developed at Virginia Tech, and elsewhere) to provide a validated set of simulation tools that can be used to assess confidentiality, authentication, and availability mechanisms for secure wireless networks at the various protocol layers;

· Consolidation of existing wireless security testbed capabilities and expansion of these capabilities for hands-on experimentation and cross-validation of simulation and analytical methods;

· Integration of cross-layer security considerations in courses, that currently focus on providing security mechanisms at the individual network or higher layer, in order to increase student awareness of the security implications among layers.
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