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1. Project Goal
The general objective of the proposed project is to perform the research on the creation of a secure collective network defense system, which can tolerate Distributed Denial of Services (DDoS) attacks through secure Domain Name System (DNS) updates and alternate routes via multiple proxy servers with intrusion detection. 
A recent study conducted by the University of California, San Diego, detected approximately 12,805 Denial of Service attacks against more than 5000 targets during a three-week period in mid-2001. Even CERT, the authority that warns Internet users on security threats, fell victim to DDoS in May 2001. A recent consensus conducted by the SANS Institute on ``How to Eliminate the Ten Most Critical Internet Security Threats'', the number-one category of vulnerabilities on internet security reported by survey participants was BIND weaknesses [5]. BIND is the open-source software package that powers the majority of Internet DNS servers. The most prominent attack on DNS is the brief service disruption on the nine of the thirteen DNS root servers caused by DDoS bandwidth attacks October 2002. 
Recent work by Steven Cheung in University of California, Davis, presented a wrapper-based solution to protect DNS, and a detection-based message authentication scheme to protect routers [1].  Angela Cearns from University of Colorado, Colorado Springs, implemented an Autonomous Anti-DDoS network (A2D2) with SNORT Intrusion Detection System [6].
Through this project, we will design new critical network infrastructure and protocols that are capable of delivering secure, reliable, and highly available network services. A student support of $7,500 for Summer 2003 semester is requested.
2. Broader Impact

Network security has attracted a lot of attentions recently due to increasing frequency and severity of the threats. The recent attacks also reveal the fundamental security problems of today’s Internet: many of the protocols such as DNS and routing protocols were not originally designed with security as one of the basic requirements. It is very difficult to modify the existing protocols or network architecture without significant work.  At the same time, it also offers the proposed project an opportunity to create new security and reliable network protocols, and packet delivery systems. The research results and insights obtained from this project can improve the security of the networks and have a broader impact on the network architecture and the client side network software interface. 
3. Plan of Work

There are two basic approaches to defend the DDoS attacks: one is called intrusion tracking that tracks down and blocks the traffic generated from those infected machines, and identifies the mastermind intruder; the other is called intrusion tolerance that study how to tolerate intrusion and provides alternate routes for legitimate clients to access the victim site. 
The proposed research deals with the latter approach by designing new software modules and protocols for providing such alternate routes. By dividing the clients to come in through different proxy servers with intrusion detection devices, the proposed approach can also provide useful information for tracking down the intruder. 
One of the critical components in our secure collection network defense system is the shared usage of a collection of geographically distributed proxy servers, either provided by a service provider or contributed by each participating organization. When a site is attacked, its intrusion detection system will generate the security alarms and send secure DNS updates to the DNS servers of the client sites.  The secure DNS updates inform the clients to send packets through the designated proxy servers and hide the IP addresses of the alternate gateways of the victim site from the clients. Each designated proxy server knows the IP addresses of an alternate gateway of the victim site and relays the packets from the clients over an IP tunnel to the victim site. The designated proxy server is integrated with the intrusion detection system to detect and block potential DDoS attacks on these alternate gateways. 
The proposed secure DNS update design will create new DNS update protocol utilizing the Secure Socket Layer protocol for authentication and encryption [8]. The existing DNS servers need to be modified to save the new cache entries with the domain name and IP address of the victim host machine, and the IP address of the designate proxy server. The DNS name resolving library on a client machine needs to be modified to accept the new type of DNS query results, and sends packets through the designate proxy server. For the exploratory prototype, we propose to modify the popular BIND 9 DNS software package from Internet Software Consortium and modify SOCK protocol software package to work with the name resolving library [2]. 
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Graphic 1: DDoS attack without alternate routes [7]

Graphic 2: DDoS attack with alternate routes [7]
Graphic 1 shows the victim under DDoS attack, without the implementation of alternate routes. Graphic 2 shows the victim under DDoS attack, with the implementation of alternate routes. The attack network will be blocked at proxy servers, but the legitimate users will get updated alternate DNS entry information, and be re-directed to alternate proxy servers, then to the final destination. 

We will implement Multiple Path Routing Algorithm to determine the best alternate routes based on the known proxy servers. With the multiple path routing, we can ensure the QoS (Quality of Service).

We will incorporate the Intrusion Detection and Isolation Protocol (IDIP) and Service Location Protocol (SLP) in the design. IDIP was originally developed by Boeing and NAI lab to support real-time tracking and containment of attacks that cross network boundaries. SLP is an IETF standards track protocol that provides a framework to allow networking applications to discover the existence, location, and configuration of networked services in enterprise networks, ie IDIP nodes. These will enhance the existing A2D2 architecture and make it more robust [9].
The Linux-based proxy server will be integrated with the enhanced intrusion detection SNORT plug-in created in our Autonomous Anti-DDoS testbed project [6,7].   We will develop efficient intrusion detection methods with less false positives and effective strategies to divide the clients among a set of proxy servers. 
We will conduct DNS tests on different scenarios, collect and analysis test data, find out how the new system tolerant the DDoS attack, how it affect the performance of DNS and proxy servers. Refer to section 4 for detail.
It is our hope that the preliminary research results of the proposed project will produce a valuable secure software package, and provide creditable facts and valuable insights for the network security related proposals to be submitted to NSF, NIST, and DoD funding agencies, for announcements such as NSF Middleware Initiative, Network Centric MIDDLEWARE Services, and National Strategy to Secure Cyberspace.
4. Metrics for Evaluation

We will consider the following properties of the system: 
1. Soundness (no false positives)
2. Completeness (on false negatives)
3. Responsiveness (ability to restore the operation status of a network)
We will collect the following types of data:

1. Time 

2. Storage

3. Network Bandwidth

Recent work by Jaeyeon Jung in “DNS performance and the effectiveness of caching “shows us an example to analysis and measure the DNS performance [10].
5. Answers for Questions in Proposal Requirements
1. What research capability currently exists related to the proposed work?

-- We have three master students and one Ph.D. students working on the related area. Their research topics are “Investigation into BIND dynamic update with OpenSSL”, “Autonomous Anti-DDoS network (A2D2)”, “Autonomous Anti-DDoS network V2.0” and “Multiple path routing”. We also setup a DDoS attack test bed, and an IPsec VPN test bed in our network research lab.
2. What security-related area(s) will be investigated
-- We will investigate in the area of “Cyber-security and Information Protection”, specifically the following areas:
· Intrusion detection 

· Computer network security 

3. What will be accomplished in the project
-- We will accomplish the creation of a secure collective network defense system, which can tolerate Distributed Denial of Services (DDoS) attacks through secure Domain Name System (DNS) updates and alternate routes via multiple proxy servers with intrusion detection. 

4. Who will work on the project
-- Dr. C. Edward Chow and his students in Department of Computer Science at UCCS

5. What timeframe the proposed work will be accomplished and the level of effort for each of the participants.
	Timeframe
	Task to be finished

	6/1/ 2003 – 6/10/2003
	Preliminary research and architecture design

	6/10/ 2003 – 7/1/2003
	Setup test bed

	7/1/ 2003 – 8/30/2003 May extend to Fall 2003
	- Config the proxy servers;

- Implement BIND dynamic update with OpenSSL;

- Config DNS with new BIND software;

- Incorporate IDIP and SLP;

- Implement Multi-path routing;
- Improve A2D2 intrusion detection method;

- Performance test and collect test data;

- Analyze and measure the DNS performance;
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