Intel 7110 SSL Accelerator Testing Report

1) Web Server Settings:

Viva.uccs.edu 

 128.198.60.192

Redhat Linux 7.1  +  Apache 1.3.26

CPU P II 233 M Hz  +  Memory 90M

Eca.uccs.edu

128.198.60.188

Redhat Linux 7.1  +  Apache 1.3.26

CPU P II 233 M Hz  +  Memory 90M

Frodo.uccs.edu

128.198.60.183

Redhat Linux 7.1  +  Apache 1.3.26

CPU P II 233 M Hz  +  Memory 90M

Interestingly enough, even with the same hardware and software configuration, the web server performance is very different, for example, viva can handle 120 ssl requests/second, frodo 120 ssl requests/second, eca 180 ssl requests/second. Reasons need to be found.

Bench software: Ziff Davis WebBench 4.1

2) Test result on Viva.

a) Single Server: direct connection.  
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Figure 3-1: 7110 in Single Server Configuration




b) Cascading 7110: use “set spill enable” command on the first several 7110s, leave the last 7110 unchanged. (We used two 7110 units in the below tests) [image: image2.png]Intel® NetStructure™ 7110 e-Commerce Acéelerators
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Figure 3-5: Cascaded 7110s




c): Testing result on viva: 

When testing, we need to increase the testing pressure, by increasing the number of threads for each testing client (from 1 to 40 threads), and also by increasing the number of clients (from 1 to 60 clients), so that the web server get heavier and heavier work load, and push the web server performance to the limit.

Here is the testing result on viva machine:
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As we can see:


1) Apache web server can handle 20 SSL requests/second, and 290 HTML requests/second.

With 7110 unit taking the SSL processing job, the web server can handle 120 SSL requests/second. In this test, 7110 unit can handle SSL requests about 6 times faster than Apache web server.

So Intel 7110 can really help web server to process SSL a lot faster, and release the web server from SSL encoding and decoding. 

2) There seems to be very little difference in performance between Intel 7110 single and cascaded (both are 120 SSL requests/second). We will discuss this in detail later.

3) Test result on multiple servers: ( frodo + eca + intel 7110)

Multiple Servers Connection: use “create map” command to map each server IP address on 7110.

We use frodo.uccs.edu and eca.uccs.edu as testing web servers, and we use one 7110 unit to process SSL. See below for network topology.
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We first test the performance of “frodo + 7110” as a single server scenarios, by disconnecting eca from network. The SSL processing rate of frodo is 120 SSL requests/second. Do the same test for “eca + 7110”, by disconnecting frodo from network, the SSL processing rate of eca is 196 SSL requests/second.

Then we test the performance of “frodo + eca + 7110” as a multiple server scenarios, as we can see, the frodo processing rate drops to 105 SSL requests/second, the eca rate drops to 176 SSL requests/second. 

Here is the testing result:
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As we can see, when multiple servers share one intel 7110, then 7110 become the bottleneck and the performance decline dramatically. The total number of SSL requests drops from (196+120=316 requests/second) to (176+105=281 requests/second). So the SSL processing limit of intel 7110 is probably somewhere around 280 SSL requests/second.

4) Test result on multiple servers and cascading intel 7110 : ( frodo + eca + two intel 7110s cascading)

During the test in part 4, we observe that the traffic light of the 7110 flashed green quickly, and the overload light of the first 7110 flashed orange so quickly and become steady. This gives us a chance to test the cascading scenarios of 7110 units, because one 7110 has reached its SSL processing limit, and with proper settings, the first 7110 should spill over the SSL requests to the next 7110. 

We follow the setting instructions on 7110 manual exactly. Unfortunately, the 7110 cascading still didn’t show any improvement on system performance. The system performance chart is almost the same as the chart in part 4.

Here is what we observed during the test:

The traffic light of the first 7110 flashed green, and the overload light flashed orange to steady. But the traffic light and the overload light of the second 7110 didn’t flash at all. If the lights give us the correct information, this means the first 7110 is overloaded, but no requests are passed to second 7110. It seems that intel 7110 cascading didn’t work as we expected.

Interestingly enough, on another 7110 review paper, (URL: http://www.nwfusion.com/reviews/2000/0710rev.html),  the author have the below comment: 

“Our results showed little difference in performance when we added the second NetStructure 7110 unit. This condition may have been a result of the limited size of our test server. We believe that if you are using a larger server containing multiple CPUs, you will see the benefits of the second Intel unit, as the server should be better able to handle the increased throughput realized from the SSL acceleration.”

But in our test, the 7110 has clearly overloaded, but still no spill-over happened as expected. So, if Intel 7110 cascading really works or not?
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