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Project GoalsProject Goals

● To make DDoS technology more robust
● Enhancements to Angela Cearn's Masters thesis 

work, A2D2
● DDoS Intrusion detection and response system
● Uses Snort as main detection mechanism
● Modifications to enable rate limiting
● More info:http://cs.uccs.edu/~chow/pub/master/acearns/doc/angThesis-final.pdf 

● Incorporate the use of Intrusion Detection and 
Isolation Protocol(IDIP)

● Setup IDIP Neighborhood and Community and 
test DDoS response with A2D2-2



What is IDIP?What is IDIP?

● IDIP is a set of protocols
● Hello
● Message
● Application

● IDIP Objective is to share information
● Enables intrusion tracking and containment
● IDIP relies on neighborhoods and communities
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IDIP Architecture cont.IDIP Architecture cont.

Community

Boundary
Controllers

Discovery
Coordinator

Intrusion Detection
System

Neighborhood 2

Intrusion Detection
System

Neighborhood 1

Neighborhood 3

Boundary
Controllers

Boundary
Controller

IDIP Communities



DDoS Attack Scenario with DDoS Attack Scenario with 
IDIPIDIP
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DC - Discovery Coordinator (Management Console)

BC - Boundary Controller (Firewalls, Routers, etc.)

EBC - Edge Boundary Controller (e.g., Corporate Firewall)



Proposed A2D2-2 ArchitectureProposed A2D2-2 Architecture



A2D2-2 StatusA2D2-2 Status

● Still working on code
● Have IDIP receiver, IDIP sender and IDIP hello 

protocol implemented
● Am limiting my project to implementation of the IDIP mes-

sage layer(receiver, sender and hello protocol) as well as 
Snort enhancements for Application layer node

● Need to modify A2D2 snort code to act as IDIP 
application

● Code is located at: ~sjjelinek/masters/project/src
● Plan for code complete by 11/03



Future WorkFuture Work

● IDIP Redundant/Cooperative Discovery Coordina-
tors

● Discovery Coordinator and Application layer re-
sponse enhancements

● More updates to SNORT for DDoS pushback
● Security protocol implementation
● More Application protocol implementation
● OpenSLP proxy server work
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