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1.0 Purpose

This is the Software Test Plan (STP) for the System Monitoring, Alarming, Reporting and Tracking (SMARTS) being developed in partial fulfillment of a Masters of Engineering in Software Systems Engineering degree at the University of Colorado, Colorado Springs. The object of SMARTS is a low cost, flexible computer monitoring package that will monitor a suite of computer systems, critical system components and applications, provide automatic escalation of alarms, record all collected data in a standardized RDBMS, and generate reports based on the data. General background information on the overall project, problem being solved, how the program described in this document addresses the problem, and information on the platform the program is being developed for are online at http://cs.uccs.edu/~rabueler.

1.1 Purpose of the STP

The purpose of this document is to describe the software test plan and test approach to be used during test and evaluation of SMARTS. Because of time constraints and development slips, only a partial implementation of SMARTS will be tested. 

This test plan captures all original user requirements and will be used to determine the degree to which SMARTS satisfies user requirements and design goals. Therefore, this test plan is intended to test all user requirements and should be used throughout the lifecycle of SMARTS. 

This test plan includes a list of reference documents, a program overview, the fundamental test approach, as well as a complete set of software requirements listed in a matrix. Each requirement in the matrix has three columns to describe the priority, test result, and test methods that will be reported and published in SMARTS software test result documents.

1.2 Scope of the product

SMARTS is being developed with a very focused nature and purpose. It shall primarily consist of a set of applications that interface and query a database. It is assumed the database will contain all necessary fields to produce the reports and end-user interfaces. However, functionally SMARTS has many more requirements than merely displaying reports based on contents of a database.  Refer to the software requirements document or the matrix at the back of this document for further information on SMARTS requirements.

1.3 Definitions

The following definitions are provided as a reference resource:

IMAP - Internet Message Access Protocol. A protocol used to transfer messages between a message store (mail server) and an end-user’s email client software.

POP3 - Post Office Protocol - Version 3. A protocol used to transfer messages from a message store (mail server) to an end-user's email client software.

SMTP - Simple Mail Transport Protocol. A protocol used to transfer messages from an end-user's email client software to a message transport agent (MTA); or between different MTA's

MTA  - Message Transport Agent. A server that receives and transmits SMTP messages.

TLS  - Transport Layer Security. Commonly known as Secure Socket Layer. Provides an authentication and encryption of data between the client and the server.

HTTP - Hypertext Transport Protocol. The default protocol used by web browsers such as Netscape Navigator and Microsoft Internet Exporer.

LDAP - Lightweight Directory Access Protocol. A protocol used to communicate between an end-user's client software and the LDAP database.

1.4 References

SMARTS Project Proposal, 23 Jan 01

SMARTS Software Requirements Document, 31 Jan 01

SMARTS Software Design Document, 20 Mar 2001

Software Product Assurance Techniques for Reducing Software Risk, William L. Bryan and Stanley G. Siegel, Prentice Hall, 1988.

Software Testing Techniques, Boris Beizer, 2nd Ed, Thomson Computer Press, 1990

2.0 SMARTS General Description

SMARTS is a low cost, flexible computer monitoring package that will monitor a suite of computer systems, critical system components and applications, provide automatic escalation of alarms, record all collected data in a standardized RDBMS, and generate reports based on the data. SMARTS will report on many network performance characteristics including service response times, system availability, concurrent connections, average disk space used for each server, mailbox size for customers, etc. This STP only describes the reporting components of SMARTS. Tests for the other portion of this project (creation and collection of the server side data) is described in another STP being developed by Joe Hall.

3.0 Test Approach

3.1 Introduction

This section defines the general approach for testing SMARTS. The general testing approach for the SMARTS system focuses on functional testing. The functional testing conduced here shall take the user’s point of view.

Based on the evaluation framework, test data from this functional review will be surveyed to determine if it is acceptable for use in the assessment.  The data will be scrutinized as to its applicability and deducing conclusions regarding SMARTS effectiveness and suitability shall be made.  Selected data (those which can provide the best insight to system progress) will be examined against the relevant requirements. This analysis will be used to determine if areas of program risk are being mitigated and if there are significant trends impacting functionality of the system. 

The overarching SMARTS function is to provide reports on key network component performance for purposes of trending, engineering load analysis, and managerial review for business needs.

Some critical functions (CFs) that SMARTS is to perform in order to pass testing:

· CF-1:  Does SMARTS support the engineering, trending, and managerial staff’s needs?

· CF-2:  Does SMARTS support system monitoring, tracking, and trending requirements?

· CF-3:  Is SMARTS operationally suitable in its intended environment?

CF-1 and CF-2 must be evaluated satisfactorily for SMARTS to pass testing.  CF-3 must be resolved satisfactorily for the system to be rated effective.  Data to rate these CFs will be collected during functional test events, analysis, and inspection.

3.2 Hardware Requirements

SMARTS software will be tested on the SMARTS system development platform, which runs in a Compaq Tru-64 (Unix) environment. The development environment is the same as the operational environment. The test environment for the operational SMARTS will include communications lines, how the programs interact with other processes such as the operating system, compilers, application software, and utility routines.

3.3 Software Requirements

System testing will not be done until the implementation has gone through some form of unit and integration test, and is judged stable enough for functional testing. A set of database utility tools and products will be used to verify database contents prior to report generation and output.

4.0 Detailed Test Plan

Test scenarios will be used as well as test procedures, approved by and witnessed by myself to demonstrate the functional requirements of SMARTS have been met. Testing will concentrate on functionality to ensure that individual SMARTS components meet user requirements.

Most of the test steps will require analysis or inspection of an output of the contents of a database to ensure the SMARTS software is accurate in computations and the data handling provides database validity and correctly depicts the intent of the requirement.

Alarm reporting

Alarm reporting consists of the mechanisms related to notification of a condition on one of the hosts that exceeds a predetermined threshold. This includes a report and a brief message describing the trigger with a unique date-time-group field name. The tests must include demonstration and analysis of SMARTS’ ability to generate an alarm report that describes the data value that caused the alarm condition, system hostname affected by the alarm condition, and if the alarm is related to an application service such as a mail server processor as well as the name of the service. Test cases will demonstrate that SMARTS can deliver an email describing the alarm to the end-user’s email and/or pager. 

Near real-time queries

SMARTS tests must evaluate the user’s ability to perform near real-time queries. The information must be available over the Internet/web and be accessible using an Internet browser such as Netscape Navigator or Microsoft’s Internet Explorer. Web based queries shall be no older than five minutes from time of collection. Tests of this functionality include demonstration, inspection, and analysis of the system’s performance against user requirements.  Test analysis will be conducted using one Internet session to view the data while simultaneously performing an inspection of the database storing SMARTS monitoring data. The Oracle RDBMS utilities will be used to verify table contents as well as the age of the data.

Standardized daily reports

SMARTS test cases will include production and output of daily reports. A user will be added to SMARTS user’s subscription table followed by a demonstration of the generation and production of reports. Testing will include a sample of every different type of performance data collected by SMARTS. 

Standardized management reports

A critical function of SMARTS is the production and distribution of standardized management reports. These test cases will verify and evaluate SMARTS’ ability to produce and distribute reports containing daily averages of performance variables such as CPU load, throughput, memory usages, etc. Demonstration and analysis will be the principle evaluation methods performed on SMARTS for this area. 

Non-functional Requirements

Inspection and analysis of SMARTS’ non-functional requirements will compromise a great deal of the evaluations for this system. The design requirements of using off-the-shelf components and reuse are deemed critical to the success of SMARTS. Therefore a large degree of effort will be applied to checking SMARTS design to evaluate this area. An inspection of the SMARTS software as well as analysis of the actual software components comprising SMARTS will be performed. 

Interface Requirements

Interface requirements are to be tested using demonstration, analysis, and inspection. Inspection of the software source code will be performed to determine the interface with Oracle RDBMS. SMARTS will also be evaluated to determine if it is compatible with Perl 5.6 development software. 

5.0 Software Requirements Test Matrix

I – inspection, D – demo, A – analysis, P – pass, F – fail, NI – not implemented

H –high priority, M – medium priority, L – low priority

Requirement
Priority
Test Method
Result

3.1 Alarm reporting




3.1.1 SMARTS shall produce a report for alarming conditions.
H
D


3.1.2 The alarming report shall contain a brief message describing the trigger with a unique date-time-group field name.
H
D, A


3.1.3 The alarming report shall contain the data triggering value.
H
D, A


3.1.4 The alarming report shall contain the system hostname affected by the alarm condition.
H
I


3.1.5 The alarming report shall contain the service affected by the alarm condition.
M
I


3.1.6 The alarming report shall be sent via email to targeted end-users. 
H
D







3.2 Near real-time queries




3.2.1 The end-user shall be able to obtain near real-time system information.
M
D, A


3.2.2 The end-user shall be able to access near real-time information via an Internet/Web based browser such as Netscape Navigator or Microsoft Internet Explorer.
M
D


3.2.3 The web-based queries shall be no older than 5 minutes from time of collection.
L
A, I


3.2.4 The web-based queries shall be protected and only accessible to users with an authorized user identification (UserID) and valid password. 
L
D, A


3.2.5 The end-user shall be able to select one of several predefined queries.
M
D


3.2.6 The end-user shall be able to conduct ad-hoc queries by supplying key fields such as system name, data variable of interest, and start/end times.
L
D, A


3.2.7 The web pages shall be automatically refreshed/updated at predetermined intervals in the end-users browser screen. 
L
D, A







3.3 Standardized daily reports




3.3.1 SMARTS shall produce and send daily reports via email to a set of users listed in a subscription table.
H
D


3.3.2 SMARTS daily reports shall contain every data point of any variable reported.
L
D, I, A


3.3.3 SMARTS daily reports shall contain daily performance summaries of each server monitored.
M
A, I


3.3.4 SMARTS daily reports shall provide the number of bytes received and transmitted (throughput).
M
I







3.4 Standardized management reports




3.4.1 SMARTS shall produce and send management reports via email to a set of users listed in a subscription table.
H
D


3.4.2 SMARTS management reports shall contain daily averages of any variable reported. 
M
D


3.4.3 SMARTS management reports shall list the total number of CWUSA customers.
L
D


3.4.4 SMARTS management reports shall provide service response times.
L
D


3.4.5 SMARTS management reports shall provide overall system utilization percentages.
H
D, A


3.4.6 SMARTS management reports shall provide the average mailbox disk space used by each customer. 
L
D, A


3.4.7 SMARTS management reports shall provide average memory utilization for each server.
H
D, A


3.4.8 SMARTS management reports shall provide the number of connections for each of the following major service types: SMTP, IMAP, POP, HTTP, LDAP, XML.
L
D, A


3.4.9 SMARTS management reports shall provide the average number of concurrent connections.
L
D


3.4.10 SMARTS management reports shall provide average total number of bytes transmitted and received over monitored systems.
M
D, A







4.0 Non-functional Requirements




4.1 SMARTS shall make maximum use of available off-the-shelf software components as possible while still fulfilling all functional requirements. 
H
I


4.2 SMARTS shall be designed in such a way that the system’s structure or some of its components can be reused again as requirements expand (i.e., reusability).
H
A


4.3 SMARTS shall be developed with an emphasis on modifiability. The developer of SMARTS shall ensure that it can be changed quickly and cost effectively. 
H
A, I


4.4 SMARTS software code shall be designed and implemented with low coupling and high cohesion to minimize impacts and testing requirements for minor software changes.
H
A, I


4.5 SMARTS shall not interfere with any other program on the end-users computer. 
H
D, A







5.0 Interface Requirements




5.1 Users of SMARTS shall be able to interact with the system via the web and from any location having an Internet connection.
H
D


5.2 SMARTS shall interface with an Oracle 8i RDBMS for production of reports.
H
D, I


5.3 SMARTS shall be compatible with Perl 5.6.
H
A


5.4 SMARTS shall allow the end-user to use an Internet/Web based browser such as Netscape Navigator or Microsoft Internet Explorer.
H
D
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