
1W N B U  11/0 1 © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d .

D e n v e r  T e c h  D a y s  2 0 0 2D e n v e r  T e c h  D a y s  2 0 0 2

W ir e le s s  L A N  T e c h n ic a l O v e r v ie wW ir e le s s  L A N  T e c h n ic a l O v e r v ie w
&  U p d a te&  U p d a te

M ik e  G r iffinM ik e  G r iffin

m ik e g r ifm ik e g r if @ c is c o .c o m@ c is c o .c o m
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A g e n d a

• W L A N  F u n d a m e n ta ls

• R F  T e c h n o lo g ie s  

• A lp h a b e t S o u p

• A d v a n c e d  W L A N  S e c u r ity

• D e s ig n in g  W ir e le s s  L A N

• W ir e le s s  B r id g in g

• W h a t’s  n e x t fo r  W L A N s ?

• D e m o  &  Q n A
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T y p e s  o f W ir e le s s  N e tw o r k s

P o in t-P o in t/M u ltip o in t
W ir e le s s

P o in t-P o in t/M u ltip o in t
W ir e le s s W ir e le s s  L A NW ir e le s s  L A N

W ir e le s s  L o c a l L o o pW ir e le s s  L o c a l L o o p
M o b ile  C e llu la r  

V o ic e /D a ta  
C o m m u n ic a tio n s

M o b ile  C e llu la r  
V o ic e /D a ta  

C o m m u n ic a tio n s
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W L A N  B u s in e s s  Im p a c t

• B u s in e s s  Im p a c t 

P r o d u c tiv ity  G a in s  2 2 %  in c r e a s e

In c r e a s e d  a c c u r a c y (5 0 %  in  h e a lth c a r e )

G r e a te r  R O I th a n  e x p e c te d

• E n d  U s e r  Im p a c t

Q u a lity  o f L ife  (c o n v e n ie n c e , tim e  s a v in g s , fle x ib ility )

M o b ility

S o u r c e : W L A N  B e n e fit S u m m a r y  S tu d y  – N O P  W o r ld /C is c o  S e p t.  0 1
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S h a r e d  L o c a l A r e a  N e tw o r k  (L A N )

E th e r n e t
S h a r e d  H u b

In te r n e t
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W ir e le s s  L o c a l A r e a  N e tw o r k  (W L A N )

A c c e s s  
P o in t

E th e r n e t

R e m e m b e r : A n  A c c e s s  P o in t is  a  S H A R E D  d e v ic e  a n d  h a s  
s im ila r  p e r fo r m a n c e  to  a  S H A R E D  E th e r n e t H U B

R e m e m b e r : A n  A c c e s s  P o in t is  a  S H A R E D  d e v ic e  a n d  h a s  
s im ila r  p e r fo r m a n c e  to  a  S H A R E D  E th e r n e t H U B

In te r n e t
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L A N
B a c k b o n e

L A N
B a c k b o n e

T y p ic a l S in g le  C e ll C o n fig u r a tio n

W ir e le s s
C lie n ts

W ir e le s s
C lie n ts

W ir e le s s
C e ll

W ir e le s s
C e ll

S S ID = ts u n a m iS S ID = ts u n a m i
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W ir e le s s
C e ll

W ir e le s s
C e ll

C h a n n e l 6C h a n n e l 6

T y p ic a l M u ltic e ll C o n fig u r a tio n

L A N  B a c k b o n eL A N  B a c k b o n e

C h a n n e l 1C h a n n e l 1

W ir e le s s
C lie n ts

W ir e le s s
C lie n ts

A c c e s s  P o in tA c c e s s  P o in t

W ir e le s s
C e ll

W ir e le s s
C e ll
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C h a n n e l 1C h a n n e l 1

C h a n n e l 1C h a n n e l 1

W ir e le s s  R e p e a te r

A c c e s s
P o in t

A c c e s s
P o in t

W ir e le s s
C lie n ts

W ir e le s s
C lie n ts

W ir e le s s
R e p e a te r

C e ll

W ir e le s s
R e p e a te r

C e ll

W ir e d  L A N
s e g m e n t

W ir e d  L A N
s e g m e n t
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C is c o  A ir o n e t 3 5 0  S e r ie s  W L A N
P r o d u c t F a m ily

A c c e s s  
P o in ts

S ta n d a r d  &  
R u g g e d iz e d

W ir e le s s  
B r id g e s

•P o in t 2  P o in t
•M u ltiP o in t

A n te n n a s

In d o o r  &  
O u td o o r

O m n i &
D ir e c tio n a l

C lie n t 
A d a p te r s

•W in d o w s
•P o c k e tP C
•L in u x
•M a c O S
•N o v e ll c lts
•D O S
+  D e ll/IB M /T o s h ib a /S y m b o l …
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R F  T e c h n o lo g y
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W h a t’s  a  W ir e le s s  L A N ?

W id e

C o v e r a g e  A r e a

2  M b p s

D
at

a 
R

at
es

1 0  M b p s

1  M b p s

5 6  K b p s

1 9 .6  K b p s

9 .6  K b p s

4  M b p s

S a te llite

B lu e to o thB lu e to o th
M e tr ic o mM e tr ic o m

D ig ita l C e llu la r
B r o a d b a n d  P C S
D ig ita l C e llu la r
B r o a d b a n d  P C S

S p r e a d  S p e c tr u m  
W ir e le s s  L A N s  

S p r e a d  S p e c tr u m  
W ir e le s s  L A N s  

A ir o n e t W ir e le s s  L A N s :
E th e r n e t S p e e d  a n d  R a n g e

2 -w a y  p a g in g

L o c a lP e r s o n a l
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L ic e n s e  F r e e  B a n d s

E x tre m e ly
L o w

V e ry
L o w

L o w M e d iu m H ig h V e ry
H ig h

U ltra
H ig h

S u p e r
H ig h

In fra re d V is ib le
L ig h t

U ltra -
v io le t

X -R a y s

A u d io
A M  B ro a d c a s t

S h o rt W a v e  R a d io F M  B ro a d c a s t
T e le v is io n In fra re d  w ire le s s  L A N

C e llu la r (8 4 0 M H z )
N P C S  (1.9 G H z )

9 0 2 -9 2 8  M H z
2 6  M H z

O ld e r  P r o d u c t

5  G H z
IE E E  8 0 2 .1 1 A

2 .4  – 2 .4 8 3 5  G H z
8 3 .5  M H z

IE E E  8 0 2 .1 1 B
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W L A N  In d u s tr y  S ta n d a r d s

802.11g
2.4 GHz – OFDM

54Mbps

Proprietary-
900MHz/2.4GHz � IEEE 802.11a/b    

Ratified

802.11a Standard
5 GHz – OFDM

54Mbps

802.11b Standard
2.4 GHz – DSSS

11Mbps

1999 2000 2001 2002 2003

802.11 Standard
2.4Ghz 2Mb DSSS

1997

� IEEE 802.11    
Ratified
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IE E E  8 0 2 .1 1  S ta n d a r d  A c tiv itie s

• 8 0 2 .1 1 a  - 5 G H z - r a tifie d  in  1 9 9 9

• 8 0 2 .1 1 b  - 1 1  M b p s , 2 .4  G H z , r a tifie d  in  1 9 9 9

• 8 0 2 .1 1 d - W o r ld  M o d e  a n d  a d d itio n a l r e g u la to r y  
d o m a in s  – r a tifie d  in  2 0 0 1

• 8 0 2 .1 1 e  - Q u a lity  o f S e r v ic e

• 8 0 2 .1 1 f  - In te r -A c c e s s  P o in t P r o to c o l (IA P P )

• 8 0 2 .1 1 g - H ig h e r  D a ta  r a te  (> 2 0  M b p s ) 2 .4 G H z

• 8 0 2 .1 1 h  - D y n a m ic  F r e q u e n c y  S e le c tio n  a n d  
T r a n s m it P o w e r  C o n tr o l m e c h a n is m s

• 8 0 2 .1 1 i - A u th e n tic a tio n  a n d  s e c u r ity
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80 2 .1 1 b  O v e r v ie w

(1 4 ) 2 2  M H z  w id e  c h a n n e ls  (1 1  u n d e r  F C C /IS T C )
3  n o n -o v e r la p p in g  c h a n n e ls  (1 , 6 ,1 1 )
1 1  M b p s  d a ta  r a te
3  a c c e s s  p o in ts  o r  b r id g e s  c a n  b e  c o -lo c a te d  in  th e  s a m e  

lo c a tio n  fo r  a  to ta l o f 3 3  M b p s  a g g r e g a te  th r o u g h p u t
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8 0 2 .1 1 b

• R a tifie d  a s  S ta n d a r d  in  S e p t, 1 9 9 9 .

• 1 1  M b p s ,  2 .4  G H z ,  D ir e c t S e q u e n c e  

• 1 1  U S  c h a n n e ls

• 1 3  E T S I c h a n n e ls

• 1 4  J a p a n  c h a n n e ls

• P o w e r  le v e ls : 3 6  d B m  E IR P -F C C
2 0  d B m  E IR P -E T S I

• V ir tu a lly  a p p r o v e d  fo r  w o r ld  w id e  u s e
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8 0 2 .1 1 a

• R a tifie d  a s  S ta n d a r d  in  S e p t, 1 9 9 9

• P r o v id e s  s im ila r  te c h n o lo g y  to  H ip e r L A N 2

• D a ta  r a te s  to  5 4  M b p s  d e fin e d

• P r o v id e s  8  in d o o r  W L A N  c h a n n e ls

• R e g u la tio n s  d iffe r  e x te n s iv e ly  a c r o s s  
c o u n tr ie s
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E u r o p e
1 9  C h a n n e ls
(* a s s u m e s  n o
a n te n n a  g a in )

1 W2 0 0 m W

U n d e r s ta n d in g  th e  5 G H z  S p e c tr u m

5 .1 5 5 .3 5 5 .4 7 0 5 .7 2 5 5 .8 2 55 G H z
U N II B a n d

5 .2 5

U N II-1 : In d o o r  u s e , a n te n n a  m u s t b e  fix e d  to  th e  r a d io
U N II-2 : In d o o r /O u td o o r  u s e , fix e d  o r  r e m o te  a n te n n a
U N II-3 : O u td o o r  b r id g in g  o n ly

U N II-1
4 0 m W

U N II-2
2 0 0 m W

U S  (F C C )
1 2  C h a n n e ls
(* c a n  u s e  u p  to

6 d B i g a in  a n te n n a )

U N II-3
1 W

1 1  C h 4  C h4  C h4  C h

* if y o u  u s e  a  h ig h e r  g a in  a n te n n a , y o u  m u s t r e d u c e  th e  tr a n s m it p o w e r  a c c o r d in g ly
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U N II 1

• In d o o r  u s e  o n ly

• 4  c h a n n e ls

• M a x im u m  F C C  p o w e r  lim ita tio n  o f 1 5  d B m  
a n d  a n te n n a  g a in  m a x im u m  o f 6  d B i

• A n te n n a  m u s t b e  p e r m a n e n tly  a tta c h e d  
(N o  e x te r n a l a n te n n a s )
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• In d o o r /o u td o o r  u s a g e

• 4  c h a n n e ls

• M a x im u m  F C C  p o w e r  lim ita tio n  o f 2 3  d B m  (2 0 0  
m W ) a n d  6  d B i a n te n n a

In c r e a s e d  a n te n n a  g a in  b y  d e c r e a s e d  T X  p o w e r

• E x te r n a l a n te n n a s  p e r m itte d

U N II 2
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• 4  c h a n n e ls

• O u td o o r  u s a g e

• M a x im u m  p o w e r  lim its  o f 3 0  d B m  (1  w a tt) a n d
6  d B i a n te n n a . 

In c r e a s e d  a n te n n a  g a in  b y  d e c r e a s e d  T X  p o w e r

• B a n d  fo r  lo n g e r  r a n g e  5  G H z  B r id g e s

U N II 3
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C h a r a c te r is tic s  o f 8 0 2 .1 1 a

• O r th o g o n a l F r e q u e n c y  D iv is io n  M u ltip le x in g  
(O F D M )

D a ta  r a te s  s u p p o r te d : 5 4 , 4 8 , 3 6 , 2 4 , 1 2 , a n d  6  M b p s

C a n  “ d o w n s h ift”  to  lo w e r  d a ta  r a te s  fo r  lo n g e r  r a n g e

• C o m p lia n t w ith  F C C  a n d  J a p a n e s e  r e g u la tio n s
In itia l o ffe r in g  w ill n o t b e  a v a ila b le  in  E M E A  a n d  p o r tio n s  
o f A s ia /P a c ific

• 5  G H z  b a n d  h a s  m o r e  c h a n n e ls  th a n  2 .4  G H z  b a n d
U N II-1  +  U N II-2  =  8  n o n -o v e r la p p in g  c h a n n e ls

(v s . 3  c h a n n e ls  fo r  2 .4 G H z ) fo r  g r e a te r  s c a la b ility

• 5  G H z  U N II-1  &  U N II-2  b a n d s  a r e  n o t w id e -o p e n  
IS M  b a n d s
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8 0 2 .1 1 d
E x te n s io n s  to  O p e r a te  in  A d d itio n a l R e g u la to r y  D o m a in s

• R a tifie d  in  J u n e , 2 0 0 1

• D e fin e s  fr e q u e n c y  a n d  p o w e r  lim ita tio n  fo r  
d iffe r e n t r e g u la to r y  d o m a in s

• ‘W o r ld  M o d e ’ 
A P s  s e t to  a p p r o p r ia te  R e g u la to r y  d o m a in

C lie n ts , u p o n  a s s o c ia tio n  to  A P , in h e r it th e  p o w e r  a n d  
fr e q u e n c y  r e q u ir e m e n ts  o f r e g u la to r y  d o m a in

P e r m its  r o a m in g  a c r o s s  d iffe r e n t r e g u la to r y  d o m a in s  
w ith  th e  s a m e  c lie n t.
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8 0 2 .1 1 e
M A C  E n h a n c e m e n ts  fo r  Q u a lity  o f S e r v ic e

• D r a ft 2 .0  o u t fo r  le tte r  B a llo t

• P r o v id e s  q u a lity -o f-s e r v ic e  (Q o S ) fe a tu r e s  

to  s u p p o r t th e  e x is tin g  8 0 2 .1 1 b  a n d  8 0 2 .1 1 a

• Q o S  a n d  m u ltim e d ia  s u p p o r t a r e  c r itic a l to  w ir e le s s

• R e q u ir e d  fo r  N e tw o r k s  w ith  v o ic e , v id e o  a n d  a u d io  

• D e s ir e d  b y  m o s t B r o a d b a n d  s e r v ic e  p r o v id e r s
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8 0 2 .1 1 f
R e c o m m e n d e d  P r a c tic e  fo r  In te r  A c c e s s  P o in t P r o to c o l

• S till in  d r a ft m o d e

• In te r  A c c e s s  P o in t P r o to c o l (IA P P )

• M u ltiv e n d o r In fr a s tr u c tu r e
Im p r o v e d  R o a m in g

S u p p o r t fo r  8 0 2 .1 1  a u th e n tic a tio n  a n d  p r iv a c y , 
in c lu d in g  p r e a u th e n tic a tio n

O p e r a tio n  in  a  r e a s o n a b ly  s e c u r e  fa s h io n

R e m o te  c o n fig u r a tio n , in c lu d in g  A P  a ttr ib u te s
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IE E E  8 0 2 .1 1 g
S ta n d a r d  fo r  H ig h e r  R a te  (2 0 +  M b p s ) E x te n s io n s  in  th e  2 .4  G H z  B a n d

• W o r k in g  o n  D r a ft fo r  L e tte r  b a llo t 
p a s s e d  th e  ta s k  g r o u p  c o m m itte e  in  N o v .

• P r o v id e s  h ig h e r  d a ta  r a te s @  2 .4  G H z

• S im ila r  s p e e d s a s  8 0 2 .1 1 a

• B a c k w a r d  c o m p a tib le w ith  1 1  M b p s  (8 0 2 .1 1 b )

• S a m e  m o d u la tio n  a s  8 0 2 .1 1 a — O F D M

• E s tim a te d  to  c o m p le te  s p e c ific a tio n  in  J a n  2 0 0 3

8 0 2 .1 1 g

2 0 – 5 0  M B 1 1  M B

8 0 2 .1 1 g 8 0 2 .1 1 b
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8 0 2 .1 1 h -
S p e c tr u m  M a n a g e d  8 0 2 .1 1 a

• S till in  D r a ft m o d e

• D y n a m ic  F r e q u e n c y  S e le c tio n  (D F S )
E n a b le s  tr a n s m itte r  to  m o v e  to  a n o th e r  c h a n n e l w h e n  
is  e n c o u n te r s  o th e r  R F  o n  its  c h a n n e l 

• T r a n s m it P o w e r  C o n tr o l (T P C )
P r o v id e s  m in im u m  r e q u ir e d  tr a n s m itte r  p o w e r  fo r  
E A C H  u s e r  

P r o v id e s  m in im a l in te r fe r e n c e  to  a n y  o th e r  u s e r s  o r  
s y s te m

• E T S I R e q u ir e m e n t fo r  5  G H z
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IE E E  8 0 2 .1 1 i S e c u r ity

• P a s s e d  1 s t le tte r  b a llo t (D r a ft c u r r e n tly  a t v e r s io n  1 .6 )

F ix e s  to  W E P  (S o ftw a r e )

N e w  A E S  p r o p o s a ls  (R e q u ir e s  H a r d w a r e  C h a n g e s )
A ll M IC /IV  H a s h /IV  S e q u e n c in g /R a p id  R e k e y  to  in fo r m a tiv e  te x t: p a s s e d

R e p la c e  W E P 2  w ith  T K IP  : p a s s e d

T K IP  (T e m p o r a l K e y  In te g r ity  P r o to c o l) 

T e x t/h a s h  fu n c tio n /M IC  e tc  is  W o r k  in  P r o g r e s s .
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8 0 2 .1 x
P o r t b a s e d  n e tw o r k  a c c e s s  c o n tr o l

• F a lls  u n d e r  8 0 2 .1  N O T  8 0 2 .1 1

• T h is  is  a  N E T W O R K  s ta n d a r d , n o t a  w ir e le s s  
s ta n d a r d

• Is  P A R T  o f th e  8 0 2 .1 1 i d r a ft

• P r o v id e s  N e tw o r k  A u th e n tic a tio n , N O T  
e n c r y p tio n

• In c o r p o r a te d  a s  p a r t o f L E A P
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8 0 2 .1 1 a  a n d  8 0 2 .1 1 b  C o m p a r is o n

• M a x im u m  w ir e le s s  L A N  
p e r fo r m a n c e : 5 4 M b p s

• E ig h t c h a n n e ls , b u t 
w o r k s  o n ly  in  U .S . a n d  
J a p a n

• 5  G H z  b a n d  h a s  le s s  
in te r fe r e n c e  th a n  2 .4  G H z  
(a t le a s t in itia lly )

• M a x im u m  w ir e le s s  L A N  
p e r fo r m a n c e : 5 4 M b p s

• E ig h t c h a n n e ls , b u t 
w o r k s  o n ly  in  U .S . a n d  
J a p a n

• 5  G H z  b a n d  h a s  le s s  
in te r fe r e n c e  th a n  2 .4  G H z  
(a t le a s t in itia lly )

• E th e r n e t-lik e  d a ta  r a te  o f 
1 1 M b p s

• T h r e e  c h a n n e ls , b u t w o r k s  
w o r ld w id e

• C o m p a tib ility  w ith  in s ta lle d  
b a s e  o f 8 0 2 .1 1 b  n e tw o r k s

• W id e  s e le c tio n  o f c lie n t 
d e v ic e s

• L o w e r  c o s t p r o d u c ts
• L o w e r  p o w e r  p r o d u c ts  

(im p o r ta n t fo r  h a n d h e ld s )
• C o m p a tib le  w ith  8 0 2 .1 1 g

• E th e r n e t-lik e  d a ta  r a te  o f 
1 1 M b p s

• T h r e e  c h a n n e ls , b u t w o r k s  
w o r ld w id e

• C o m p a tib ility  w ith  in s ta lle d  
b a s e  o f 8 0 2 .1 1 b  n e tw o r k s

• W id e  s e le c tio n  o f c lie n t 
d e v ic e s

• L o w e r  c o s t p r o d u c ts
• L o w e r  p o w e r  p r o d u c ts  

(im p o r ta n t fo r  h a n d h e ld s )
• C o m p a tib le  w ith  8 0 2 .1 1 g

8 0 2 .1 1 a8 0 2 .1 1 a 8 0 2 .1 1 b8 0 2 .1 1 b
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5 0 '

1 5 0 '

2 .4 G H z

2 .4 G H z  
R a n g e

5 G H z

• R a n g e  o f 5 G H z  is  
m u c h le s s — a b o u t 
3 0 %

• O v e r a ll in v e s tm e n t 
o f in fr a s tr u c tu r e  is  
m u c h  h ig h e r  (m o r e  
A P s )

80 2 .1 1 a  v s . 80 2 .1 1 b  R a n g e
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80 2 .1 1 a  v s . 80 2 .1 1 b  R a n g e

• R a n g e  o f 5 G H z  is  
m u c h le s s — a b o u t 
3 0 %

• O v e r a ll in v e s tm e n t 
o f in fr a s tr u c tu r e  is  
m u c h  h ig h e r  (m o r e  
A P s )

5 0 '

1 5 0 '

2 .4 G H z

2 .4 G H z  
R a n g e

5 G H z1 32

4 5

67
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A n a ly s is :  8 0 2 .1 1 a  v s . 8 0 2 .1 1 b

• 8 0 2 .1 1 a  is  a  c o m p le m e n t, n o t a  s u c c e s s o r  to  8 0 2 .1 1 b
D e p e n d in g  o n  th e  a p p lic a tio n , s o m e  c u s to m e r s  w ill c h o o s e  8 0 2 .1 1 b , 
s o m e  w ill c h o o s e  8 0 2 .1 1 a , b u t m a n y  c u s to m e r s  w ill d e p lo y  b o th  fo r  
u ltim a te  c o m p a tib ility , fle x ib ility , a n d  p e r fo r m a n c e

• O r g a n iz a tio n s  lik e ly  to  s u p p o r t m u ltip le  s ta n d a r d s  fo r  
d iffe r e n t c lie n t d e v ic e  ty p e s  a n d  p e r fo r m a n c e  n e e d s

8 0 2 .1 1 b  is  o p tim a l fo r  P D A s a n d  p h o n e s  a n d  w ill b e  th e  s ta n d a r d  
w ir e le s s  L A N  te c h n o lo g y  fo r  e m b e d d e d  d e v ic e s  in  th e  n e a r  te r m

8 0 2 .1 1 a  p r o v id e s  m a x im u m  d a ta  r a te  fo r  p e r fo r m a n c e  a n d  c h a n n e ls  
fo r  s c a la b ility  

• T o d a y ’s  in v e s tm e n t in  8 0 2 .1 1 b  g e a r  w ill b e  v ia b le  fo r  
m a n y  y e a r s

• C is c o  is  c o m m itte d  to  d r iv in g  th e  m a r k e t fo r  b o th  2 .4 G H z  
a n d  5 G H z  s o lu tio n s  a n d  h a s  in v e s te d  a c c o r d in g ly
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W L A N  S e c u r ity  O p tio n s
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P a p e r s  o n  W L A N  S e c u r ity  …

Un iv e r s ity  o f Un iv e r s ity  o f 
C a lifo r n ia , B e r k e le yC a lifo r n ia , B e r k e le y

Un iv e r s ity  o f Un iv e r s ity  o f 
M a r y la n dM a r y la n d

S c o tt S c o tt F lu h r e rF lu h r e r , , Its ik  Its ik  
M a n tinM a n tin , a n d  , a n d  A d i S h a m irA d i S h a m ir

F e b . 2 0 0 1                       A p r il 2 0 0 1            J u ly  2 0 0 1

F o c u s e s  o n  s ta tic  W E P ; d is c u s s e s  F o c u s e s  o n  s ta tic  W E P ; d is c u s s e s  
n e e d  fo r  k e y  m a n a g e m e n tn e e d  fo r  k e y  m a n a g e m e n t

F o c u s e s  o n  a u th e n tic a tio n ; id e n tifie s  F o c u s e s  o n  a u th e n tic a tio n ; id e n tifie s  
fla w s  in  o n e  v e n d o r ’s  p r o p r ie ta r y  s c h e m efla w s  in  o n e  v e n d o r ’s  p r o p r ie ta r y  s c h e m e

F o c u s e s  o n  in h e r e n t w e a k n e s s e s  in  R C 4 ; F o c u s e s  o n  in h e r e n t w e a k n e s s e s  in  R C 4 ; 
d e s c r ib e s  p r a g m a tic  a tta c k s  a g a in s t R C 4 /W E Pd e s c r ib e s  p r a g m a tic  a tta c k s  a g a in s t R C 4 /W E P

*  “In  p ra c tic e , m o s t in s ta lla tio n s  u s e  a  s in g le  k e y  th a t is  s h a re d  b e tw e e n  a ll 
m o b ile  s ta tio n s  a n d  a c c e s s  p o in ts .  M o re  s o p h is tic a te d  k e y  m a n a g e m e n t 
te c h n iq u e s  c a n  b e  u s e d  to  h e lp  d e fe n d  fro m  th e  a tta c k s  w e  d e s c rib e … ”
− U n iv e rs ity  o f C a lifo rn ia , B e rk e le y  re p o rt o n  W E P  s e c u rity , http ://w w w .is a a c .c s .b e rk e le y .e d u /is a a c /w e p -fa q .htm l

C is c o  
D e liv e r s
8 0 2 .1 x

C is c o  
D e liv e r s
8 0 2 .1 1 i’
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E n c r y p tio n

• E n c r y p tio n  o p tio n s
N o  e n c r y p tio n

4 0 -b it e n c r y p tio n

1 2 8 -b it e n c r y p tio n

1 6 8 -b it 3 D E S  u s in g  V P N  C lie n t

• H a r d w a r e -b a s e d  e n c r y p tio n
3 %  p e r fo r m a n c e  h it (@ 1 2 8  b it)

• E n c r y p tio n  c h o ic e s  (d e fin e d  
a t a c c e s s  p o in t)

N o  e n c r y p tio n

A llo w  c lie n t to  s p e c ify  (o p tio n a l)

F o r c e d  (r e q u ir e d )
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8 0 2 .1 X  o v e r  W ir e le s s

• 8 0 2 .1 X  is  IE E E  s ta n d a r d  fo r  p o r t-b a s e d  
n e tw o r k  a c c e s s  c o n tr o l

• L e v e r a g e s  e x is tin g  s ta n d a r d s

E x te n s ib le  A u th e n tic a tio n  P r o to c o l (E A P )

R A D IU S

• 8 0 2 .1 X  fo r  8 0 2 .1 1  o v e r c o m e s  lim ita tio n s  
o f 8 0 2 .1 1  s e c u r ity

M u tu a l a u th e n tic a tio n

D y n a m ic , s e s s io n -b a s e d  e n c r y p tio n  k e y s

C e n tr a liz e d  u s e r  a d m in is tr a tio n

E x te n s ib le  a u th e n tic a tio n  s u p p o r t

clie n t

A P

R A D IU S
s e r v e r

E A P

R A D IUS

u s e r
d a ta b a s e

1

2

3

1

2

3

4

4
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C is c o  L E A P  O v e r v ie w

• P r o v id e s  c e n tr a liz e d , s c a la b le , u s e r  b a s e d  
a u th e n tic a tio n

• A lg o r ith m  r e q u ir e s  m u tu a l a u th e n tic a tio n
N e tw o r k  a u th e n tic a te s  c lie n t, c lie n t a u th e n tic a te s  n e tw o r k

• U s e s  8 0 2 .1 X  fo r  8 0 2 .1 1  a u th e n tic a tio n  m e s s a g in g
A P s  s u p p o r t W in X P ’s E A P -T L S  a ls o

• D y n a m ic  W E P  k e y  s u p p o r t w ith  W E P  k e y  s e s s io n  
tim e o u ts
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M e s s a g e  In te g r ity  C h e c k

D A S A IV D a ta S E Q

W E P  E n c ry p te d

M IC

D A S A IV D a ta

W E P  E n c ry p te d

W E P  F r a m e  - N o  M IC

W E P  F r a m e  - M IC

IC V

IC V
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W E P  K e y  H a s h in gW E P  K e y  H a s h in g

IV B A S E  K E Y

S T R E A M  C IP H E R

P L A IN T E X T  D A T A

C IP H E R T E X T  D A T A
X O RR C 4

S ta n d a r d

IV B A S E  K E Y

S T R E A M  C IP H E R

P L A IN T E X T  D A T A

C IP H E R T E X T  D A T A
X O R

R C 4

IV P A C K E T  K E Y

M M H
H A S H

C is c o ’s  O ffe r in g
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8 0 2 .1 X /L E A P  M u tu a l A u th e n tic a tio n

clie n t
A P

R A D IU S  
s e r v e r

S ta r t

id e n tity

A P  b lo c k s  a ll r e q u e s ts  u n til 
a u th e n tic a tio n  c o m p le te s

id e n tity

R A D IU S  s e r v e r  a u th e n tic a te s  c lie n t

R e q u e s t id e n tity

C lie n t a u th e n tic a te s  R A D IU S  s e r v e r D e r iv e
k e yD e r iv e

k e y
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L E A P  A u th e n tic a tio n  P r o c e s s

c h a lle n g e

C r e a te

p a s s w o r d  
fr o m  

d a ta b a s e

o n e -w a y
h a s h

p a s s w o r d  
h a s h

L E A P  
a lg o r ith mr e s p o n s e  A

c h a lle n g e

c h a lle n g e

U s in g  p a s s w o r d  fr o m  d a ta b a s e , 
g e n e r a te  r e s p o n s e  to  o w n  c h a lle n g e
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L E A P  A u th e n tic a tio n  P r o c e s s

u s e r -
s u p p lie d  

p a s s w o r d

o n e -w a y
h a s h

p a s s w o r d  
h a s h

r e s p o n s e  B

r e s p o n s e  B

If r e s p o n s e  A  =  r e s p o n s e  B , 
th e n  a u th e n tic a te  u s e r

W h y ?

c h a lle n g e

c h a lle n g e

L E A P  
a lg o r ith m

r e s p o n s e  A

U s in g  u s e r -s u p p lie d  p a s s w o r d , 
g e n e r a te  r e s p o n s e  to  c h a lle n g e
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L E A P  A u th e n tic a tio n  P r o c e s s

p a s s w o r d  
fr o m  

d a ta b a s e

o n e -w a y
h a s h

p a s s w o r d  
h a s h

L E A P  
a lg o r ith mr e s p o n s e  A

c h a lle n g e

u s e r -
s u p p lie d  
p a s s w o r d

o n e -w a y
h a s h

p a s s w o r d  
h a s h r e s p o n s e  B

c h a lle n g e

L E A P  
a lg o r ith m

If r e s p o n s e  A  =  r e s p o n s e  B , th e n  
u s e r -s u p p lie d  p a s s w o r d  =  
p a s s w o r d  fr o m  d a ta b a s e
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T h e  E n d  U s e r ’s  E x p e r ie n c e  is  th e  
S a m e : S in g le  S ig n -O n
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D e s ig n in g  W ir e le s s  L A N
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D e s ig n in g  W ir e le s s  L A N

• K e y  is s u e s  fo r  d e s ig n in g  
w ir e le s s  s y s te m s :

R e q u ir e d  b a n d w id th  p e r  u s e r

C o n n e c tiv ity

S e c u r ity

R e d u n d a n c y

S p e c ific  p h y s ic a l in s ta lla tio n  r e q u ir e m e n ts
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S ite  S u r v e y s  r e c o m m e n d e d
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S ta n d a r d  O ffic e  A p p lic a tio n

• U s e  th r e e  
n o n -o v e r la p p in g  
c h a n n e ls

• R o ta te  c h a n n e ls  
to  fill in
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D e n s e  P o p u la tio n s

• R e d u c e  c e ll s iz e

• R e d u c e  a n te n n a  
g a in  o r  tr a n s m itte r  
p o w e r  to  c r e a te  
s m a lle r  c e ll s iz e

• E n a b le  lo a d  
b a la n c in g
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W L A N  B u ild in g  B lo c k  
fo r  H ig h  A g g r e g a tio n

• U p  to  3 3  M b p s  a g g r e g a te  
p e a k  d a ta  r a te

• L o a d  b a la n c in g  
a n d  r e d u n d a n c y

• A lg o r ith m  b a s e d  
o n  n u m b e r  o f u s e r s , 
b it e r r o r  r a te , o r  
s ig n a l s tr e n g th

• W e b -b a s e d  m a n a g e m e n t

• V e r y  h ig h  a g g r e g a tio n  
w ith  s e c to r e d  a n te n n a s

C a ta ly s t 3 5 2 4  
S e r ie s  X L

3 5 2 4 -P W R

In lin e  P o w e r

C h a n n e l 1C h a n n e l 1 C h a n n e l 6C h a n n e l 6C h a n n e l 1 1C h a n n e l 1 1
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M is s io n  C r itic a l A p p lic a tio n

• R e d u n d a n c y  
r e q u ir e m e n ts

• H e a lth c a r e

IC U /E R

• P r o d u c tio n  flo w

A u to m o tiv e — J IT

A c tiv eA c tiv eS ta n d b yS ta n d b y
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H ig h  A v a ila b ility  W L A N  B u ild in g  B lo c k

• 1  h o t s ta n d b y  A P  
p e r  c h a n n e l

• T o le r a n t to  a n y  
s in g le  A P  o r  lin k  
o r  s w itc h  fa ilu r e

• W e b -b a s e d  
m a n a g e m e n t

C a ta ly s t 3 5 2 4  
S e r ie s  X L

3 5 2 4 -P W R

C a ta ly s t 3 5 2 4  
S e r ie s  X L

U n it in  S ta n d b y  

C h a n n e l 6C h a n n e l 6 C h a n n e l 1 1C h a n n e l 1 1
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A C  P o w e r  R e q u ir e m e n ts

• C o s t o f A C  c a b lin g  is  a s tr o n o m ic a l

• A s  m u c h  a s  $ 3 0 K  fo r  a  4 -s to r y  C is c o  
b u ild in g  lik e  b u ild in g  # 1 9  in  S a n  J o s e

• In lin e  p o w e r  w ill r e d u c e  th is  c o s t



5 65 65 6T e c h  D a y s  2 0 0 2 © 2 0 0 2 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d .

S p e c ific  S u g g e s tio n s

• C is c o  A P  w /C is c o  C lie n t

W E P , M IC , P e r  P a c k e t H a s h , L E A P

• C is c o  A P  w /N o n  C is c o  C lie n t

M a c  A u th e n tic a tio n , W E P , A c c e s s -lis t
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W ir e le s s  B r id g in g
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W h y  W ir e le s s  B r id g in g ?

C o n n e c t S e p a ra te  L A N s  a t H ig h  
S p e e d

• W ire d  In fra s tru c tu re  n o t a v a ila b le  

• T o o  e x p e n s iv e

• N o  rig h t o f w a y  

• U s e  a s  re d u n d a n t o r b a c k u p  lin k

• N o t T a riffe d , N o  R e c u rrin g  F e e

• S e rv ic e  P ro v is io n in g  o v e r a  M e tro  A re a

• R a p id  d e p lo y m e n t o f te m p o ra ry  w o rk  
a re a s

• M o b ility
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2 3 0 9
P re s e n ta tio n _ ID

E x a m p le
A n te n n a  H e ig h t— 2 5  M ile

• A n te n n a  h e ig h t
T o ta l d is ta n c e 2 5  M ile

F r e s n e l z o n e 7 2  F e e t

E a r th  c u r v a tu r e 7 8  F e e t

R e q u ir e d  a n te n n a  h e ig h t 1 5 0  F e e t

2 5  M ile

7 2  F e e t

15
0 

F
ee

t

7 8  F e e t
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P o in t-to -P o in t C o n fig u r a tio n

0  to  2 5  M ile s
(L in e  o f S ig h t)

E th e r n e tE th e r n e t

B r id g eB r id g e

O p tio n a lO p tio n a l
A n te n n aA n te n n a

B u ild in g  A B u ild in g  B

1 0 d B  R a in  F a d e  M a r g in  is  fa c to r e d  in !
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E th e r n e tE th e r n e t

B r id g eB r id g e

P o in t-to -M u ltip o in t 
C o n fig u r a tio n

O m n i-D ir e c tio n a l
A n te n n a

D ir e c tio n a l
A n te n n a

E th e r n e tE th e r n e t

B r id g eB r id g e

B u ild in g  B B u ild in g  C

E th e r n e tE th e r n e t

B r id g eB r id g e

B u ild in g  A
•M a n a g e m e n t c a p a b ilitie s :

S N M P , T e ln e t, F T P , H T M L

8 0 2 .1 d  S p a n n in g  T r e e



6 2W N B U  11/0 1 © 2 0 0 1 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d .

W h a t’s  N e x t?
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W h a t’s  n e x t fo r  C is c oW h a t’s  n e x t fo r  C is c o

Q o S  – W ir e le s s  is  s h a r e d

V la n s  – s e p a r a te  u s e r s

L a y e r  3  R o a m in g

C o n tin u e d  s e c u r ity  e n h a n c e m e n ts

M o d u la r  h a r d w a r e  p la tfo r m

C W 2 0 0 0  B u n d le  [W L S E ]
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S u m m a r y  o f K e y  P o in ts

• W L A N  is  a  c o m p le m e n t to  a  w ir e d  
in fr a s tr u c tu r e  

• N o t a ll W L A N  is  c r e a te d  e q u a l

• T h r o u g h p u t, R a n g e , S e c u r ity , T C O

• C is c o ’s  S e c u r ity  s o lu tio n  is  c la s s  le a d in g

• C is c o  w ill c o n tin u e  to  in n o v a te  th e n  
s ta n d a r d iz e  W L A N  te c h n o lo g ie s
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P le a s e  C o m p le te  Y o u r  P le a s e  C o m p le te  Y o u r  
E v a lu a tio n  F o r m :E v a lu a tio n  F o r m :

W L A N  T e c h n ic a l O v e r v ie wW L A N  T e c h n ic a l O v e r v ie w
&  U p d a te&  U p d a te
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• S a n  D ie g o , C A  - J u n e  2 4 -2 8

• O r la n d o , F L  - J u ly  8 -1 2

M a k e  y o u r  p la n s  to  a tte n d  C is c o  
N e tw o r k e r s  2 0 0 2 !


