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Introduction

Web pages that don't change over a long period of time are easily cached for quick delivery to end users via a content delivery network
 (CDN). But Web pages based on dynamic or customized content are in growing demand. Such pages have to be created by the origin server for every request, which consumes processor resources and makes caching impossible. 

Edge Side Includes
 (ESI) provides a means to reduce processing loads on the origin server by transferring the generation of dynamic content to multiple edge servers, or surrogates, either within or external to a CDN. Origin servers create a template consisting of fragments, each of which has its own source and caching characteristics and can be treated separately from the others. A fragment could, for example, be a banner, a targeted ad or a personalized welcome statement. The template is sent to the surrogate, which retrieves the content for each fragment, integrates the fragment contents into a complete document and delivers it to the client.
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Origin server using several surrogates to push content to clients.

The ESI framework is described in three documents that are co-authored by a group of companies including Akamai, BEA Systems, Oracle, IBM, and others. The specifications have been submitted to the World Wide Web Consortium
 (W3C). The ESI language specification
 describes an XML-based markup language used to define Web page components for dynamic assembly and delivery by surrogates. 

The ESI architectural specification
 describes the interaction of surrogates and origin servers. A set of HTTP
 headers is defined that provide the surrogates the ability to communicate their capabilities to origin servers, and provide origin servers the ability to control the surrogate’s caching operations and response processing. 

The ESI invalidation protocol
 describes the use of XML documents, exchanged via HTTP POSTs and their responses, through which the origin server can invalidate web pages cached on the surrogate. The surrogate will then discard the cached fragments and ask the origin server for new copies for the next client request.

My thesis will explore how the ESI specifications might be extended to include support for real-time distributed collaboration. In order to support collaboration the existing ESI capabilities would be expanded to include at least the following:

· The ability to retrieve content not only from the origin web server, but also from the collaborating client systems. This would allow the clients to generate content and share it with others in the same collaboration group.


· The ability to perform integration of content received from the clients and the origin web server. Collaboration would require a means to control the consistency of the integrated object, which would exist as a set of distributed copies on the ESI surrogates and a master copy on the origin server.


· The ability to enforce the various security issues, such as how to control which clients may collaborate on a particular collaboration object, and how to limit access to an object to only the members of the associated collaboration group.


· The ability to allow the origin server to dynamically update the ESI template controlling the collaboration. This would allow the server to add or remove clients from the collaboration group, and add or remove collaboration objects or web services to the set of objects available to the group.

With these additional capabilities, an application hosted on the origin web server would manage client membership in collaboration groups and keep the master copy of each collaboration object. Clients that login would have their access to the group and its objects verified, then the application would generate a template containing some subset of the expanded set of ESI tokens to a) identify the clients, objects and surrogates in the collaboration group, and b) control the surrogate’s content retrieval and integration operations. The server would update the ESI template whenever additional clients login to the origin server and are added to an existing group, or whenever group members request or create new objects or release existing objects.

Thesis Plan

This thesis will explore the requirements of a collaboration system as described above, and will include an implementation of the final requirements. The topics to be investigated will include:

· What ESI tokens are needed to provide a robust collaboration framework? Tokens would be needed to specify such things as a client’s right to join a collaboration group, and which parts of a collaboration object the client may access.


· What security model is most appropriate? The Bell-LaPadula security model
 may be appropriate in that it supports mandatory access control by determining the access rights from the security levels associated with subjects and objects, and supports discretionary access control by checking access rights from an access matrix. The Secure Socket Layer protocol
 and OpenSSL
 could be useful in encrypting communications between the systems.


· How best to implement the sharing of information between the surrogates and the origin server. That is, should surrogates participate in a peer-to-peer relationship for document sharing, or would a multi-tier model be more flexible or scalable?


· What are the issues related to dynamic template updates, and how can they be addressed? That is, when clients join or leave a collaboration group, or when the set of shared document fragments changes, how is this best communicated to the surrogates?


· What are the limiting factors in determining how much integration processing must remain on the origin server, i.e., that processing which cannot be transferred to the surrogates?


· What are the issues related to maintaining consistency between the copies of the collaboration object in terms of the communications between the surrogates, and in terms of controlling access by the clients? How can these issues be addressed?

Tasks

The following tasks will be performed:


· Research approaches to collaboration. Select a document type and collaboration model that is appropriate for this thesis and that can be implemented with limited resources. Summer 2003.


· Research security models. Compare likely candidates, and select a security model that is appropriate for this thesis. Summer 2003.


· Research communications architectures for connecting the origin web servers and the surrogates. Compare the architectures for applicability to collaboration, and select one for use in this thesis. Summer 2003.


· Research implementation opportunities, i.e., are any open-source ESI implementations available (Squid 3 implements ESI and will be coming out soon) that I could use, or can I develop an emulation of the system? Summer 2003.


· Analyze the ESI specifications for likely approaches to extending them for support of collaboration. Compare these approaches. Fall 2003.


· Develop a system that will demonstrate the ESI extensions that I have selected. Fall 2003.

� From http://www.dupree.gatech.edu/ebus/cdnsubsector.htm: Content Delivery Network Service Providers utilize an overlay network of hardware and software to provide high performance delivery of rich multimedia content from the source to the edge of the network. CDN infrastructure can be based on terrestrial, satellite or wireless platforms or a combination of these. Intelligent content delivery requires sophisticated networking technologies of which caching is only one part. The majority of the performance increase comes from advanced, proprietary algorithms that map the condition of the Internet, measure data traffic and congestion points, and then direct content to the end user through the most appropriate nodes.





� Introductory information and the specifications are at http://www.esi.org.


� World Wide Web Consortium, http://www.w3.org.


� ESI language specification, http://www.w3.org/TR/esi-lang


� ESI architecture specification, http://www.w3.org/TR/edge-arch


� Hypertext Transfer Protocol, HTTP/1.1, http://www.w3.org/Protocols/rfc2616/rfc2616.html


� ESI invalidation protocol spec, http://www.w3.org/TR/esi-invp


� L. J. LaPadula and D. E. Bell. MITRE Technical Report 2547, Volume II. pp. 239-263.


� A session layer protocol developed by Netscape to ensure private, authenticated communications.


� OpenSSL is a toolkit for implementing SSL, http://www.openssl.org.





