MPLS and IPSec VPNs combined - 

A brief status report

· IPSec provides encryption and/or authentication. Works at layer 3.

· MPLS provides routing control and (consequently) QoS. Works at layer 2.5 (?). i.e. inserts an MPLS label between the layer 3 header (say IP) and layer 2 header (say Ethernet. Can also be frame or ATM).

· Their combination gives the best of both worlds. The nice thing about it is, that they work at different layers, and hence seem to fit very well with each other.

How the setup looks

on alpha : 
eth0 = 192.168.0.1,
eth2 = 128.198.1.1

on lamar:
eth0 = 192.168.1.2,
eth2 = 192.168.2.2

[image: image1.jpg]<capture> - Ethereal

File Edit Captre Display Tools Help
NoJTime  |source Destination Protocal [info
2 1,003280 152,168,2.3 152,168,0.1 It Echo (ping) reply
3 2,005166 192,168,2,3 192,168,0,1 It Echo (ping) reply
43,007148 192,168,2,3 192,168,0,1 It Echo (ping) reply
5 4,009108 192,168,2,3 192,168,0,1 It Echo (ping) reply
65,0105 132,168,2,3 192,168,0,1 It Echo (ping) reply
7 5.013026 192,168,2,3 192,168,0,1 It Echo (ping) reply
8 7.00434 132,168,2,3 192,168,0,1 It Echo (ping) reply
9 8,016%03 192,168,2,3 192,168,0,1 It Echo (ping) reply
10 3,018861 192,188.2,3 192,168,0,1 It Echo (ping) reply
11 10,020821 192,188.2,3 192,168,0,1 It Echo (ping) reply
12 11,022756 192,188.2,3 192,168,0,1 It Echo (ping) reply

 Frane 1 (38 on wire, 98 coptured)
B Ethernet 11 Ethereal: Capture Preferences
Destination: 00:60:b0:a2:7at0a (HP_a2:7a:0a)

Source: 00:801b0:a2:81:d5 (HP_a2181:d5) it | il

Tupe: 1P (0x0300) Court: [0 (i)
B Internet Protocol

Version: 4 Fier

Header length: 20 bytes

Differentiated Services Field: 0x00 (ISCP 0<00: Defaults ECN: 0x00) File:

Total Length: 84

Identification: Oxbddd Cayfi | &
Flags: 0x00 Capture packets in promiscuous mode
Fraguent, offset: 0 E
Tine to live: 64
Protacal: ICHP (0x01)
Header checksun: 0x4310 (correct)
Source: 192,168.2,3 (192.168.2.3)
Destination: 192,168.0.1 (192.168.0.1)
B Internet. Control Hessage Protocol

Tupe: 0 (Echo (ping) reply)

Cade: 0

Checksun: 0x4922 (correct)

Identifier: 03408

Sequence runber: BL:01

Data (56 butes)

[] Automatic scralling in live capture

Enahle name resolution

oK

0010 00 54 bd 44 00 00 40 01 4310 c0 a8 02 03 c0 a8  .T.B,.6, C1,.00.,
0020 00 01 00 00 43 22 34 0 81 0L 66 61 ad 3o Fo 32 ....1%. ,1Fa512
0030 0e 00 08 03 0a 0b Oc 0d 0s OF 1011 121314 15 .1 1ol laii,
0040 16171813 latblc1d 1o 1F 202022232425 .0 00 [ iMedE =

0000 00 B0 b0 a2 7a 0a 00 60 b0 a2 81 d5 08 00 45 00 ..z, ..viEe {E}

Filter

Reset| File: <capture> Drops: 0





The results presented here are for 'ping -I 192.168.0.1 192.168.2.3'

Details of the setup (1)

(1) Setup an IPSec VPN betwe alpha(eth2) and lamar (eth0). (details of ipsec.conf below)

config setup

        # THIS SETTING MUST BE CORRECT or almost nothing will work;

        # %defaultroute is okay for most simple cases.

        interfaces="ipsec0=eth0 ipsec1=eth1 ipsec2=eth2"

        # Debug-logging controls:  "none" for (almost) none, "all" for lots.

        klipsdebug=all

        plutodebug=all

        # Use auto= parameters in conn descriptions to control startup actions.

        plutoload=%search

        plutostart=%search

        # Close down old connection when new one using same ID shows up.

#       uniqueids=yes

#conn %default

conn a2l

        keyingtries=0

        # sample VPN connection

        # Left security gateway, subnet behind it, next hop toward right.

        left=192.168.1.1

        leftsubnet=192.168.0.0/24

        leftnexthop=192.168.1.2

        # Right security gateway, subnet behind it, next hop toward left.

        right=192.168.1.2

        rightsubnet=192.168.2.0/24

        rightnexthop=192.168.1.1

        # To authorize this connection, but not actually start it, at startup,

        # uncomment this.

        auto=start

        authby=rsasig

        leftid=@alpha.uccs.edu

        rightid=@lamar.uccs.edu

        rightrsasigkey=0sAQOSxZRaWBqtPx3k6rSQ...

        leftrsasigkey=0sAQNvPwFQOa...

Details of the setup (2)

(2) Setup an MPLS VPN between the same interfaces.

on alpha :  (ma = alias for /root/mpls-linux-1.1/utils/mplsadm2)

            (iptables = /root/iptables-1.2.7a/iptables)

        ma -A -O 0

        (Key: 0x00000002)

        ma -O 0x00000002 -o push:gen:16:set:eth2:ipv4:192.168.1.2

        iptables -A OUTPUT -t mangle -d 192.168.1.2/24 -j MPLS --set-key 0x00000002

        ma -A gen:16:0

        ma -A -I gen:17:0 -i pop:peek

        ma -L eth2:0

on lamar :  (ma = alias for /root/mpls-linux-1.1/utils/mplsadm2)

            (iptables = /root/iptables-1.2.7a/iptables)

        ma -A -O 0

        (Key: 0x00000002)

        ma -O 0x00000002 -o push:gen:17:set:eth0:ipv4:192.168.1.1

        iptables -A OUTPUT -t mangle -d 192.168.1.1/24 -j MPLS --set-key 0x00000002

        ma -A gen:17:0

        ma -A -I gen:16:0 -i pop:peek

        ma -L eth0:0

Details of the setup (3)

Step (3) : Setup appropriate routing entires and firewall (Firewall setup shown in lastpresentation. Just the routing table is shown here)

ON APLHA 

Destination     Gateway         Genmask         Flags Metric Ref    Use Iface

128.198.61.0    0.0.0.0         255.255.255.128 U     0      0        0 eth1

128.198.61.0    0.0.0.0         255.255.255.128 U     0      0        0 ipsec1

192.168.2.0     192.168.1.2     255.255.255.0   UG    0      0        0 ipsec2
<---

192.168.1.0     0.0.0.0         255.255.255.0   U     0      0        0 eth2 
<-----

192.168.1.0     0.0.0.0         255.255.255.0   U     0      0        0 ipsec2
<---

192.168.0.0     0.0.0.0         255.255.255.0   U     0      0        0 eth0

192.168.0.0     0.0.0.0         255.255.255.0   U     0      0        0 ipsec0

127.0.0.0       0.0.0.0         255.0.0.0       U     0      0        0 lo

128.198.61.1    0.0.0.0         UG    0      0        0 eth1

ON LAMAR 

Destination     Gateway         Genmask         Flags Metric Ref    Use Iface

192.168.2.0     0.0.0.0         255.255.255.0   U     0      0        0 eth2 
<---

192.168.2.0     0.0.0.0         255.255.255.0   U     0      0        0 ipsec2
<---

128.198.60.0    0.0.0.0         255.255.255.0   U     0      0        0 eth1

128.198.60.0    0.0.0.0         255.255.255.0   U     0      0        0 ipsec1

192.168.1.0     0.0.0.0         255.255.255.0   U     0      0        0 eth0
<---

192.168.1.0     0.0.0.0         255.255.255.0   U     0      0        0 ipsec0
<---

192.168.0.0     192.168.1.1     255.255.255.0   UG    0      0        0 ipsec0

127.0.0.0       0.0.0.0         255.0.0.0       U     0      0        0 lo

0.0.0.0         128.198.60.129  0.0.0.0         UG    0      0        0 eth1

On alpha, do a 


ping -I 192.168.0.1 192.168.2.3

How it looks on alpha at 192.168.1.1 (eth2)

[image: image2.jpg]capture> - Ethereal

File Edit Captre Display Tools

NoJTime  |source Destination Protocal [info

1,001283 192,16
2,005184 192,16
3,007157 192,16
4,009103 192,16
5,011061 192,16
6.013011 192,16 Esp
7,01480 192,16 Esp

8.1 8.1.2 3
8.1 8.1.2
8.1 8.1.2
8.1 8.2
8.1 8.1.2
8.1 812
8.1 8.2
9 8,016316 182,168,1,1 192,168.1,2 Esp
8.1 8.2
8.1 812
8.1 8.1.2
8.1 8.2
8.1 8.1.2
8.1 812
8.1 8.2

EsP
EsP
EsP
EsP

10 3,018883 192,16 Esp
11 10,020834 192,16 Esp
12 11022854 192,16 Esp
13 12,024724 192,16 Esp
14 13,026733 192,16 Esp
15 14028626 192,16 Esp
16 15,0351 192,16 Esp

Bl Frane 1 (154 on uire, 154 captured)
Bl Ethernet 11
Destination: 00:50:da:6c:86:2a (300 _6o186zaa)
Source: 00:07:e3:0c:3bzed (00:07:63:0c:3bzed)
Tupe: WPLS Label suitched packet (0x3847)
I HultiProtocol Label Suitching Header
HRLS Label: Uknoun (16)
HPLS Experinental Bits: 0
HPLS Botton OF Label Stack: 1
HPLS TIL: 64
B Internet Protacol
Version: 4
Header length: 20 butes
B Differentiated Services Fields 0x00 (ISCP 0:00; Default; ECN: 0x00)
Total Length: 135
Identification: OxGdb0
Flags: 000
Fraguent offsst: 0
Tine to live: 64
Protocol: ESP (0x32)
Header checksun: 0x3340 (correct)
Source: 192,168,1,1 (182,168.1.1)
Destination: 192,168,1.2 (152,168.1.2)
Bl Encapsulated Security Payload
SPI: 026710908
Sequence: 0x000001c4
Data (108 bytes)

0000 0050 da 6o 86 2a 00 07 e3 0c 3bed 8847 00 01 P.L..., ..3,.6..
0010 01 40 4500 00 83 5d b0 00 00 40 32 93 40 c0 a8  |EE...], |l62l0!,
0020 0L 01 cO aB 01 02 22 7L ¢3 0800 00 0L o 6 26 ....00.q oruvinss
0030 do 26 65 83 19 7d 55 7a 85 7 37 58 ac 0a 70 13 L{e..jlz 1K lp.

0040 76 2 ed od 28 0c 5o 20 a7 oF £0 10 02 7 de o7  we,li - Lasa

Filter

Ethereal: Capture Preferences

Interface: [ethz

Count: [0 (nfinite)

Filter

File:

Capture length

Capture packets in promiscuous mode

[] Automatic scralling in live capture

Enable name resalution

1514

oK

Reset] File: <capture> Draps: 0




[image: image3.jpg]192.168.1.1

Alpha

192.168.1.2

Ilzx.ws.ﬁo.lﬁs

Lamar

192.168.2.2

192.168.2.3

-
192.168.0.1

128.198.61.15

>
192.168.0.3

Beta





... on alpha (at 192.168.0.1 i.e. eth0)

[image: image4.jpg]capture> - Ethereal
File Edit Captre Display Tools Help
NoJTime |source Destination Protocal [info
2 1,00%641 192,168.1.1 192,168.1.2 Esp ESP (SP1=0:26710308)
32,0044 192,168,1,1 192,168.1,2 Esp ESP (SP1=0:26710308)
4 2,991193 00:07:08:0013bzed  30OH_Be:86:an e Uho has 12,168,1,27 Tell 192,168,1,1
5 2,991235 300M_Bo:86:an 00:07:09:00:3bz04  ARP 192,168.1,2 is at 00:50:da:6c:861aa
6 3,013323 192,168,1.1 192,168,1,2 Esp ESP (SPI=0:26710308)
7 4016194 192,168,1,1 192,168,1,2 Esp ESP (SPI=0:26716808)
8 5018129 192,168,1,1 192,168,1,2 Esp ESP (SPI=0:2671608)
9 6.023337 192,168,1.1 192,168,1,2 Esp ESP (SPT=0:2671608)
10 7,025938 182,188,1,1 192,168,1,2 Esp ESP (SPI=0:2671608)
11 8,027887 182,188,1,1 192,168,1,2 Esp ESP (SPI=0:2671608)
12 3,030315 182,168,1,1 192,168.1.2 EsP ESP (SPI=0:2671608)

Frane 1 (154 on uire, 154 captured)
Ethernet 11

uitching
HELS Label: Urknoun (16)
HPLS Experinental Bits: 0
HPLS Botton OF Label Stack: 1
HPLS TIL: 64

B Internet Protocol

Bl Encapsulated Security Payload
SPI: 026710908
Sequence: 0x000000d4
Data (108 bytes)

0000 00 50 da Bc 86 aa 00 07 3 Oc 3b ed 83 47

0010
0020
0030
0040

45 00 00 88 50 o0
0101 c0 48 01 02 26 71
3 02 ad 56 e 05 fe 3
2250 47 da 1d b 29 a7

Filter

00 00 40 32 92 30 20 a8
€9 08 00 00 00 34 53 66
be 04 do 0L fb 3e 3L 1
FF 73 a6 9 1b 7F £9 28

Preferences

Interface: [ethd

Count: |0 (nfinite)

Filter

File:

Capture length 1514 |2

Capture packets in promiscuous mode

[] Automatic scrolling in live capture

JCRTIREN: ] Enable name resolution
L e,

JESNAReE DoY)

P e T Y oK

iR Ipe)

Reset] MultProtocol Label Switching Header (ipls)





... and how it looks on lamar at 192.168.1.2 (eth0)

[image: image5.jpg]e i

capture ereal
File Edit Captre Display Tools Help
NoJTime  |source Destination Pratocal [info
2 1,000008 182,188,0,1 192,168.2.3 ICH Echo (ping) request
3 2,001306 182,168,0,1 192,168,2.3 ICH  Echo (ping) request
43,013819 192,168,0,1 192,168,2.3 ICH  Echo (ping) request
5 4015855 192,168,0,1 192,168,2.3 I Echo (ping) request
65.022791 132,168,0,1 192,168,2,3 ICH Echo (ping) request
7 6.025397 132,168,0,1 192,168.2,3 ICH Echo (ping) request
8 7.027343 132,188,0,1 192,168.2.3 ICH Echo (ping) request
98,0359 132,168,0,1 192,168.2.3 ICH  Echo (ing) request
10 3,033208 192,168,0,1 192,168,2.3 ICH  Echo (ping) request
11 10,035160 192,168,0,1 192,168,2.3 ICH  Echo (ping) request
12 11,042366 192,168.0,1 192,168.2.3 ICH Echo (ping) request

Frane 1 (38 on vire, 95 captured)

Bl Ethernet 11
Destination: 08:00:03:b0:75:21 (HP_bo:75:21)
Source: 08:00103:e:82:e2 (HP_se182:e2) Interface: [sth2
Tupe: TP (0x0800)
Internet Protacol Count: |0 (nfinite)

[ Ethereal: Capture Preferences

Type: 8 (Echo (ping) request) Filter
Code: 0

Checksun: OxieSa (correst)
IdentiFier: 03406 Capture longth [1574 |2
Seauence number: 22:00

Tata (56 bytes) Capture packets in promiscuous mode

File:

[] Automatic scroliing in live capture

oo 0203 Enable nae resolution &
o0

o0io oK Cancel B
o050

o060 &
Fiter Intemet Caniol Message Protocal cmp)





... and at 192.168.2.2 (eth2) on lamar


