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2. Introduction

IP multicast offers an effective, bandwidth-frugal mode of group communication. This technology has been receiving a lot of attention of late, for its potential use in applications such as cable TV transmission, multimedia conferencing, teaching etc. However, with IP, come the concomitant hassles like (a) insecurity and (b) lack of control on the Quality Of Service. It should be noted that these concerns are not mutually exclusive. However, while there are solutions (partial or total) that address each of these issues individually, there is no comprehensive solution that addresses both – at least none accessible in the public domain.  The current thesis aims offer a solution that addresses both issues by extending/combining some existing individual solutions to provide a secure, QoS manageable multicast network. The individual solutions, and the planned comprehensive solution, are detailed below.

The IPSec protocol solves the issue of insecurity in network communications by using (i) authentication and (ii) encryption. FreeS/WAN[1] is probably the most widely used public domain implementation of IPSec. The MPLS protocol addresses the QoS issue. Mpls-linux[2] is a public domain implementation of the MPLS protocol. The initial focus of these protocols(and their implementations) has been in the unicast world. However, attempts are being made to extend them for multicast use. The 'MPLS multicast fast reroute' project[3] is an effort that extends MPLS for multicast use. Work to extend IPSec for multicast use is in the initial stages, with  progress (atleast in public domain) limited to the implementation of various group key management protocols like GSAKMP,GDOI, MIKEY etc. gsakmp-0.8[4] is a proof-of-concept implementation of GSAKMP. The current project aims to extend gsakmp and FreeS/WAN to work together for group key management, authentication and encryption. The ultimate goal is to run an iSCSI implantation on top of the combined multicast IPSec-MPLS network to test the viability of this approach for network storage. IP-based Network storage was chosen to be the proof-of-concept application because it enables the use of existing networks and expertise and is therefore very cost-effective. iSCSI was chosen as the protocol of choice (instead of iFCP) because it has the most IP content, and is easier to setup in a lab setting.

3. Thesis Plan

The current thesis aims to 

(1) Port the MPLS multicast Fast Reroute patch from kernel 2.4.10, mpls-linux-0.995 to kernel 2.4.18, mpls-linux-1.1

(2) Extend GSAKMP and FreeS/WAN to work together in a multicast setting

(3) Configure and run the new FreeS/WAN multicast on top of MPLS-multicast. 

(4) Test the viability of this combination in an iSCSI based network storage.

Figure 1. shows the tentative test bed for this effort. This setup currently supports a combined MPLS-IPSec unicast network. Changes will be made to this to accommodate a 

multicast network.
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Figure 1. A Combined MPLS-IPSec unicast network

‘Delta’ and ‘Titan’ are members of two private subnets on either side of the IPSec-MPLS tunnel. Delta has a SCSI hard disc and is the SCSI ‘target’ ‘Titan’ is the SCSI initiator that seeks to write or read from the target. ‘Alpha’ and ‘Lamar’ are the Label Edge routers (LER)s which form the end nodes of the MPLS network. Beta and Gamma are the Label Switch routers (LSRs). Alpha-Beta-Lamar-Gamma is the MPLS VPN, tunneling data between the private subnets. Alpha and Lamar are also IPSec gateways. 

3.1 Tasks :

3.1.1 Already Done : 

· Installing FreeS/WAN,mpls-linux and iSCSI initiator and target [4].

· Running FreeS/WAN on top of mpls-linux in a unicast setting.

· Using this combined IPSec-MPLS network for iSCSI based storage networking.

3.1.2 In Progress – should finish by 6/14/3

Studying the GSAKMP implementation

3.1.3 To Be done – should finish by 7/12/3

Modify/Extend GSAKMP and FreeS/WAN to work together for multicast based group communication.

Update the MPLS multicast fast reroute patch

Run modified FreeS/WAN on top of updated mpls-linux. In the final configuration, the role of the modified FreeS/WAN will be to handle group key management, member authentication and data encryption/decryption. The actual multicasting (routing, replication etc) will be done by the underlying MPLS layer. 

Run two or more iSCSI initiators/targets on various nodes of this network to test network storage in multicast setting

3.1.4 Write thesis (Should be done by 8/31/03)

3.1.5 graduate (In Fall Semester)

3.2 Deliverables

The thesis report documenting the details of implementation of mpls-linux patch, gsakmp and FreeS/WAN. Should also include the details of the network setup.
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