APPENDIX A

ssldump  is  an  SSL/TLS  network protocol analyzer. It identifies TCP connections on the chosen network interface and attempts to interpret  them as SSL/TLS traffic. When it identifies SSL/TLS traffic, it decodes the records and displays them in a textual form to stdout.  If provided with the appropriate keying material, it will also decrypt the connections and display the application data traffic.

OutPut Format

ssldump prints an indication of every new TCP connection using a line like the following

       New TCP connection #2: iromeo.rtfm.com(2302) <-> sr1.rtfm.com(4433)

       The host which send the first SYN is printed on the left and the host which responded is printed on the right. Ordinarily, this  means  that the  SSL  client  will be printed on the left with the SSL server on the right. In this case we have a connection from iromeo.rtfm.com (port 2303) to sr1.rtfm.com (port 4433). To allow the user to disentangle traffic from different connections, each connection is numbered. This is connection 2.

       The  printout of each SSL record begins with a record line. This line contains the connection and record number, a timestamp, and the record type, as in the following:

       2 3  0.2001 (0.0749)  S>C  Handshake      Certificate

OUTPUT produced on the command

ssldump –i eth0 port 443

New TCP connection #1: dilbert.uccs.edu(2116) <-> oblib.uccs.edu(443)

1 1  0.0366 (0.0366)  C>S SSLv2 compatible client hello

  Version 3.1 

  cipher suites

  SSL2_CK_RC4  

  SSL2_CK_3DES  

  SSL2_CK_RC2  

  SSL2_CK_DES  

  SSL2_CK_RC4_EXPORT40  

  SSL2_CK_RC2_EXPORT40  

  TLS_RSA_WITH_RC4_128_MD5  

  Unknown value 0xfeff  

  TLS_RSA_WITH_3DES_EDE_CBC_SHA  

  Unknown value 0xfefe  

  TLS_RSA_WITH_DES_CBC_SHA  

  TLS_RSA_EXPORT1024_WITH_RC4_56_SHA  

  TLS_RSA_EXPORT1024_WITH_DES_CBC_SHA  

  TLS_RSA_EXPORT_WITH_RC4_40_MD5  

  TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5  

1 2  0.0375 (0.0008)  S>C  Handshake

      ServerHello

        Version 3.1 

        session_id[32]=

          91 73 b7 38 28 0a 98 e6 74 c5 39 7e 4a c3 a9 31 

          c2 96 42 77 2f 1b 12 b3 6d 88 4f fe ca 4b b0 1b 

        cipherSuite         TLS_RSA_WITH_RC4_128_MD5

        compressionMethod                   NULL

1 3  0.1831 (0.1456)  S>C  Handshake

      Certificate

1 4  0.1831 (0.0000)  S>C  Handshake

      ServerHelloDone

1 5  2.3121 (2.1290)  C>S  Handshake

      ClientKeyExchange

1 6  2.3121 (0.0000)  C>S  ChangeCipherSpec

1 7  2.3121 (0.0000)  C>S  Handshake

1 8  2.3277 (0.0155)  S>C  ChangeCipherSpec

1 9  2.3277 (0.0000)  S>C  Handshake

1 10 2.3285 (0.0008)  C>S  application_data

1 11 2.3453 (0.0167)  S>C  application_data

1 12 2.3455 (0.0002)  S>C  application_data

1 13 2.3462 (0.0006)  S>C  application_data

1    2.3462 (0.0000)  S>C  TCP FIN

New TCP connection #2: dilbert.uccs.edu(2117) <-> oblib.uccs.edu(443)

1 14 2.4409 (0.0947)  C>S  Alert

1    2.4410 (0.0000)  C>S  TCP RST

New TCP connection #3: dilbert.uccs.edu(2118) <-> oblib.uccs.edu(443)

New TCP connection #4: dilbert.uccs.edu(2119) <-> oblib.uccs.edu(443)

New TCP connection #5: dilbert.uccs.edu(2120) <-> oblib.uccs.edu(443)

5 1  0.0006 (0.0006)  C>S  Handshake

      ClientHello

        Version 3.1 

        resume [32]=

          91 73 b7 38 28 0a 98 e6 74 c5 39 7e 4a c3 a9 31 

          c2 96 42 77 2f 1b 12 b3 6d 88 4f fe ca 4b b0 1b 

        cipher suites

        TLS_RSA_WITH_RC4_128_MD5

        Unknown value 0xfeff

        TLS_RSA_WITH_3DES_EDE_CBC_SHA

        Unknown value 0xfefe

        TLS_RSA_WITH_DES_CBC_SHA

        TLS_RSA_EXPORT1024_WITH_RC4_56_SHA

        TLS_RSA_EXPORT1024_WITH_DES_CBC_SHA

        TLS_RSA_EXPORT_WITH_RC4_40_MD5

        TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5

        compression methods

                  NULL

5 2  0.0183 (0.0177)  S>C  Handshake

      ServerHello

        Version 3.1 

        session_id[32]=

          91 73 b7 38 28 0a 98 e6 74 c5 39 7e 4a c3 a9 31 

          c2 96 42 77 2f 1b 12 b3 6d 88 4f fe ca 4b b0 1b 

        cipherSuite         TLS_RSA_WITH_RC4_128_MD5

        compressionMethod                   NULL

5 3  0.0183 (0.0000)  S>C  ChangeCipherSpec

5 4  0.0183 (0.0000)  S>C  Handshake

5 5  0.0197 (0.0014)  C>S  ChangeCipherSpec

5 6  0.0197 (0.0000)  C>S  Handshake

5 7  0.0197 (0.0000)  C>S  application_data

4 1  0.0207 (0.0207)  C>S  Handshake

      ClientHello

        Version 3.1 

        resume [32]=

          91 73 b7 38 28 0a 98 e6 74 c5 39 7e 4a c3 a9 31 

          c2 96 42 77 2f 1b 12 b3 6d 88 4f fe ca 4b b0 1b 

        cipher suites

        TLS_RSA_WITH_RC4_128_MD5

        Unknown value 0xfeff

        TLS_RSA_WITH_3DES_EDE_CBC_SHA

        Unknown value 0xfefe

        TLS_RSA_WITH_DES_CBC_SHA

        TLS_RSA_EXPORT1024_WITH_RC4_56_SHA

        TLS_RSA_EXPORT1024_WITH_DES_CBC_SHA

        TLS_RSA_EXPORT_WITH_RC4_40_MD5

        TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5

        compression methods

                  NULL

4 2  0.0280 (0.0072)  S>C  Handshake

      ServerHello

        Version 3.1 

        session_id[32]=

          91 73 b7 38 28 0a 98 e6 74 c5 39 7e 4a c3 a9 31 

          c2 96 42 77 2f 1b 12 b3 6d 88 4f fe ca 4b b0 1b 

        cipherSuite         TLS_RSA_WITH_RC4_128_MD5

        compressionMethod                   NULL

4 3  0.0280 (0.0000)  S>C  ChangeCipherSpec

4 4  0.0280 (0.0000)  S>C  Handshake

4 5  0.0294 (0.0013)  C>S  ChangeCipherSpec

4 6  0.0294 (0.0000)  C>S  Handshake

4 7  0.0294 (0.0000)  C>S  application_data

3 1  0.0331 (0.0331)  C>S  Handshake

      ClientHello

        Version 3.1 

        resume [32]=

          91 73 b7 38 28 0a 98 e6 74 c5 39 7e 4a c3 a9 31 

          c2 96 42 77 2f 1b 12 b3 6d 88 4f fe ca 4b b0 1b 

        cipher suites

        TLS_RSA_WITH_RC4_128_MD5

        Unknown value 0xfeff

        TLS_RSA_WITH_3DES_EDE_CBC_SHA

        Unknown value 0xfefe

        TLS_RSA_WITH_DES_CBC_SHA

        TLS_RSA_EXPORT1024_WITH_RC4_56_SHA

        TLS_RSA_EXPORT1024_WITH_DES_CBC_SHA

        TLS_RSA_EXPORT_WITH_RC4_40_MD5

        TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5

        compression methods

                  NULL

3 2  0.0432 (0.0101)  S>C  Handshake

      ServerHello

        Version 3.1 

        session_id[32]=

          91 73 b7 38 28 0a 98 e6 74 c5 39 7e 4a c3 a9 31 

          c2 96 42 77 2f 1b 12 b3 6d 88 4f fe ca 4b b0 1b 

        cipherSuite         TLS_RSA_WITH_RC4_128_MD5

        compressionMethod                   NULL

3 3  0.0432 (0.0000)  S>C  ChangeCipherSpec

3 4  0.0432 (0.0000)  S>C  Handshake

3 5  0.0446 (0.0013)  C>S  ChangeCipherSpec

3 6  0.0446 (0.0000)  C>S  Handshake

3 7  0.0446 (0.0000)  C>S  application_data

4 8  0.0411 (0.0117)  S>C  application_data

2 1  0.0684 (0.0684)  C>S  Handshake

      ClientHello

        Version 3.1 

        resume [32]=

          91 73 b7 38 28 0a 98 e6 74 c5 39 7e 4a c3 a9 31 

          c2 96 42 77 2f 1b 12 b3 6d 88 4f fe ca 4b b0 1b 

        cipher suites

        TLS_RSA_WITH_RC4_128_MD5

        Unknown value 0xfeff

        TLS_RSA_WITH_3DES_EDE_CBC_SHA

        Unknown value 0xfefe

        TLS_RSA_WITH_DES_CBC_SHA

        TLS_RSA_EXPORT1024_WITH_RC4_56_SHA

        TLS_RSA_EXPORT1024_WITH_DES_CBC_SHA

        TLS_RSA_EXPORT_WITH_RC4_40_MD5

        TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5

        compression methods

                  NULL

4 9  0.0419 (0.0007)  S>C  application_data

4 10 0.0443 (0.0024)  S>C  application_data

4    0.0444 (0.0000)  S>C  TCP FIN

2 2  0.0780 (0.0096)  S>C  Handshake

      ServerHello

        Version 3.1 

        session_id[32]=

          91 73 b7 38 28 0a 98 e6 74 c5 39 7e 4a c3 a9 31 

          c2 96 42 77 2f 1b 12 b3 6d 88 4f fe ca 4b b0 1b 

        cipherSuite         TLS_RSA_WITH_RC4_128_MD5

        compressionMethod                   NULL

2 3  0.0780 (0.0000)  S>C  ChangeCipherSpec

2 4  0.0780 (0.0000)  S>C  Handshake

2 5  0.0795 (0.0014)  C>S  ChangeCipherSpec

2 6  0.0795 (0.0000)  C>S  Handshake

2 7  0.0795 (0.0000)  C>S  application_data

4 11 0.0560 (0.0116)  C>S  Alert

4    0.0561 (0.0000)  C>S  TCP RST

5 8  0.0600 (0.0403)  S>C  application_data

5 9  0.0608 (0.0007)  S>C  application_data

2 8  0.0898 (0.0103)  S>C  application_data

2 9  0.0907 (0.0008)  S>C  application_data

2 10 0.0913 (0.0006)  S>C  application_data

2 11 0.0915 (0.0002)  S>C  application_data

2 12 0.0915 (0.0000)  S>C  application_data

2 13 0.0915 (0.0000)  S>C  application_data

2 14 0.0920 (0.0004)  S>C  application_data

2 15 0.0922 (0.0002)  S>C  application_data

2 16 0.0931 (0.0008)  S>C  application_data

2 17 0.0937 (0.0006)  S>C  application_data

2 18 0.0947 (0.0010)  S>C  application_data

2 19 0.0947 (0.0000)  S>C  application_data

3 8  0.0741 (0.0294)  S>C  application_data

5 10 0.0834 (0.0226)  C>S  Alert

5    0.0835 (0.0000)  C>S  TCP RST

3 9  0.0892 (0.0151)  C>S  Alert

3    0.0892 (0.0000)  C>S  TCP RST

2 20 0.1431 (0.0483)  C>S  Alert

2    0.1432 (0.0000)  C>S  TCP RST

New TCP connection #6: dilbert.uccs.edu(2121) <-> oblib.uccs.edu(443)

6 1  0.0147 (0.0147)  C>S  Handshake

      ClientHello

        Version 3.1 

        resume [32]=

          91 73 b7 38 28 0a 98 e6 74 c5 39 7e 4a c3 a9 31 

          c2 96 42 77 2f 1b 12 b3 6d 88 4f fe ca 4b b0 1b 

        cipher suites

        TLS_RSA_WITH_RC4_128_MD5

        Unknown value 0xfeff

        TLS_RSA_WITH_3DES_EDE_CBC_SHA

        Unknown value 0xfefe

        TLS_RSA_WITH_DES_CBC_SHA

        TLS_RSA_EXPORT1024_WITH_RC4_56_SHA

        TLS_RSA_EXPORT1024_WITH_DES_CBC_SHA

        TLS_RSA_EXPORT_WITH_RC4_40_MD5

        TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5

        compression methods

                  NULL

6 2  0.0214 (0.0066)  S>C  Handshake

      ServerHello

        Version 3.1 

        session_id[32]=

          91 73 b7 38 28 0a 98 e6 74 c5 39 7e 4a c3 a9 31 

          c2 96 42 77 2f 1b 12 b3 6d 88 4f fe ca 4b b0 1b 

        cipherSuite         TLS_RSA_WITH_RC4_128_MD5

        compressionMethod                   NULL

6 3  0.0214 (0.0000)  S>C  ChangeCipherSpec

6 4  0.0214 (0.0000)  S>C  Handshake

6 5  0.0229 (0.0014)  C>S  ChangeCipherSpec

6 6  0.0229 (0.0000)  C>S  Handshake

6 7  0.0229 (0.0000)  C>S  application_data

6 8  0.0303 (0.0074)  S>C  application_data

6 9  0.0311 (0.0007)  S>C  application_data

6 10 0.0316 (0.0005)  S>C  application_data

6 11 0.0316 (0.0000)  S>C  application_data

6 12 0.0322 (0.0006)  S>C  application_data

6    0.0322 (0.0000)  S>C  TCP FIN

6 13 0.0378 (0.0055)  C>S  Alert

6    0.0379 (0.0000)  C>S  TCP RST

