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SECTION 1

Project Purpose
This project was intended to explore and analyze the intellectual property protections available to, and the market potential of, a secure information sharing framework described in Dr. Chow’s and Ganesh Godavari’s “Secure Information Sharing Using Attribute Certificates and Role Based Access Control” (hereinafter the “SIS software”).  Specifically, the ability to license the software and patent it were researched.   A marketability and risk analysis were also conducted to determine what latitude this product may have in the commercial sector.  Both tasks were undertaken with an eye toward comparing the product in detail with prior art.
My personal motivation to pursue this project stems from a desire to learn more about intellection property protection, especially as it applies to software.  I’ve been able to apply a real-world dimension to this goal through an internship at the Colorado Institute for Technology Transfer and Implementation (CITTI) at the University of Colorado, Colorado Springs (http://citti.uccs.edu/citti/about.php), which I began in July 2005.  Following the CITTI mission of assisting creative individuals in transforming technological ideas into economic opportunity, my role as an intern has been to investigate a means of getting the SIS software to market.  There is substantial overlap between my tasks as an intern and the scope of this project.   
Project Background
Today’s business and government landscapes require personnel to be informed, prepared, and capable of responding to rapidly changing situations.  Insular, stove-piped information systems do not adequately address common problem domains which often span multiple agencies and sectors.  The need for coordination across different user communities is critical under such circumstances.  Dynamic teaming and attendant participation cannot be accomplished effectively without adequate information access.  But the need to share information must not compromise solid information security.  Indeed security is a primary concern and a critical success factor in the mission of a task force -- information leaks and misinformation can subvert a mission, or worse, increase its liability exponentially. 
The SIS software addresses the need for efficient, secure sharing of information across agencies while ensuring privacy of information and protection from misuse.  Based upon trust relationships and an access policy that can span multiple organizations, it is implemented using a framework to authenticate users and to control access based upon defined roles.  The trust-management approach offers advantages over other authorization control mechanisms, especially when security policy is distributed or decentralized.
The SIS software’s approach to secure information sharing is based upon existing technology and standards.  The framework separates authentication decisions from access decisions.  Authentication is accomplished by public key certificates.  Access is accomplished by role-based access control (RBAC), a paradigm that assigns privileges based upon a role(s) that a user has as part of an organization.  The basis for separating the two security mechanisms is to simultaneously enhance and simplify the management of user access.  
One of the central problems the SIS software addresses is the complexity involved in establishing and administering a large-scale, multi-agency web-based SIS system.  To respond effectively to time-sensitive needs, system set-up time and management must be reduced.  The solution the SIS software provides is a set of procedures and tools to expedite the set-up of the public key infrastructure (PKI) and privilege management infrastructure (PMI) using lightweight directory access protocol (LDAP) and web servers.
SECTION 2

System Architecture

The SIS system is built upon a number of existing technologies:  X.509-based PKI, PMI, Attribute Certificates, RBAC, LDAP, Apache, OpenSSL, Mod_SSL, EXPECT library, and aznAPI.  It combines PKI, PMI, and RBAC to authorize access via a decision engine.  The concept is based upon the PrivilEge and Role Management Infrastructure Standards Validation (PERMIS) model of storing user roles in attribute certificates.
Overview of External Components

PKI

The X.509-based public key infrastructure (PKI) provides for authentication through a public key certificate that identifies an individual or an organization, and directory services that can store and revoke certificates.  It maintains a binding between a user or organization name and its public key, and provides the foundation for scalable key and certificate life cycle management.  
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Figure 1 - Public Key Certificate -- data fields and extensions in the X.509 standard [Kiran et al, 2002]
Since establishing PKI is a time consuming procedure, especially on a large scale, the SIS software advocates the use of a single rootCA, specifically a rootCA-MA (rootCA for multiple agencies), to be shared by participating agencies.  Sharing the same rootCA greatly simplifies security administration.  
PMI

The privilege management infrastructure (PMI) is to authorization what public key infrastructure (PKI) is to authentication.  The PMI specifies policy for attribute certificate (AC) issuance and management.  It is queried for authorization and access control, in which privileges are checked on each attempt to access a resource.  The SIS software assigns, issues, and manages privilege information using X.509 ACs.  Finer privilege control is achievable using this infrastructure.  For example, some access privileges are more permanent than others:  the identity of a person is essentially immutable, but other attributes of an individual or organization can change over time, such as the need for increased access or a revocation of access.  The SIS approach is to store all user privileges within a user’s organization.  To expedite the PMI deployment, existing resources such as LDAP servers can be recruited from an agency’s infrastructure to serve as the PMI components.
RBAC
Role-based access control has emerged as a proven alternative to discretionary and mandatory access controls.  Authorization and access are determined by a collection of permissions, encapsulated by a role to which an individual is assigned.  Roles restrict access based upon a user function within an enterprise.  RBAC as an access control paradigm is easy to understand, easy to manage, and scalable.  It supports the concept of least privilege, in which a role identifies a user's job functions, determines the minimum set of privileges required to perform that function, and restricts the user to those privileges and nothing more.   It permits users to belong to multiple roles, and to inherit roles hierarchically (a manager may inherit the roles of his subordinates, for example).  It enables rapid response and flexibility with the assignment and revocation of privileges – a task that is often difficult or costly to achieve in less precisely controlled access systems.  The choice of RBAC also reduces system set-up time and administration.  This is partly because a role-based model mirrors the way an enterprise typically conducts business, as opposed to the conventional, less intuitive, process of administering lower-level access control mechanisms directly.
Attribute Certificates

X.509-based attribute certificates facilitate flexible and scalable privilege management.  They bind permissions, or attributes, to an entity.  An AC does not contain a public key, and thus must be used in conjunction with an authentication service.  An AC can point to a public-key certificate to authenticate the identity of the holder, and can used to store (potentially) short-duration attributes.  The X.509 PMI standard supports RBAC by defining two types of attribute certificates:  role specification ACs, which hold the permission assignments granted to each role; and role assignment ACs, which hold the roles assigned to each user. [Chadwick and Otenko, 2002]
OpenSSL and EXPECT

The SIS software provides an administration utility to automate the certificate creation process, which can produce 100 certificates in less time than a single certificate can be produced manually.  Extensions to OpenSSL were implemented to support ACs using the OpenSSL crypto library and ASN.1 object definitions.  The EXPECT library was also used as a tool for automating the process the creation of X.509 digital ACs.  
Apache and OpenLDAP

The SIS software’s access control decision engine (ACDE) is implemented as an Apache module.  Authentication is implemented using mod_SSL (an Apache interface to OpenSSL), and is separated from authorization, which relies upon access rights associated with a given role.  Thus queries are submitted based upon the subject field of an AC, authorizing web access based upon the return of that AC.
The OpenLDAP module for the Apache web server has been extended to provide the authorization service for web requests.  It stores ACs as opposed to having them retrieved them from an external database.=
aznAPI

The Authorization (AZN) API is a generic application programming interface for access control.  It is used by systems whose access control facilities conform to the architectural framework described in International Standard ISO 10181-3 (access control framework).  System components that need to control access to resources can request an access control decision from the system's access control service. [Open Group, 2000]  The aznAPI standard defines four roles for components participating in an access request: initiators, targets, Access Control Enforcement Functions (AEFs), Access Control Decision Functions (ADFs). 
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Figure 2 - ISO 10181-3 Access Control Framework [ibid]
SIS Framework

Administration Tool
The SIS administration tool is used to create key pairs, PKIs, and user role attribute certificates.  Two types of user role ACs are generated by the tool:  User Role Specification ACs and Delegated Role Specification ACs.  User Role ACs define the privileges to which a user is entitled.  Delegated Role Specification ACs define what privileges are given for a resource by a user of higher authority.  
The signature values for User Role Specification ACs both belong to the Attribute Authority (AA).  To issue this type of AC, the tool requires the AA’s certificate and key, as well as the user’s certificate and the RBAC policy file.  The signature values for Delegated Role Specification ACs belong to the user who delegated the authority; to issue this type of AC, the tool needs the delegating user’s certificate and key, and the user’s certificate and the RBAC policy file the specifies the delegated authority.  The SIS software has adopted a ‘pull’ model for ACs; they are stored in LDAP, eliminating the need to distribute them to users. 

RBAC Policy File

The RBAC policy file specifies available roles, as well as what privileges each role holds for a given resource.  Access control decisions according to its contents.  Policy information is specified in XML and stored in an AC generated using the administration tool.  A sample policy file format from the prototype is indicated below:
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Figure 3 - sample RBAC policy file format [Chow and Godavari, 2005]
Lightweight Directory Access Protocol (LDAP)
X.500-based directories are an effective mechanism to make enterprise information available within an organization and over the Internet.  They address the problem of information fragmentation, redundancy, inconsistency, and management difficulty that typify an enterprise environment.  The trend toward directories has been accelerated by the wide adoption of LDAP. [Park et al, 2001]   LDAP provides fast, efficient, and scalable storage, management, search, and retrieval of X.500 directories.  The SIS software has chosen to leverage LDAP servers to store user information and user role ACs.   ACs belonging to members of a given agency can be distributed and installed on the LDAP server of that agency, or stored at a central repository.  
Access Control Decision Enforcement Engine (ACDE) 

The ACDE provides the authorization service for web requests between an initiator and a target, and informs the target if a user has the correct privileges to access it.  Thus the authentication service (provided by mod_SSL) is separated from the authorization service (which implements the aznAPI). To gain access to a resource, a user must submit his X.509 certificate to the ACDE.  The ACDE verifies the certificate, and queries the LDAP server for the user’s AC.  If the user meets the privilege requirements for a given resource, he is granted access.  The control flow in the ACDE is as follows:
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Figure 4 - ACDE Control Flow [Chow and Godavari, 2005]
Resources

Resources constitute the targets a user may wish to access, such as web servers, database servers, etc.
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Figure 5 - Interaction between SIS components [ibid]
SIS Prototype
A prototype of the SIS software has been implemented.  It successfully simulates coordination between a joint task force of four different agencies.  Each agency is assigned its own SIS node comprising an OpenLDAP server, Apache web server, and SIS module.  The prototype runs on Linux Redhat (compatible versions are presently 8.0 or 9.0).  Clients can use both Netscape and Internet Explorer browsers for web requests.  
Retrieval of a secure document between two organizations in the task force, alpha and beta, would flow this way:

Figure 6 - example document retrieval between organizations alpha and beta

Proposed enhancements to the prototype include interfacing with other servers, such as the Java-based Tomcat web server and the J2EE application server, implementing a secure alert mechanism, tracking distributed sensitive documents, the adoption of eXtensible Access Control Markup Language (XACML) for policy specification.  Other interesting enhancements not addressed in the SIS paper could be extending this framework to perform secure program access (i.e. run chron jobs) and support for RBAC3, which offers a host of new features. 
SECTION 3

Related Technologies
Two very closely related authorization frameworks are cited in the SIS paper, PERMIS and Akenti.  Those systems share several fundamental similarities with the SIS software:  all employ trust management infrastructures;  all recognize separate hierarchies for authentication and authorization; all are configured with CA (authentication) roots of trust; all  employ a compliance checker (ACDE in SIS, ADF in PERMIS, and Akenti server) and a gateway that controls user access to resources; all rely upon a trusted entity to create a policy; all specify their policies in XML and store them in ACs on an LDAP server; and all provide the capability to bulk create and sign policy and user ACs.
The SIS software differs from the PERMIS and Akenti systems in a couple distinct ways.  Specifically, PERMIS is authentication agnostic (SIS requires PKI) and Akenti has implemented a Discretionary Access Control model (SIS uses RBAC).  More subtle comparisons are provided in the descriptions that follow.
PERMIS
PERMIS is an authorization infrastructure from the University of Salford, UK, and a product of the EC-funded PrivilEdge and Role Management Infrastructure Standards Validation project.  PERMIS constitutes a generalized role-based X.509 PMI applicable to multiple application domains.  The system stores user roles in attribute certificates, and features a privilege allocation subsystem that enables the bulk creation and signature of X.509 ACs.   Like the SIS software, ACs are stored in distributed LDAP servers, and are accessed using the ‘pull’ method for ease of use in large distributed environments.   PERMIS has been used for GRID computing, and for various applications in Europe (online parking ticket tracking, access to street maps and building plans for architects, and an electronic tendering application). [Chadwick et al, 2003]  
Though PERMIS is authentication agnostic, the PERMIS API does specify how to implement PKI authentication or a conventional name/password pair.  Its API is very closely modeled after the aznAPI.  Similar to that framework, it makes use of an Access Control Enforcement Engine (AEF) and an Access Control Decision Function (AEF) as described in Figure 2 (10181-3 Access Control Framework).  The AEF authenticates a user in an application-specific manner, then asks the ADF is the user is allowed to perform the requested action. 

Like the SIS software, PERMIS supports the distributed management of ACs, and multiple external SOAs can be trusted to issue roles/attributes.
Akenti

Akenti is an authorization infrastructure from the Lawrence Berkeley National Laboratory.  It was developed as part of an effort to use X.509 identities to provide authorization in highly distributed environments.  Akenti policy is distributed and hierarchical and has been applied to collaboratories, GRIDs, and other virtual organizations defined by web-controlled infrastructures.
A main difference between the Akenti infrastructure and those of PERMIS and SIS is that it uses Discretionary Access Control (DAC) and not RBAC.   Like the SIS software, Akenti uses PKI for authentication.  ACs in Akenti are specified in XML in a proprietary format (SIS follows RFC-3281).  In the Akenti system, a certificate may assert identity (identity certificate, for authentication), specify who is authorized to create use conditions for a given resource (policy certificate), define a condition to be met (use condition certificate), or attest to an attribute of a user or resource (attribute certificate). [Akenti certificate XSD]
Authorization policy comprises two components:  policy certificates and use condition certificates (UCCs).  A policy certificate is self-signed and co-located with the resource to which it applies.  It contains the overall policy for controlling access to a resource, holds the trusted CAs and stakeholders, and pointers for searching applicable UCCs.  Note that storage on protected resources differs from the PERMIS and SIS implementation, and can make administration difficult.  
The term ‘stakeholder’ in the Akenti system refers to a trusted authority that issues UCCs and subordinate policies; this is equivalent to a Source of Authority (SOA) in the PERMIS and the SIS systems.  Each stakeholder group for a resource must create at least one use condition certificate for the resource.  A UCC specifies the use condition that must be satisfied to conduct an operation on a named resource.  Use conditions define a group of entities permitted to access a resource; each use condition is a component of an ACL.    Use conditions provide a robust set of constraints, to include a specified cache time, which neither PERMIS nor SIS presently accommodate.  Finally, attribute certificates contain an attribute-value pair and the principal to whom it applies.  The attribute authority that signs them is specified in the UCC.
Akenti operates in a single step decision making mode, but is capable of making different types of decisions.
Like the SIS software, the Akenti web security module can be attached to an Apache web server for UNIX platforms; to do so requires the use of OpenSSL and OpenLDAP.  Akenti is also capable of supporting RBAC; this is accomplishable by assigning principals privileges or group membership, and granting privileges to group attributes.
Other Technology
Technology that uses the same external components that the SIS software leverages is widely available on the Internet.  However outside of the PERMIS and Akenti frameworks, I located only one other publication that used the entirety of the components in a very similar fashion.  This technology was disclosed in a paper entitled “Implement role based access control with attribute certificates”, by Wei Zhou and Christoph Meinel (hereinafter referred to as “Zhou”). [Zhou and Meinel, 2004]  This technology is also very closely related to PERMIS and Akenti.  It uses RBAC and PKI to enforce authorization in a large-scale web environment, wherein policies are specified in XML in attribute certificates (in this case, the same standard as SIS uses) stored in LDAP servers with their corresponding PKCs.  It leverages an access control engine and administration tool, which like the SIS software can automatically generate and sign ACs.  The system has likewise adopted the ‘pull’ model so the role ACs need not be distributed to the users.  It is also based upon the aznAPI, which separates authentication from authorization.
A minor enhancement this system provides over PERMIS and SIS is a compromised solution for temporal permission validity.  It implements a scalable refresh time for revalidation on the root policy; the refresh window can be set according to application and environment requirements.  The SIS software currently uses complete mediation in a session-based approach.  
SECTION 4
Available IP Protections
Intellectual property protections available to the SIS system include copyright, licensing, patenting, or a combination thereof.
Copyright Protection

Copyright law provides the author(s) of an original creation exclusive rights over it.  A copyright confers the sole right to make copies, produce derivative works, sell, rent or lease the work, transfer ownership, and perform and display the work [Hovey, 2002].  While a copyright does not guarantee a paying audience, it does deter theft of the intellectual property and provides legal recourse if theft occurs.
The SIS software is protected by copyright; this was afforded automatically when it was put into tangible form.  Copyright law can be used to prevent the total duplication of a software program, as well as the copying of a portion of  the code (both examples of "literal infringement”).  Additionally, copyright provides some protection against non-literal infringement, such as the creation of cloned software. [Beck and Tysver, 2005]  Despite these innate protections, it is advisable to include a copyright notice in the header of each source file, as well as in the README file and documentation that will be distributed with the software.  Furthermore, registering the SIS software with the U.S Copyright Office is a wise move.  Doing so will provide an official certificate of registration, which can be used as solid evidence to prove ownership should any infringements be discovered.
License Protection
Licensing rather than selling a piece of software confers several advantages to the author.  Section §2-106 of the Uniform Commercial Code (UCC) states a sale “consists in the passing of title from the seller to the buyer for a price.” [Legal Information Institute]  Under the UCC, as well as federal patent and copyright statues, the sale of a product drastically limits the control that individuals can retain over it.  A sale permits a purchaser to resell or otherwise dispose possession of his copy without the authority of the copyright owner.  This is known as the ‘Doctrine of First Sale’.  Under this doctrine, “once a copy of a copyrighted work has been sold, the copyright holder’s rights in that particular copy are exhausted, and the copy must be freely resold, leased, or loaned.” [Neukom and Gomulkiewicz, 1993].  Licensing a piece of software avoids such pitfalls.  If an individual licenses his product to end users instead, he retains ownership. [Ravicher, 2000].
Broadly, software licensing enables an individual to use a piece of software.  Its terms specify the bounds of permission granted by the owner to a user, and acts as a memorandum of contract. There are two general categories of software licenses, proprietary and free, though within each category there exist many nuances.  A license can also define terms of warranty, limit a manufacturer’s liability, establish and extend intellectual property rights, and impose other terms and conditions that may restrict rights granted to a licensee under intellectual property law.  The choice to license software has a variable impact on rights conferred by copyright, depending upon the type of license employed.  All open source licenses surrender most if not all of the rights granted from a copyright.  For example, a licensor will lose his right to prevent the creation of derivative works and restricted redistribution.  In this case it serves to weaken the intellectual property rights an author is granted by copyright to his work.  This is not the case with closed source software licenses, which attempt to maintain all of their exclusive intellectual property rights.  Closed source licenses typically do not permit derivative works and restrict redistribution.  Fees from sale and licensing of commercial software are the primary source of income for companies that sell software (though open source software is certainly developed by commercial organizations as well).  There is an ongoing, passionate debate between the open-source or ‘free’ software advocates and the proprietary software advocates.  While this discussion is beyond the scope of this project, I have included a short background on open source software in Appendix A.  For an interesting analysis on software licensing I recommend “Contracts, Copyright, and Confusion:  Revisiting the Enforceability of ‘Shrinkwrap’ Licenses.” [Heath, 2005]
License Feasibility for the SIS System
While the SIS system could theoretically be released either as open source or proprietary software, my research for the CITTI office was oriented toward the proprietary side. 

Since the framework makes use of several external modules, the terms of use for each module had to be analyzed.  This was required to determine under what terms the SIS software could be licensed.
Fortunately each externally-license component the system uses employs a BSD-style license.  The Berkeley Software Distribution (BSD) license is very permissive, and one of the most widely-used licenses for free software. It is the most popular alternative to the GNU GPL license, allowing a licensee to keep private any modifications made to the original open source code base.  There are very few limits imposed upon a licensee, beyond giving credit to the original copyright holders.  It “basically allow[s] anyone to do anything with the code covered by the license, but requiring a reference to the copyright holder in accompanying documentation – essentially requiring only credit where credit is due.”  [Netscape, 2005]    
The BSD-style license is based upon a non-copyleft free software license agreement.  Under such an agreement a licensor retains copyright protection, disclaims warranty, and requires attribution for modified works, but permits redistribution and modification in any work.  Thus software released under this license can be incorporated into commercial and even proprietary products.
Under most BSD style licenses each redistribution of the software must carry along with it the terms of the license, the copyright notice, the condition that the name of the author may not be used to promote or sell the derivative work without prior permission, and that all advertising materials must display an acknowledgement of the originator of the licensed program. However the advertising clause has come under controversy, and many BSD-style licenses do not require this component.
The non-copyleft aspect of the BSD license is what makes the SIS commercial licensing potential favorable.  Since none of the external components upon which SIS relies pose a barrier to redistribution, licensing the SIS software is a viable option for the university to pursue.  The conditions stipulated in each component license will need to met.  Broadly this will require inclusion of the individual license terms and copyright statements in delivered documentation, giving credit to components within the source files that reference them, and including the required Apache statement in advertising materials.  Had an external component(s) employed a GNU General Public License (GPL), the plan would have become more complicated.  Depending upon the GPL license type (ordinary or Lesser), derivative works would themselves have to be released under a GPL license, or derivative source and/or object code using a GPL library would need to be made available. 
Appendix B details the license terms for each external component.
Patent Protection

Due to the intangible nature of software, courts once considered it ineligible for patent protection.  The US Supreme Court Case Diamond v. Diehr (US citation 450 U.S. 175 (1981)) fomented a change by ordering the issuance of a patent for a process that involved computations in computer software.  Since that time guidelines for software patents have become clearer, and the number of patents granted for software programs has increased each year.
Software patents provide much greater protection to software developers than copyright protection.  A patent provides an inventor with property rights that cover his or her original invention while a copyright protects only the expression of an idea, not the idea itself. Consequently, copyright law will not prevent the creation of a competing software program that utilizes the same ideas as an existing program. [Beck and Tysver, 2005] 
A patent gives its holder “the right to exclude others from making, using, offering for sale, or selling” [USPTO]  his creation without permission in the United States, its possessions, and territories.  This domestic protection also extends to imports of articles that infringe.  Hence a patent equates to a monopoly that lasts the life of the patent, and provides the patent holder offensive rights against infringement.  A patent does not provide a market for an invention, the means to develop it, or any special right to make or sell it.  
To be patentable, an invention must satisfy the basic requirements of novelty, utility, and non-obviousness.  Further, it must be adequately and correctly disclosed to the United States Patent and Trademark Office (USPTO), and it must satisfy the condition of operativeness – in other words, an idea itself cannot be patented without a means to successfully implement it.  

Patent examiners determine whether an invention is new and non-obvious by comparing the claims contained in its application (or in the case of a provisional patent without claims, the written description) with prior art.  The philosophy behind the novelty requirement is that a patent is issued in exchange for an inventor's detailed disclosure of his invention to the public.  If the inventor's work is not novel, the inventor is not adding to the public knowledge, so the inventor should not be granted a patent. [Radcliffe and Brinson, 2001]  A further stipulation to novelty is non-obviousness.  The USPTO will not issue a patent for an invention whose purported advancements are obvious from prior art.  Thus if the subject matter sought to be patented would have been obvious to an individual with ordinary skill in the field at the time the invention was made, then the application for a patent should be rejected.  [Syrowik and Cole, 1994]  This requirement makes sure patents are only granted for real advances, not for technical tinkering or modifications of existing inventions by skilled technicians. [Radcliffe and Brinson, 2001]
Patent Feasibility
In light of the related technologies discussed in this paper, I believe that obtaining a patent for the SIS software is unlikely.  The utility requirement is clearly satisfied, and the idea is operative.  However, the attributes of novelty and non-obviousness are more difficult to  justify.

The SIS software’s use of standards and external modules does not render it ineligible for a patent.  But the software does not provide a new, discrete piece of functionality that has not been produced before.   In isolation, each component of the SIS framework has been implemented or duplicated elsewhere.  Therefore patent focus should shift toward the provision of a previously unavailable capability, i.e. to the implementation of these separate components as a whole.  
To pursue a strategy of patenting the SIS software by its application it must still be sufficiently different from existing technology so that the invention as a whole is not part of the prior art.  Nor can the invention be obvious to a person having skill in the art.  Since the software is so closely related to systems like PERMIS, Akenti, and Zhou, and its capstone capabilities have been implemented elsewhere (such as using LDAP to store ACs, extending OpenSSL to automatically generate ACs, defining policy in XML), I doubt the requirements of novelty or non-obviousness can be satisfied.  The assertion that this is the first system to make use of PKI, PMI, RBAC, and web services together for information sharing is not defensible as evidenced by the technologies already discussed.
Even if it is determined that the SIS implementation is patentable, or that a very narrow facet of the software is patentable, there is another deterrent to obtaining a patent -- the expense.  The decision to pursue patent protection should be considered by comparing the potential revenue of the SIS software to the cost of the patent application process, and the likelihood of obtaining significant patent protection (this being the weak link). [Beck and Tysver, 2005]   Hidden costs must also be taken into account -- although the initial cost of a patent may be $10,000 - $15,000, the “total cost of ownership” of a patent is higher.  This is because a patent owner must invest in monitoring the marketplace for infringement.  Then, if an infringer is caught, the patent holder must invest the time and money to file a lawsuit (or present a credible case) to stop the infringement. The associated costs can quickly dwarf the price of the initial patent filing.  [Crohan, 2004]  There is also risk of patent litigation.  Defendants in infringement suits usually raise the defense of patent invalidity, asserting that the invention covered by the patent was not novel or non-obvious.  This could result in a determination that the U.S. Patent and Trademark Office made a mistake in granting the patent. [Radcliffe and Brinson, 2005]  Meanwhile, the costs of litigation must be absorbed by the infringer. 
Related Patents

Despite my pessimistic assessment of patent potential, I still performed a patent search using keywords, abbreviations, and various combinations thereof:  role based access control (with and without the hyphen, and RBAC); X.509; public key infrastructure (PKI); public key certificate (PKC); privilege management infrastructure (PMI); attribute certificate (AC); authorization; digital certificate; lightweight directory access protocol (LDAP); and software.  I checked for these terms in the abstract, claims, and titles using the search engine on the USPTO web site.  I located four patents that were in the ballpark of this technology.  The analyses of these patents with respect to the SIS software can be found in Appendix C.  This represents a significant amount of effort, but since my position is that the SIS software isn’t likely patentable, that effort has become peripheral.
 SECTION 5

Marketability Analysis 

There is certainly market potential for the SIS software, as related in the project background in Section 1 of this document.  The SIS software has responded both to a desire and deficiency in industry to collaborate securely, efficiently, and quickly.  The combination of PKI, PMI, RBAC, and web services offers an attractive package to industry for a number of reasons:  it provides both authentication and authorization services, a proven distributed capability, reduced system set-up and administration, and it leverages known standards and technologies with which it can evolve.  As the requirement for secure information sharing increases in the private and public sectors, the market for this and similar frameworks will likewise increase.
Some of my work with the Colorado Institute for Technology Transfer and Implementation (CITTI) has been to determine how to turn this innovation into a business opportunity.  This is in direct support of CITTI’s goal to identify emerging technologies and turn them commercially viable ideas.   A meeting with local industry professionals is scheduled somewhere in the December 2005 – January 2006 timeframe to discuss the technology, probe a transfer to market, and to look for avenues to further its development.  (I’d hoped the meeting would have already occurred, so I could have related technology transfer and start-up opportunities.  I will have to omit that portion.)
Preliminary steps leading up to the meeting have been to gain an understanding of the technology, to determine what IP protections are available to it, and to consider ways to market it at an executive level (free from an unnecessary level of detail).  I have created a draft marketing document for the software which can be found in Appendix D.
Risk Analysis

My research on related technologies did not generate concern for infringement.  The biggest risk would have come from patents whose scope this software violates, but a fairly rigorous search did not uncover any foreseeable problems (see Section 4 – Related Patents, and Appendix C).  Since obtaining a patent for this technology seems infeasible in its present embodiment, adopting a defensive publishing strategy could provide protection from other technologies trying to obtain a patent in the domain.  Future enhancements to the system may allow for an aspect(s) to be patented.  If that is the case, a similar effort will need to be undertaken to reconcile what technology is already available and already protected.
The similarities of the SIS software to PERMIS, Akenti, and Zhou likewise do not pose a risk.  Those systems are not patented; nor could they be at this point, as the technology has been in the public domain longer than the requisite one year grace period (which is only afforded in the United States anyway).  The only risk those systems could present is if they were in direct competition with the SIS software for market share.  Presently, none are being aggressively marketed.  With the exception of Zhou, where it is unclear what market direction is may take if any, the other two systems have taken the open source route.  I could see the SIS software benefiting from such a choice, but that conflicts with the business development goals that CITTI has for the technology. 
SECTION 6

Conclusion
The requirement to share information across different user communities has escalated over the years in both business and government.  Numerous systems have been implemented to respond to that need.  In critical circumstances where coordination must be established quickly, such as the creation of a joint task force for a natural disaster or national security threat, the requirement has not been adequately addressed. The SIS software responds to this need with a secure information sharing framework based upon PKI, PMI, RBAC, and web services that can be deployed quickly.  PKI and PMI infrastructures are notoriously laborious to establish; the SIS software offers a set of tools and procedures to expedite the process.  Moreover the software is scalable, easy to administer, and standards-based.  There is an undeniable market potential for a capability like this.

Market potential in no way guarantees market share.  To increase the chances that the SIS software can be successful, the CITTI office has assumed the task of generating interest in, and fostering development of, the technology.  The goal could be achieved by creating a start-up, securing capital, licensing the software, or though other entrepreneurial channels.  Investigation of options is ongoing.
A parallel goal of creating economic opportunity is to define and secure intellectual property protection for the SIS technology.  Options include copyright, license, and patent protection, or some combination thereof.  The future business direction of the technology will influence an appropriate choice.  In the meantime I have analyzed protections available to it in its current embodiment and determined that copyright and licensing are most appropriate.  Copyright is conferred automatically (though I’ve recommended some formalities to be thorough).  Licensing could be either open- or closed-source.  With the focus on business opportunity levied by CITTI, I have focused more on the latter.  A closed-source license for the product is possible with only a few stipulations, which principally include acknowledgement of credit for the external systems used within the SIS framework.  Patent protection did not appear to be an achievable goal to me as I do not believe the system meets the requirements of novelty and non-obviousness. 
In pursuit of the project goals, which I believe were achieved, I was able to address my personal goals.  The research included in this paper represents a fraction of what I had to study to assert an opinion.  I have learned a great deal along the way about the technology used in the SIS software and similar products; I had virtually no background in access control paradigms, authentication and authorization infrastructures, SSL/TLS, web services, etc.  This project also provided a great opportunity to learn more about copyright law, patent law, licensing, and trade secrets, especially in regard to how they apply to software.  Software IP protection is a controversial subject, and my research exposed me to differing philosophies on open and closed source development.  The research has motivated me to learn more, which is a testament to success.

Lessons Learned

My research and project were conducted with very little outside consultation.  In retrospect, I could have benefited from interaction with a patent attorney (preferably a software patent attorney).  I would like to know if my assertion that the SIS software is unpatentable is accurate.  My research gives me confidence, but being a neophyte I’d like to keep an open mind and seek another opinion.  
I’d also like to find out what type of license strategy, open- or closed-source, might prove the most beneficial for the SIS software.  The problem with this question is the answer will depend upon who is asked.  Since the systems upon which SIS is modeled are open source (PERMIS, Akenti), and the external components upon which it relies are open source, my gut feeling is that open source may be the best direction for the product.  I did not explicitly ask CITTI is if they have every transferred any software as open source; my work for them has focused on a proprietary scheme.  Though there are no obstacles in the way to implement a proprietary license, I am not convinced that is the best approach.

Despite allocating a lot of time for the research and realization of this project, I still felt rushed toward the end.  I set goals for myself that consisted largely of weekly deliverables that would constitute components of this project.  Putting them all together coherently (if indeed I have accomplished that) took more time than I anticipated.  
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APPENDIX A
Differences Between Free and Open Source Software

Both the BSD and GPL licenses are free software licenses.  Fundamentally, a free software license does not require that a product be made available for free.  The term ‘free software’ does not denote ‘free of cost’.  It simply provides a user certain specific freedoms.  The difference between libre (free as in ‘freedom’) and gratis (no cost, or zero price) software is explained by Richard Stallman, founder of the Free Software Movement:   "Free software is a matter of liberty not price. To understand the concept, you should think of 'free' as in 'free speech', not as in 'free beer'" (more at http://www.fsf.org).

The differences between the BSD and GPL licenses highlight the divergence of opinion between the Free Software Foundation (FSF) and the Open Source Initiative (OSI).  The two licenses share similar license criteria and development practices, but their philosophical underpinnings are very different.  The FSF wishes to legally protect the freedom to use, modify, and redistribute software by preventing any addition of restrictions in derivative works.  It is the absence of restrictions that defines "free".  Thus it follows that the opposite of free software is proprietary software.  The FSF disagrees with the concept of proprietary software on moral grounds.  Its reasoning is that the use, redistribution or modification of proprietary software is prohibited, or requires permission, or is too restrictive to be accomplished effectively.  Based on this reasoning the FSF maintains that every copy of free software, even modified copies, must always remain free -- never proprietary.  In particular, this means that source code must always be available.  In addition, where applicable, derivative distributions must include binary or executable forms of the original software for both modified and unmodified versions.  In this way the FSF prohibits the creation of proprietary software from free software.  

The Open Source Initiative is an offshoot of the Free Software movement that takes a more utilitarian approach.  Free software is a subset of Open Source software.  Like the FSF, the OSI also wishes to protect the ability to read, modify, and redistribute source code as a means to enhance the evolution of a piece of software.  It acknowledges the pragmatic virtues of free software but does not believe that proprietary software is immoral.  Banning proprietary derivative works excludes a community of software developers from the process:  those in business.  The exclusion of that community dismisses potential advances that they could provide.  To that end, OSI approved licenses make software freely available to all communities by imposing fewer restrictions.

While the official free software and open source definitions differ slightly, in practice almost all open source software is also free software.

Free Software Definition:  http://www.gnu.org/philosophy/free-sw.html
Open Source Definition:  http://www.opensource.org/docs/definition.php
Links to other interesting sources on the subject:

The Cathedral and the Bazaar, Eric Steven Raymond’s essays on open Source versus proprietary development at http://www.catb.org/~esr/writings/cathedral-bazaar/cathedral-bazaar/index.html
Comino, Stefano and Fabio Maneti.  Open Source versus Closed Source Software:  Public Policies in the Software Market, June 2003 at http://opensource.mit.edu/papers/cominomanenti.pdf
APPENDIX B

SIS External Component Licenses
Apache

The Apache license is a BSD-style license with the advertising clause.  It extends the BSD model by permitting code check-ins to the code base from external developers.  Clause six of the Apache license stipulates that distributions of the software in “any form whatsoever must retain the following acknowledgement: ‘This product contains software developed by the Apache Group for use in the Apache HTTP server project (http://www.apache.org)’.”
License from http://www.apache.org/licenses/LICENSE-2.0.txt ; accessed December 2005
Apache License

                           Version 2.0, January 2004

                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,

      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by

      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all

      other entities that control, are controlled by, or are under common

      control with that entity. For the purposes of this definition,

      "control" means (i) the power, direct or indirect, to cause the

      direction or management of such entity, whether by contract or

      otherwise, or (ii) ownership of fifty percent (50%) or more of the

      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity

      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,

      including but not limited to software source code, documentation

      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical

      transformation or translation of a Source form, including but

      not limited to compiled object code, generated documentation,

      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or

      Object form, made available under the License, as indicated by a

      copyright notice that is included in or attached to the work

      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object

      form, that is based on (or derived from) the Work and for which the

      editorial revisions, annotations, elaborations, or other modifications

      represent, as a whole, an original work of authorship. For the purposes

      of this License, Derivative Works shall not include works that remain

      separable from, or merely link (or bind by name) to the interfaces of,

      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including

      the original version of the Work and any modifications or additions

      to that Work or Derivative Works thereof, that is intentionally

      submitted to Licensor for inclusion in the Work by the copyright owner

      or by an individual or Legal Entity authorized to submit on behalf of

      the copyright owner. For the purposes of this definition, "submitted"

      means any form of electronic, verbal, or written communication sent

      to the Licensor or its representatives, including but not limited to

      communication on electronic mailing lists, source code control systems,

      and issue tracking systems that are managed by, or on behalf of, the

      Licensor for the purpose of discussing and improving the Work, but

      excluding communication that is conspicuously marked or otherwise

      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity

      on behalf of whom a Contribution has been received by Licensor and

      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of

      this License, each Contributor hereby grants to You a perpetual,

      worldwide, non-exclusive, no-charge, royalty-free, irrevocable

      copyright license to reproduce, prepare Derivative Works of,

      publicly display, publicly perform, sublicense, and distribute the

      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of

      this License, each Contributor hereby grants to You a perpetual,

      worldwide, non-exclusive, no-charge, royalty-free, irrevocable

      (except as stated in this section) patent license to make, have made,

      use, offer to sell, sell, import, and otherwise transfer the Work,

      where such license applies only to those patent claims licensable

      by such Contributor that are necessarily infringed by their

      Contribution(s) alone or by combination of their Contribution(s)

      with the Work to which such Contribution(s) was submitted. If You

      institute patent litigation against any entity (including a

      cross-claim or counterclaim in a lawsuit) alleging that the Work

      or a Contribution incorporated within the Work constitutes direct

      or contributory patent infringement, then any patent licenses

      granted to You under this License for that Work shall terminate

      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the

      Work or Derivative Works thereof in any medium, with or without

      modifications, and in Source or Object form, provided that You

      meet the following conditions:

      (a) You must give any other recipients of the Work or

          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices

          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works

          that You distribute, all copyright, patent, trademark, and

          attribution notices from the Source form of the Work,

          excluding those notices that do not pertain to any part of

          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its

          distribution, then any Derivative Works that You distribute must

          include a readable copy of the attribution notices contained

          within such NOTICE file, excluding those notices that do not

          pertain to any part of the Derivative Works, in at least one

          of the following places: within a NOTICE text file distributed

          as part of the Derivative Works; within the Source form or

          documentation, if provided along with the Derivative Works; or,

          within a display generated by the Derivative Works, if and

          wherever such third-party notices normally appear. The contents

          of the NOTICE file are for informational purposes only and

          do not modify the License. You may add Your own attribution

          notices within Derivative Works that You distribute, alongside

          or as an addendum to the NOTICE text from the Work, provided

          that such additional attribution notices cannot be construed

          as modifying the License.

      You may add Your own copyright statement to Your modifications and

      may provide additional or different license terms and conditions

      for use, reproduction, or distribution of Your modifications, or

      for any such Derivative Works as a whole, provided Your use,

      reproduction, and distribution of the Work otherwise complies with

      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,

      any Contribution intentionally submitted for inclusion in the Work

      by You to the Licensor shall be under the terms and conditions of

      this License, without any additional terms or conditions.

      Notwithstanding the above, nothing herein shall supersede or modify

      the terms of any separate license agreement you may have executed

      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade

      names, trademarks, service marks, or product names of the Licensor,

      except as required for reasonable and customary use in describing the

      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or

      agreed to in writing, Licensor provides the Work (and each

      Contributor provides its Contributions) on an "AS IS" BASIS,

      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or

      implied, including, without limitation, any warranties or conditions

      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A

      PARTICULAR PURPOSE. You are solely responsible for determining the

      appropriateness of using or redistributing the Work and assume any

      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,

      whether in tort (including negligence), contract, or otherwise,

      unless required by applicable law (such as deliberate and grossly

      negligent acts) or agreed to in writing, shall any Contributor be

      liable to You for damages, including any direct, indirect, special,

      incidental, or consequential damages of any character arising as a

      result of this License or out of the use or inability to use the

      Work (including but not limited to damages for loss of goodwill,

      work stoppage, computer failure or malfunction, or any and all

      other commercial damages or losses), even if such Contributor

      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing

      the Work or Derivative Works thereof, You may choose to offer,

      and charge a fee for, acceptance of support, warranty, indemnity,

      or other liability obligations and/or rights consistent with this

      License. However, in accepting such obligations, You may act only

      on Your own behalf and on Your sole responsibility, not on behalf

      of any other Contributor, and only if You agree to indemnify,

      defend, and hold each Contributor harmless for any liability

      incurred by, or claims asserted against, such Contributor by reason

      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following

      boilerplate notice, with the fields enclosed by brackets "[]"

      replaced with your own identifying information. (Don't include

      the brackets!)  The text should be enclosed in the appropriate

      comment syntax for the file format. We also recommend that a

      file or class name and description of purpose be included on the

      same "printed page" as the copyright notice for easier

      identification within third-party archives.

   Copyright [yyyy] [name of copyright owner]

   Licensed under the Apache License, Version 2.0 (the "License");

   you may not use this file except in compliance with the License.

   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software

   distributed under the License is distributed on an "AS IS" BASIS,

   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

   See the License for the specific language governing permissions and

   limitations under the License.

X.509 AC

X.509 is an ITU standard for digital certificates, which forms the basis of the Internet's PKI standard.  There are no obstacles to using this in the SIS software with regard to licensing the product.  More information can be found at the PKIX Working Group web site, http://www.ietf.org/html.charters/pkix-charter.html
The following description of intellectual property rights was taken from http://www.ietf.org/rfc/rfc2587.txt ; accessed December 2005.

Intellectual Property Rights

   The IETF has been notified of intellectual property rights claimed in

   regard to some or all of the specification contained in this

   document.  For more information consult the online list of claimed

   rights.

   The IETF takes no position regarding the validity or scope of any

   intellectual property or other rights that might be claimed to

   pertain to the implementation or use of the technology described in

   this document or the extent to which any license under such rights

   might or might not be available; neither does it represent that it

   has made any effort to identify any such rights. Information on the

   IETF's procedures with respect to rights in standards-track and

   standards-related documentation can be found in BCP-11. Copies of

   claims of rights made available for publication and any assurances of

   licenses to be made available, or the result of an attempt made to

   obtain a general license or permission for the use of such

   proprietary rights by implementors or users of this specification can

   be obtained from the IETF Secretariat.
Open SSL

The OpenSSL toolkit implements the secure sockets layer (SSL v2/v3) and transport layer security (TLS v1) protocols,  as well as a full-strength general purpose cryptography library. It is open source and free to use.  It employs a dual license, its own as well as the original SSLeay license.  Both are BSD-style open source licenses, and both licenses apply.  The original SSLeay license stipulates that the author shall be given credit for any parts of library used.  The license text below was taken from http://www.openssl.org/source/license.html ; accessed December 2005.
OpenSSL License

  ---------------

/* ====================================================================

 * Copyright (c) 1998-2005 The OpenSSL Project.  All rights reserved.

 *

 * Redistribution and use in source and binary forms, with or without

 * modification, are permitted provided that the following conditions

 * are met:

 *

 * 1. Redistributions of source code must retain the above copyright

 *    notice, this list of conditions and the following disclaimer.

 *

 * 2. Redistributions in binary form must reproduce the above copyright

 *    notice, this list of conditions and the following disclaimer in

 *    the documentation and/or other materials provided with the

 *    distribution.

 *

 * 3. All advertising materials mentioning features or use of this

 *    software must display the following acknowledgment:

 *    "This product includes software developed by the OpenSSL Project

 *    for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

 *

 * 4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to

 *    endorse or promote products derived from this software without

 *    prior written permission. For written permission, please contact

 *    openssl-core@openssl.org.

 *

 * 5. Products derived from this software may not be called "OpenSSL"

 *    nor may "OpenSSL" appear in their names without prior written

 *    permission of the OpenSSL Project.

 *

 * 6. Redistributions of any form whatsoever must retain the following

 *    acknowledgment:

 *    "This product includes software developed by the OpenSSL Project

 *    for use in the OpenSSL Toolkit (http://www.openssl.org/)"

 *

 * THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ``AS IS'' AND ANY

 * EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

 * IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR

 * PURPOSE ARE DISCLAIMED.  IN NO EVENT SHALL THE OpenSSL PROJECT OR

 * ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

 * SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

 * NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

 * LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

 * HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,

 * STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

 * ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

 * OF THE POSSIBILITY OF SUCH DAMAGE.

 * ====================================================================

 *

 * This product includes cryptographic software written by Eric Young

 * (eay@cryptsoft.com).  This product includes software written by Tim

 * Hudson (tjh@cryptsoft.com).

 *

 */

 Original SSLeay License

 -----------------------

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

 * All rights reserved.

 *

 * This package is an SSL implementation written

 * by Eric Young (eay@cryptsoft.com).

 * The implementation was written so as to conform with Netscapes SSL.

 *

 * This library is free for commercial and non-commercial use as long as

 * the following conditions are aheared to.  The following conditions

 * apply to all code found in this distribution, be it the RC4, RSA,

 * lhash, DES, etc., code; not just the SSL code.  The SSL documentation

 * included with this distribution is covered by the same copyright terms

 * except that the holder is Tim Hudson (tjh@cryptsoft.com).

 *

 * Copyright remains Eric Young's, and as such any Copyright notices in

 * the code are not to be removed.

 * If this package is used in a product, Eric Young should be given attribution

 * as the author of the parts of the library used.

 * This can be in the form of a textual message at program startup or

 * in documentation (online or textual) provided with the package.

 *

 * Redistribution and use in source and binary forms, with or without

 * modification, are permitted provided that the following conditions

 * are met:

 * 1. Redistributions of source code must retain the copyright

 *    notice, this list of conditions and the following disclaimer.

 * 2. Redistributions in binary form must reproduce the above copyright

 *    notice, this list of conditions and the following disclaimer in the

 *    documentation and/or other materials provided with the distribution.

 * 3. All advertising materials mentioning features or use of this software

 *    must display the following acknowledgement:

 *    "This product includes cryptographic software written by

 *     Eric Young (eay@cryptsoft.com)"

 *    The word 'cryptographic' can be left out if the rouines from the library

 *    being used are not cryptographic related :-).

 * 4. If you include any Windows specific code (or a derivative thereof) from

 *    the apps directory (application code) you must include an acknowledgement:

 *    "This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

 *

 * THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ``AS IS'' AND

 * ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

 * IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE

 * ARE DISCLAIMED.  IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

 * FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

 * DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

 * OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

 * HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT

 * LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

 * OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

 * SUCH DAMAGE.

 *

 * The licence and distribution terms for any publically available version or

 * derivative of this code cannot be changed.  i.e. this code cannot simply be

 * copied and put under another distribution licence

 * [including the GNU Public Licence.]

 */

mod_SSL 

mod_SSL provides the authentication service for the SIS software.  It constitutes an Apache interface to OpenSSL.  The module provides strong cryptography for the Apache webserver via the secure sockets layer (SSL v2/v3) and transport layer security (TLS v1) protocols with the help of OpenSSL.  The module employs a BSD-style license.  The license text was taken from http://www.covalent.net/resource/legal/docs/license_modssl.txt ; accessed December 2005.
Copyright (c) 1999 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright

   notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright

   notice, this list of conditions and the following

   disclaimer in the documentation and/or other materials

   provided with the distribution.

3. All advertising materials mentioning features or use of this

   software must display the following acknowledgment:

   "This product includes software developed by

    Ralf S. Engelschall <rse@engelschall.com> for use in the

    mod_ssl project (http://www.modssl.org/)."

4. The names "mod_ssl" must not be used to endorse or promote

   products derived from this software without prior written

   permission. For written permission, please contact

   rse@engelschall.com.

5. Products derived from this software may not be called "mod_ssl"

   nor may "mod_ssl" appear in their names without prior

   written permission of Ralf S. Engelschall.

6. Redistributions of any form whatsoever must retain the following

   acknowledgment:

   "This product includes software developed by

    Ralf S. Engelschall <rse@engelschall.com> for use in the

    mod_ssl project (http://www.modssl.org/)."

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL ``AS IS'' AND ANY

EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR

PURPOSE ARE DISCLAIMED.  IN NO EVENT SHALL RALF S. ENGELSCHALL OR

HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,

STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

OF THE POSSIBILITY OF SUCH DAMAGE.

OpenLDAP

OpenLDAP is a suite of applications and development tools that enable open-source LDAP development.  It employs a BSD-style public license is thus poses no problems for use in the SIS software.  The license text is available at:  http://www.openldap.org/software/release/license.html ; accessed December 2005.
The OpenLDAP Public License

  Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation

("Software"), with or without modification, are permitted provided

that the following conditions are met:

1. Redistributions in source form must retain copyright statements

   and notices,

2. Redistributions in binary form must reproduce applicable copyright

   statements and notices, this list of conditions, and the following

   disclaimer in the documentation and/or other materials provided

   with the distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time.

Each revision is distinguished by a version number.  You may use

this Software under terms of this license revision or under the

terms of any subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND ITS

CONTRIBUTORS ``AS IS'' AND ANY EXPRESSED OR IMPLIED WARRANTIES,

INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY

AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.  IN NO EVENT

SHALL THE OPENLDAP FOUNDATION, ITS CONTRIBUTORS, OR THE AUTHOR(S)

OR OWNER(S) OF THE SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT,

INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,

BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER

CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT

LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

POSSIBILITY OF SUCH DAMAGE.

The names of the authors and copyright holders must not be used in

advertising or otherwise to promote the sale, use or other dealing

in this Software without specific, written prior permission.  Title

to copyright in this Software shall at all times remain with copyright

holders.

OpenLDAP is a registered trademark of the OpenLDAP Foundation.

Copyright 1999-2003 The OpenLDAP Foundation, Redwood City,

California, USA.  All Rights Reserved.  Permission to copy and

distribute verbatim copies of this document is granted.
EXPECT
Expect is a tool primarily for automating interactive applications such as telnet, ftp, passwd, fsck, rlogin, tip, etc.  In the SIS system it is used with OpenSSL to automate the digital certificate creation process. The EXPECT library does not have an explicit license.  The author, Don Libes, noted in the README file for the library:  “I hereby place this software in the public domain.  NIST and I would appreciate credit if this program or parts of it are used.” http://expect.nist.gov/cgi.tcl/README.distribution
aznAPI

This authorization API defines a programmatic interface through which system components that need to control access to resources can request an access control decision from the system's access control service. It is subject to the Open Brand Trademark License Agreement (TMLA) from the Open Group.  The license text can be found in section 2.1 of the following document (the document it is too large to include here):  http://www.opengroup.org/openbrand/tmla.pdf
APPENDIX C
Patent number 5,911,143 -- “Method and system for advanced role-based access control in distributed and centralized computer systems.” 

This system employs parameterized role types that can be instantiated into role instances equivalent to roles or groups.  The required parameters are provided by the subject of the computer system.  Subjects are all possible types of holders of access rights within a computer system, for example persons, job positions, role instances, users, and transactions.  The system uses capability lists to provide the access rights of the subjects on the objects of a computer system on a per-subject basis.  Access control lists are derived from the capability lists, wherein the system provides access rights of the subjects on the respective objects on a per-object basis. [United States Patent 5,911,143]
A couple differences between the system described and the SIS software is that it does not address authentication and it is based on ACLs.  
Patent number 6,728,884 -- “Integrating heterogeneous authentication and authorization mechanisms into an application access control system.”

The goal of this system is to provide selective access to resources on a user basis, adaptable to internal and external network environments, while taking advantage of existing security mechanisms.  To that end a method and apparatus are described that selectively authenticate and authorize a client seeking access to one or more secure, networked computer systems.  A proxy security server is requested to authenticate the client using information identifying.  An authorization of the client from the proxy security server is received, based on authentication results received from a remote security server coupled to the proxy security server.  In response, access rights of the client are established, based on one or more access information records received from remote security server through the proxy security server. [United States Patent 6,728,884]
The architecture of this system is sufficiently different that the SIS software won’t infringe.
Patent number 6,785,686 -- “Method and system for creating and utilizing managed roles in a directory system”

This system focuses on the use of managed roles.  A "managed" role is one that can be configured to provide search results similar to those available with a static grouping mechanism, i.e., to create a group entry that contains a list of members.  Managed roles allow a user to create an explicit enumerated list of members.  A managed role is represented by a label stored with a directory entry.

The system addresses this problem in the X.500 architecture:  a typical directory tree organizes entries only hierarchically, and the structure may not be optimal for short-lived or changing organizations where groupings can be made based on an arbitrary user attribute.  This system defines several classes of roles to enforce sophisticated access control (filtered roles, managed roles, nested roles, enumerated roles).  The system implements a Class of Service (CoS) concept, wherein users are allowed to share attributes between entries in a way that is transparent to an application.  This can be achieved by generating the values of the attributes by a CoS logic at the time of, or immediately prior to the time, the entry is transmitted to an application.  This is done in contrast to storing the values of the attributes with the attribute itself. [United States Patent 6,785,686]

Attributes are not stored in ACs in this system, not does it address authentication.  Other aspects of the system make it sufficiently different that the SIS software does not infringe.
Patent number 6,947,989 -- “System and method for provisioning resources to users based on policies, roles, organizational information, and attributes”

This system relates to the administration of user accounts and resources, and to systems and processes for provisioning users with resources based on policies, roles, organizational information, and attributes.  The resources to be provisioned include "hard" (chairs, desks, phones, etc.) and “soft” (email, programs, files, etc.) resources.  It describes steps for establishing a set of attributes, organizational information, and user roles, and for defining a plurality of resource provisioning policies based on selected attributes and user roles.  provisioning users based on policies that can take various process paths that are established as a result of the entry of user parameters; provisioning users based on policies which may require information or authorization from another person. [United States Patent 6,947,989]
This is a very broad patent, and due to its breadth probably comes the closes to the SIS software.  But it does not define a required a authentication scheme, it is focused more on resource provisioning than access control (in which human approval is required for many tasks), its policies are defined in Boolean IF-THEN-ELSE form, and the storage of attribute/policy information is not centralized.  The SIS software does not infringe.
APPENDIX D
Draft Executive-Level Marketing Document for the SIS Software

Background
A prototype of the secure information sharing framework described in this document was created in 2004 by Dr. Edward Chow and Ganesh Godavari, of the Department of Computer Science at the University of Colorado, Colorado Springs.  Opportunities for its application in business and government are presently being investigated.

Problem/Need

Today’s business and government landscapes require personnel to be informed, prepared, and capable of responding to rapidly changing situations.  Insular, stove-piped information systems do not adequately address common problem domains which often span multiple agencies and sectors.  The need for coordination across different user communities is critical under such circumstances.  Dynamic teaming and attendant participation cannot be accomplished effectively without adequate information access.  The need to share information does not supersede the requirement for solid information security.  Indeed security is a primary concern and a critical success factor in the mission of a task force.  Access to more information must not compromise privacy or protection from misuse.  Information leaks and misinformation can subvert a mission, or worse, increase its liability exponentially. 

Solution

Both sharing and security can be achieved with the right supporting architecture; the two goals are not at cross purpose.  The Secure Information Sharing (SIS) system has implemented a framework to authenticate users and to control access based upon defined roles.  The framework separates authentication decisions from access decisions.  Authentication of personal identity is accomplished via public key certificates.  In the SIS system, access is available through system linkages designed to support the information and communication needs of different entities, such as a joint task force.  Authorization and access are determined by a collection of permissions, encapsulated by a role, to which an individual is assigned.  Roles restrict access based upon a user function within an enterprise.  The concept is known as Role-Based Access Control (RBAC) and has been adopted as an industry standard.

RBAC as an access control paradigm is easy to understand, easy to manage, and scalable.  It supports the concept of least privilege, in which a role identifies a user's job functions, determines the minimum set of privileges required to perform that function, and restricts the user to those privileges and nothing more.   It permits users to belong to multiple roles, and to inherit roles hierarchically (a manager may inherit the roles of his subordinates, for example).  It enables rapid response and flexibility with the assignment and revocation of privileges – a task that is often difficult or costly to achieve in less precisely controlled access systems.  RBAC also reduces system set-up time and administration.  This is partly because a role-based model mirrors the way an enterprise typically conducts business, as opposed to the conventional, less intuitive, process of administering lower-level access control mechanisms directly.

The SIS system furthers ease of use through procedures and tools that expedite the establishment of the public key infrastructure (PKI) and the privilege management infrastructure (PMI).  It also allows administrators to recruit a business’ existing infrastructure, such as LDAP, to serve as PMI components for the system.  
Conclusion

Overall, the SIS system provides a unique, extensible capability to organizations that require critical information and communication collaboration.  It is designed to be easily set up and managed, and can be fit to accommodate the needs of varying organizational infrastructures.
SIS software adds user role information as an extension








once the privilege is validated, beta returns the web document to alpha via a secure information channel





beta validates alpha’s AC and checks if the organization has access privileges to the requested document





organization alpha sends a secure web request to organization beta, wherein beta validates alpha’s submitted authentication certificate





upon validation of alpha’s authentication certificate, beta reads the subject (DN) of the certificate to establish a connection with the LDAP server at alpha’s location; once connected, beta retrieves alpha’s AC
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