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Introduction
IEEE 802.1x is a protocol that enables secure port access control on a supporting system1.  802.1x extends the use of the Extensible Authentication Protocol2 (EAP), which was originally designed for dial-up authentication, to the local LAN.  Through the use of 802.1x, a network device (authenticator), can permit or deny access to its connectivity services based on the results of an authentication attempt by the requesting device or user (supplicant).  The authenticator typically does not perform the actual authentication, but instead acts as a relay for authentication messages between the supplicant and a separate authentication server.  If the authentication succeeds, the authentication server informs the authenticator that the supplicant should be granted access.
Today 802.1x is being widely implemented to restrict access to wireless networks5,6.  The wireless client device must provide proper credentials before being allowed access to the wireless network.   802.1x can also be used on wired networks, and many modern LAN switches, bridges, and routers are 802.1x capable.  However, the use of 802.1x in wired LANs is not as prevalent as in wireless networks and support for it is more limited in general.

This project will address the use of 802.1x to secure wired Ethernet LANs.  At my current place of employment, we have an Ethernet network that consists of Windows PCs, Sun Solaris workstations, PC Linux workstations, network printers, and a Windows 2000 server providing file, web application, and database services.  It is connected directly to the corporate intranet, which creates a security concern since the workspace where the Ethernet is installed is shared by a business competitor.  The concern is that an unauthorized individual could plug into an existing unused Ethernet port and directly access the entire corporate intranet.  Initial Investigation into the use of 802.1x as a low cost solution was difficult due to the lack of information on implementing 802.1x in a wired network.  This project proposes to set up a test bed for 802.1x on the UCCS network, research and test client and server software, and develop a detailed set-up and implementation guide for securing wired Ethernet LANs with 802.1x.
Project Plan

This project will entail:

· Analysis of the existing network (typical small office LAN) to identify areas of security concern
· Network diagrams

· Design of new secure network with emphasis on protecting access to corporate intranet
· Network diagrams

· Evaluate 802.1x capability of existing network hardware

· If necessary, recommend 802.1x network hardware to be purchased
· Configure network hardware to utilize 802.1x

· Research, test, and recommend best option for 802.1x client software for LAN clients (PCs, Solaris, Linux)

· Built-in Windows client, Commercial clients, Freeware or Shareware clients

· Varient of authentication mechanisms supported

· Ease of use by end user

· Integration with existing network authentication (Windows Active Directory)

· Conduct security analysis of various 802.1x authentication mechanisms and recommend best solution

· EAP-TLS3, PEAP4, MD5, Others

· Certificates/smart cards

· Strength of Security

· Cost of implementation

· Ease of use

· Ease of maintenance/management

· Investigate and test options for 802.1x authenticators (RADIUS5 servers)

· Microsoft Internet Authentication Service (IAS), commercial servers, freeware/shareware

· Cost

· Integration with existing network authentication

· Investigate, test, and recommend options for the authentication database

· Active Directory

· Oracle, SQL Server, MySQL

· Other built-in hardware databases

· Install and configure an 802.1x testing platform on the UCCS CS network
Project Deliverables

At the conclusion of the project, a complete report containing the following will be delivered:

· Security analysis of existing small office Ethernet network

· Recommended network modifications to support 802.1x and address physical security issues 
· Include recommended software configurations of network components (switches/routers)

· Research and Test write-ups of client software and recommended choice
· Research and Test write-ups of RADIUS authentication servers and recommended choice

· Analysis and recommendation for authentication method

· Analysis and recommendation for authentication database

· Detailed guide on setting up and implementing 802.1x

In addition, a complete report documenting the installation and configuration of an 802.1x testing capability on the UCCS network will be delivered.  This report will contain:

1. List of installed software

2. Configuration of installed software

3. Configuration modifications to network hardware components
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