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Abstiact— The IDMaps project aims to provide a distance map of the
Internet from which relative distancesbetweenhostson the Internet can
be gauged[1]. Many distrib uted systemsand applications canbene t from
such a distance map sewice, for example,a common method to improve
user perceived performance of the Inter netis to place data and sewver mir-
rors closerto clients. When a client tries to access mirr ored sewver, which
mirr or should it access?With IDMaps, the closestmirr or can be deter-
mined basedon distance estimatesbetweenthe client and the mirr ors. In
this paper we investigateboth graph theoretic methodsand ad hoc heuris-
tics for instrumenting the Inter net to obtain distancemaps. We evaluate the
ef cacy of the resulting distancemapsby comparing the determinations of
closestreplica using known topologiesagainstthoseobtained using the dis-
tancemaps.

|. INTRODUCTION

ThelDMaps project[1] aimsat providing a distancé mapof
the Internetfrom which relative distance$etweerhostson the
Internetcanbe gaugedj.e. is host closerto host or host ?
We ervisionthatmary distributedsystemsandapplicationscan
greatly bene t from sucha distanceinformation service. For
example, placing mirrors of popularWeb siteshasbecomea
commonmethodto improve userpercevedperformancendto
reducenetwork load. While strateically placedWeb caches
mayimprove performancef staticcontentusingsenermirrors
hasbeenproposedo improve performancef dynamiccontent.
Givena setof mirrors,which oneshoulda clientaccess?Aside
from the mary ad hoc solutions,suchasroundrobin DNS and
geographyer IP-address-baseghrtitioning,therealsoarepro-
prietarysystemshataddresghis questiort [2], [3]. Onefactor
to considerin determiningthe mirror closestto a client is the
topologicaldistancedetweerthe client andthe setof mirrors,
theinformationIDMapsintendsto provide.
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Wede ne distancen thegenericgraph-theoretisensef pathcost: thesum
of thelink-costof all links alonga path.
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The architectureof IDMaps [1] consistsof a network of in-
strumentatiorboxes, which we call Tracers, distributed across
the Internet. Tracersmeasuralistancesamongthemselesand
betweenthemselesand regionsof the Internetto build a dis-
tancemap. IDMaps aimsat providing long-termmeasureof
relative distancedetweerhostsacrosghegloballnternet.Gen-
erally speaking,givena host anda list of someotherhosts
onthelnternet,IDMapscanreturnanorderedist of theseother
hostsby theirdistancego host . Suchasimpleservicesufces
for applications|ik e theonedescribedibore, thatdo notneces-
sarily needa preciseor absolutemeasuref distancedetween
hosts.

The regions of the Internetthat Tracersmeasureare called
APs (“AddressPre xes”). Tracersmeasuredistancesamong
themselesandto APs. We call eachsuchmeasuremerd vir-
tual link andthe procesof measuringfracing Tracersadwer
tisetheirmeasuredlistance®n oneor moremulticastchannels.
Collectively, thesemeasuredlistancedorm the distancemap
or, equivalently, the virtual topolagy of the Internet. From the
distancemap, distancebetweenary two hostson the Internet
canbeestimated.

Theef cacy of IDMapsmaybeevaluatecbasednhow accu-
ratetheestimatedlistancearecomparedo actualdistanceshut
for applicationssuchasclosestsener selectiononly the order
ing of distancesdetweena client andsener mirrorsis needed.
We de ne anevaluationmetriccalled , for applicationlevel
performanceametric that compareshe “correctness’of closest
sener selectionusing the distancemap provided by IDMaps
againstelectiorbasedntheunderlyingtopology A morepre-
cisede nition of themetricis providedin Sectionlll-A. In this
paperwe explorethefollowing questions:

1. how mary Tracersmustbedeployed?
2. whereshouldtheseTracersheplaced?
3. mustthedistancamapbeafull-mesh?

Althoughour goalin this paperis biasedowardstheIDMaps
project,we believe thatthe resultsshouldbe generallyapplica-



ble to the placemenbf measuremennstrumentatiorboxeson
thelnternet.

In thenext sectionwe review two graphtheoreticapproaches
that can be usedto determinethe numberand placementof
Tracers. Both of theseapproachesequirea priori knowledge
of the network topology Sincethe topology of the Internetis
not known andis continually changing,we call thesethe ide-
alizedIDMapsplacemenalgorithmsandusetheir performance
asyard sticksto evaluatethe performancef our heuristicspre-
sentedn Sectionlll-B. In SectionlV, we examinealgorithms
usedto constructthe distancemap. Our experimentsexamine
the tracerplacemeniproblemandthe virtual link construction
using onarti cially generatedhetwork topologies.We de-
scribeourtopologygeneratiomprocessn SectionV andour per
formanceresultsin SectionVI.

Notations: We adoptthefollowing notationsfor this paper:the
network is a graph , where is the setof nodes,and

is the setof links. We use to denotethe
numberof nodesin , and to denotethe numberof Tracers
we placein the graph.We denotethe distancebetweemodes
and inthegraph , ; wewill omit  whenit canbe
deducedrom thecontext.

Il. PLACEMENT ON KNOWN TOPOLOGY

In this sectionwe review two graphtheoreticapproachethat
canhelpusdeterminghe numberandthe placemenbf Tracers
whenthe network topologyis known. We usethe genericterm
“center”in placeof “Tracer”in the following descriptions.We
studytwo variantsof the centerplacemenproblem:in the rst
case the maximalcenternodedistanceis given,andoneis re-
quiredto nd the minimal numberof centersneededo satisfy
the maximaldistanceconstrain;in the secondcase the number
of centerss given,andoneneeddo decidethelocationsof these
centerssuchthatthemaximumdistancebetweeranodeandthe
nearestcenteris minimized. In the following paragraphsye
give theformal de nitions of thetwo variants.

Numberof Centes: Givenanetwork with  nodes(thatis,
the topologyis a priori known), abound , onehasto nd a
smallestsetof centers  suchthat the distancebetweenary

node andits closestcenter is boundedby . The
performanceametric ( ) isthesizeof thisset( ). More
formally nd theminimum  suchthatthereis a set

with and

CenterPlacementor the placemenbf agivennumberof cen-
ters, one could considerthe following metric ( ): min-
imize the maximumdistancebetweena node and the nearest
center This problemis known asthe minimum  -centerprob-
lem, which states:givenan undirectedgraph with
link costssatisfyingthe triangleinequality® andaninteger
nd asetof nodessuchthatthe maximumdistancebetween
anodeonthegraphandthe nearestenteris minimized.

We presentwo algorithmsbelow, eachof which canbeused
to solve both the Numberof Centes problemand the Center

A costfunction satis esthetriangleinequalityif for all vertices , , in
[41.

Algorithm 1 (Greedyplacement)

. while ( )

GIESERENES

Fig. 1. Greedyplacemenbf centeronan -HSTtree.

Placemenproblem.Thetwo algorithmsweredesignedo solve
somevhatdifferentproblemsthan Tracerplacement.Our tacit
assumptionin applyingthesealgorithmsto Tracerplacements
thatby minimizing the maximumdistancebetweena nodeand
its closesfTracer we will obtainthe bestdistanceestimate.

A. -HST

We presentin this subsectioran algorithm basedon the k-
hierarchically well-sepaatedtrees( -HST)[5]. The -HSTal-
gorithm consistsof two phases.n the rst phasethe graphis
recursvely partitionedasfollows: A nodeis arbitrarily selected
from the current(parent)partition, and all the nodesthat are
within arandomradiusfrom this nodeform a new (child) parti-
tion. Thevalueof theradiusof the child partitionis a factorof

smallerthanthe diameterof the parentpartition. This process
recursedor eachpartition, until eachnodeis in a partition of
its own. We thenobtaina tree of partitionswith the root node
beingthe entirenetwork andleaf nodesbeingindividual nodes
in the network. In the secondphasea virtual nodeis assigned
to eachof the partitionson eachlevel. Eachvirtual nodein a
parentpartition becomeshe parentof the virtual nodesof the
child partitions. The lengthof the links from a virtual nodeto
its childrenis half the partition diameter We embedthe virtual
nodesin the original graphbasedon a techniquedevelopedby
AwerhuchandShavitt [6]. Togetheythevirtual nodesalsoform
atree.

The randomizationof a partition radiusis doneso that the
probability of a shortlink being cut by partitioning decreases
exponentially as one climbs the tree. Hencenodescloseto-
getherare more likely to be partitionedlower down the tree.
We take advantageof this characteristiof theresulting -HST
treeto devisethefollowing greedyalgorithmto nd thenumber
of centersneededwhenthe maximumcenternodedistanceis
boundedy

Letnode betherootof thepartitiontree, bethechildren
of node onthepartitiontree,and bealist of partitionssorted
in thedecreasing@rderof thepartitiondiametemtall times.
denoteghe partition at the headof thelist, and its
diameter Fig. 1 presentour greedyalgorithmon the -HST
tree. Thealgorithmpusheghe centersdown thetreeuntil it dis-
coversapartitionwith diameter . Thenumberof partitions,

, Is the minimum numberof centersrequiredto satisfythe
performancemetric . To selectthe actualcenterswe can
simply setthe virtual nodesof thesepartitionsin  to be the
centers.

The -HST-basedgreedy placementalgorithm presented
above tells us the numberof centersneededo satisfythe per



Algorithm 2 (2-approximate minimum  -center[8])
1. Construct

2. Compute for each

3. Findsmallest suchthat
4. isthesetof centers

, say

Fig. 2. Two-approximatelgorithmfor theminimum -centerproblem.

formancemetric . For ary given budgetof centers the
algorithmabove canalsobe usedto determinetheir placement.
For example,to place  centerswe simply changeline 2 in

Fig. 1 with “while ( )”. Obviously, the performance
metric may no longerbe satis edfor  below a certain
number

B. Minimum -Center

The placementof a given numberof centerssuchthat the
maximumdistancefrom a nodeto the nearestcenteris min-
imized, known as the minimum  -center problem, is NP-
completd7]. However, if wearewilling to tolerateinaccuracies
within a factorof 2, i.e. the maximumdistancebetweena node
andthe nearestenterbeingno worsethantwice the maximum
in the optimal case the problemis solvablein O [8] as
follows:

Givenagraph andall its edgesarrangedn non-
decreasing@rderby edgecost, : ,
let , Where . A squaegraph
of is the graphcontaining andedge wherever

thereis a pathbetween and in of atmosttwo hops,

—hencesomeedgesn  arepseudadgesin thatthey don't
exist in . An independenset of a graph is a
subset suchthat, for all , theedge is
notin . Anindependensetof isthusasetof nodesin
thatareatleastthreehopsapartin . We alsode ne amaximal
independenset asanindependenset suchthatall nodes
in areat mostonehopaway from nodesin

The outline of the minimum  -centeralgorithmfrom [8] is
shawn in Fig. 2. The basicobsenationis that the costof the
optimalsolutiontothe -centemproblemisthecostof ,where

is the smallestindex suchthat  hasa dominatingset of
sizeatmost . Thisis true sincethe setof centernodesis a
dominatingset,andif hasa dominatingsetof size , then
choosingthis setto be the centersguaranteeshat the distance
from anodeto the nearestenteris boundedby . Thesecond
obsenationis thata startopologyin , transfergnto aclique
(full-mesh)in . Thus,a maximalindependensetof size
in  impliesthatthereexistsasetof starsin , suchthatthe
costof eachedgein it is boundedoy  : thesmallerthe , the
largerthe . Thesolutionto the minimum  -centerproblem
isthe  with  stars. Note thatthis approximationdoesnot
alwaysyield a uniquesolution.

The 2-approximateminimum  -centeralgorithm can also
be usedto determinethe numberof centersneededto satisfy
is eitherin

adominatingsetis a setof or

hasa neighborin

nodessuchthatevery

the performanceametric by picking anindex suchthat

. The maximumdistancebetweena nodeandthe
nearestenterin isthenatmost , andthenumberof centers
neededs

The graph theoretic approachesdescribedabore assume
known network topologies. However, the topology of the In-
ternetmay not be known to all partiesat ary onetime. Further
more, the Internettopology changesontinuously from physi-
cal andalgorithmiccausesNeverthelesstherearescenariosn
which the above algorithmswould be applicableon the Inter-
net. For example,anInternetServiceProvider (ISP) may know
the topology of its network and be ableto usethe algorithms
to distribute Tracerswithin its own network, or companiesnay
usethealgorithmsto distribute Tracersontheirintranets.n this
paper resultsfrom the graphtheoreticalgorithmsare usedas
yardsticksto evaluatethe performancef our Tracerplacement
heuristican the next section.

I1l. TRACER PLACEMENT ON THE INTERNET
A. Numberof Tracers and PerformanceMetric

Thenumberof instrumentatioboxesneededo covertheln-
ternetdependgyreatly on the performancemetric theseboxes
must satisfy In this subsectionwe discussvarious candidate
performancemetrics for IDMaps and the implicationson the
numberof Tracersrequired.

Onecouldapplythe metricandrequirethateachnodes
is within a certain distanceof the nearestTracer or require
that the distancedbetweennodesand Tracersto be minimized
( ). Neitherof thesemetrics,however, tells ushow good
a servicelDMaps provides. A higherlevel metric, suchasre-
quiringthat % of IDMapsestimatedvewithin afactorof of
actualdistancesmaybemoreuseful. Dependingonthevalueof

and , this performancenetricmay notbe achiesablefor ary
reasonabl@umberof Tracers.In theworstcase the numberof
Tracersrequiredmay be O( ). For example,in orderto geta
factorof 2 estimationin all caseswe needto put Tracersin a
way thatfor any node thedistancdrom toits closestTracer
doesnot exceedthe shortestdistancefrom  to any othernode

. In mary practicalnetworks, this will requirealarge number
of Tracery ).

IDMaps doesnot intendto provide preciseestimatesf dis-
tancesbetweenhostson the Internet; what it doesprovide is
estimatef relative distancesetweena source(e.g. a client)
anda setof potentialdestinationge.g.sener mirrors). Hence
we adoptan application-leel performancenetric, , Which
measurehow often the determinationof the closestmirror to
a client, usingthe information provided by IDMaps, resultsin
a correctanswer A quantitatie evaluationof requiresa
de nition of sometargetaccuray, . A goodplacements one
thatmaximizeghenumberof possiblenodepairsfor which %
of clientnodeswill correctlyselectthe closestmirror usingthe
distanceamapinducedby IDMaps. We laterintroducea practical
lax versionof this measure.

As we will shav in SectionVI, this ratherlax metricstill al-
lows IDMapsto provide usefulserviceswvith a smallnumberof
Tracers.Furthermorejn reality, the numberof Tracerswe can



place,andwherewe canplacethemonthelnternet,will becon-
strainedby both administratve and budgetaryconsiderations,
our goal in this paperis not to determinethe minimum num-
ber of Tracersrequiredto provide distanceestimatego a given
precisionof accurag, but ratherto evaluatethe effectiveness
of variousplacemenstrateiesfor varying numberof available
Tracersaccordingo the performancenetric

B. TracerPlacementHeuristics

Givenanumberof Tracersandanunknavn topology we de-
visethefollowing heuristicsfor Tracerplacement:
Stub-AS: Tracersareplacedonly on stubAutonomousSystems
(ASs). This would mostlikely re ect theinitial deploymentof
Tracerson the Internet,when Tracerswould be run from end
hosts.
Transit-AS: Tracersare placedonly on transit ASs, i.e. ASs
connectedo morethanoneotherAS. This re ects deployment
of IDMapson ISP backbonesAs IDMaps becomesnore pop-
ular, we hopethattherewill be enoughincentivesfor network
providersandinstitutionswith privatenetworksto deploy it. For
networksthatdo nothave IDMapsdeployed, Tracerscould still
berunfrom endhosts.
Mixed: Tracersare uniformly placedon the network. On one
hand, this is the simplestplacementmethodand doesnot as-
sumeary knowledgeof network characteristicsOnthe other; it
meansTracersareplacedon bothstubandtransitASs. In terms
of deployment, this placemente ects IDMaps being partially
deployedon somelSPs.
Idealized: For the purpose®f comparatie study we alsocon-
sider Tracer placementusing the two algorithmspresentedn
Sectionll. Sincethesealgorithmsrequirea priori knowledgeof
network topologieswe call this theidealizediDMaps.

IV. THE DISTANCE MAP

OnceTracersareplacedon the Internet,they starttracingto
eachotherandto regionsof the Internet,called APs (seedef-
inition in SectionlV-B.) Theresultingtracesare adwertisedto
IDMaps' clients. Clients of IDMaps, suchas SONAR [9] or
HOPS[10] seners, collectthe adwertisedtracesand construct
distancemaps.In this sectionwe rst discusslracerto-Tracer
part of the distancemap;thenwe discussTracerto-AP virtual
links.

A. TracerTracerVirtual Links

As of the writing of this paper thereare about60,000rout-
ing addresgpre xeson the Internet[11]. Assumingwe have
5% as mary Tracers,and each Tracer tracesto every other
Tracer therewill be about9 million virtual links to be con-
tinually tracedand adwertised. In [1], we identi ed casesin
which IDMaps may reducethe numberof virtual links traced
andstill maintainsgooddistanceestimates\We now generalize
this resultby applyingthe -spannemlgorithm[12] to distance
mapconstruction.A -spannef a graphis a subgraphwhere
thedistancebetweenary pair of nodesis at most timeslarger
thanin the original graph[13], [14]. Formally, givena graph,

, @ -spannelis a subgraph , such
that , . Thenumberof edges
requiredto build a 5-spannerfor example,on a graphwith

Algorithm 3 ( -spanner[12])

1. sort bycost innon-decreasingrder

: for eachedge in do

if

aswp

Fig. 3. The -spannealgorithm.

nodess O( ). For , thenumberof edgegequired
is O( ). We examinethe effect of usingdifferent valueson
theperformancemetric in SectionVI.

The designof IDMaps allows its clients to provide feed-
backto Tracersonwhichvirtual links form their -spannersind
shouldbe continually traced. To capturetopologicalchanges,
insteadof completelydisregardingvirtual links not currently
usedin building distancemaps,Tracerswill simply reducethe
frequenciesat which they traceand ad\ertisetheselinks. We
next describehe -spannealgorithm.

Cai [15] shaved that the minimum -spanner(a -spanner
with the minimum numberof edges)is an NP-completeprob-
lem. However, asymptotically the algorithm of Althofer et
al. generatesfrom a graph , & -spannersvhoseedge
countis in thesameorderof magnitudeastheoptimal -spanner
[12].

Fig. 3 presentshe -spannealgorithmof Althoferetal.[12].
It rst sorts,in increasingorder, all theedgesn by theedge
cost. The edgesare examinedstartingwith the shortest. An
edge isaddedo thespanner if it improvesthedistance
between and by atleastafactorof .

To applythe -spannemlgorithmdescribedabore would re-
quire IDMaps clientsto rst collect and store all virtual
links adwertisedby the  Tracers. It alsoassumeshatoncea

-spanneis computedit will remainstatic.In reality, we do not
expectall IDMaps clientsto be ableto store  virtual links.
As theunderlyinglnternettopologychangeswe further expect
the setof virtual links that makes up the -spannerto change
fromtimetotime. HenceTracerscontinuallytraceandadwertise
all  virtual links—albeitat differentfrequencieswith higher
frequenciedor thoseusedby the -spannerandthosethatare
lessstable;accordinglyIDMapsclientsmustbeableto examine
eachnew adwertisemenof avirtual link andcontinuallyupdate
their -spannersTo allow for this incrementaupdate we have
developedanincremental -spanneglgorithm?®

B. TracerAP Virtual Links

We de ne an AP (AddressPre x) asa consecutie address
rangewithin which all assignedaddresseareequidistaniwith
somehysteresisjo the restof the network. We investigatevar-
ious alternatvesto discosering APson the Internetin arelated
work [16]. In this paper we look at whetherit is sufcient for
eachAP to betracedby asingleTracer If anAP hasmorethan
onepathto therestof thelnternet having asingleTracertracing

Spacdimitation preventsusfrom includingour incremental -spannerlgo-
rithm in this paper
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Fig. 4. Network with multiple connectiongo the Internet.
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tothatAP couldresultin baddistanceestimatebetweerthisAP
andhoststhatarenotsharingpathswith the Tracer Fig. 4 shavs
anetwork of four ISPsandthreeAPs. OneTracereachis placed
in ISP1,ISP2,andISP3,i.e., T1, T2, andT3, respectiely. The
labelon eachlink denoteghedistanceof thelink. Considetthe
following scenario.Mirrors M1 andM2 of a serviceareplaced
in AP3andAP2, respectiely. Assumethat TracerT1 tracesto
AP1, T2 tracesto AP2,andT3 tracesto AP3. ClientClin AP1
will thenbedirectedtio mirror M1 in AP3insteadof M2 in AP2.
Had TracerT2 alsotracedto AP1, the client would have been
directedto M2. We investigatethe effect of having morethan
oneTracertracingto eachAP in SectionVI-F.

V. SIMULATION SETUP

To studythe variousalgorithmspresentedn this paperprior
to the deploymentof IDMapson the Internet,we conductsome
simulationson generatechetwork topologies. In this section,
we give anoverview of thethreetopologygeneratiorprocesses
usedin this study Thenwe describehow we “deploy” IDMaps
on the generatedopologies.Finally, we describehow the per
formancemetric, , is computed.

TABLE |
NETWORK DIAMETER AND MAX NODE DEGREE

Model [[ HopCount [ E2EDistance | Max NodeDegree
Waxman 21 77,655 8
Tiers 35 14,635 20
Inet 18 78,379 24

A. Topology Geneation

For the purpose®f building distancemaps,we modeltheIn-
ternetasa at network consistingof regions, all hostswithin
a region are consideredequidistantto the rest of the Internet.
In our simulatednetworks, eachnoderepresentsucha region
(). To have aroughestimateof the numberof APs,we need
to take alook at ASs (AutonomousSystemspn the currentin-
ternet. As of this writing, thereareabout5,300ASson the In-
ternet,with about30% of them announcingonly one routing
pre x [11]. Fig. 5 shaws the distribution of inter-AS connec-
tivity degreeobsenedfrom BGP peeringdatacollectedby the
NLANR (National Laboratoryfor Applied Network Research)
for themonthsof Nov. 97,Jun.98,andJun.99[17]. Maximum
interrAS connectvity was590in Nov. 1997,812in Jun.1998,
andl1,161in Jun.1999.We maketheobsenationthatlarge ASs,
suchasthosebelongingto ISPsandlarge companiesconnect
togethemary networksthataretopologicallydispersed From
the publishedISP backbonedata[18], we estimatethat large
ISPs have about20 exchangepoints each. To the rst order
of approximationwe considerASswith degreeof connectvity
lessthan20 asAPs.

We use three modelsto generatenetwork topologies: the
Waxmanmodel [19], Tiers [20], and a model basedon AS-
connectvity (“Inet”) obsened from datacollectedon the In-
ternet. All threemodelswork by rst placinga given number
of nodes, , on a planeof dimensions distanceunits by
distanceunits. In this paper we alwayschoose thatis oneor-
der of magnitudelargerthan . The costof eachedgein the
generatechetwork is the Euclideandistancebetweenthe two
endnodesthe costof a pathbetweentwo nodesis the sumof
the edgecosts. The threemodelsdiffer in their determination
of (1) how nodesare placedon the plane,(2) how mary other
nodeseachnode shoulddirectly connectto (a.k.a.nodecon-
nectivitydegree or simply, nodedeggred, and(3) which edges
areselectedo form the network. Thesethreemodelsproduce
networkswith very differentcharacteristicancludingthe node
degreedistribution, the end-to-enddelay distribution, and the
network diameter

We usethe threemodelsto generatehree 1,000 node net-
works® Fig. 6 shavs the distribution of node degree of the
three generatedopologies(we will explain the graphlabeled
“Inet Phasel” later). Tablel lists the diameterand the maxi-
mum nodedegreeof eachnetwork, andFigs. 7 and8 shav the
distribution of hop countsand end-to-enddistancebetweenall
nodepairson the threenetworks, respectiely. In Fig. 7 (8) the
hop counts(e2edistances)yre normalizedby the diameterof
therespectie network. We next describethe topologygenera-
tion processn greaterdetails.Waxman.The Waxmanmodelis

We continueto experimentwith morenetworks from eachmodel.
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widely usedin the literaturefor generatingandomtopologies.
To usethis model, we selecttwo parameters: , the average
nodedegree,and , the densityof shortedgesin the network.
Given  nodes,the Waxmanmodelplacesthem on the plane
by randomlygeneratingeachnodes and coordinaterom a
uniform distribution over the interval . We thencompute
, the maximum Euclideandistancebetweenary two nodes
on the network. The probability of having an edgebetween
nodes and is then calculatedaccordingto the probability
, Where is the Euclideandis-
tancebetween and . A randomnumberbetween0 andl is
generatedThe edgeis addedif this numberis smallerthanthe
computed . We use and , which give
us a meannodedegreeof around2.2. Finally, a spanningtree
is computed addingedgeswherenecessarysuchthatthe nal
network is aconnectedyraph.

Tiers. Tierswasdesignedo generataetworkswhosetopology
resembleshat of typical internetworks;in particular Tierswas
designedo capturethe presencef locality andhierarchyin in-
ternetworks. Sincewe modelthe Internetasa at network of
APs,we useTiersto generatenetworksconsistingof only WAN
(wide areanetwork) nodes(in Tiersterminology)! Tiersplaces
thegiven nodesonthe planeensuringthat nodesare
not within a radiusof ~ of eachother The connectvity
degreeof eachnodeis randomlydistributed with a maximum
nodedegree(WAN redundany, in Tiers parlance)of . Fig. 6
shavs thedistribution of theresultingnodedegreeon our 1,000
nodenetwork for . Edgesareaddedby rst computing
a minimum spanningtree connectingthe nodes. Eachnodeis
thenconnectedo asmary othernodesasspeci ed by its node
degree. In selectinga nodes neighborsthe onesclosestto the
nodethathave notyet mettheirnodedegreesareselectedrst.

Inet. We constructthis modelbasedon resultsreportedin [21]
andthefollowing empiricalobsenationswe madeon the inter-
AS connectvity datafrom NLANR:

1. Thetop mostconnecteddSsform afull-mesh.

2. Themostcommonpeersof thetop mostconnectedASsare
ASswith connectvity degreeof two.

3. The top mostconnectedASs generallydo not directly con-
nectto otherASswith connectvity degreeof one,eventhough
oneis themostcommondegreeof connectvity.

Tiersis alsocapableof generatindierarchicahetworks; howvever theresult-
ing topologylooks like a single-backbondSP network insteadof aninternet-
work of ISPs.

The above obsenations about AS connectvities coincide
with the ndings ontreedepthin [21]. As of Junelst,1999,the
numberof ASs that qualify for “the top mostconnectedASs”
using eachof the threecriteriais 10, 15, and 5, respectiely.
Fig. 5 indicatesan increasein AS connectvity between1997
and1999,bothin termsof the increaseof dual-connectedSs
andtheincreaseof maximuminter-AS connectvity. Maximum
inter-AS connectvity was590in Nov. 1997,812in Jun.1998,
andl1,161in Jun.1999.Hencewe expecttheabose obsenations
to remaintruefor thefuture.

Ourlnetmodelis constructedh two phasesin the rst phase,
we modelAS connectvity by randomlyplacing nodes
on an plane,we dene and in the descriptionof the
seconghaseelon. Sinceouredgeselectiorprocesgdescribed
belov) doesnot addedgeshasedon Euclideandistancewe do
notneedto ensureghatnodesareatleastacertaindistanceapart.
We thenassignthe nodedegreesuchthatthefrequeny of each
degreeoccurringagreeswith the power law presentedn [21].
Edgesarethenaddedto simulatethe characteristicef interrAS
connectvity we obsened from the NLANR data, as follows:
rst we connectthetop nodesinto a full-mesh; in this pa-
per . For these nodes,we thenconnectl0% of their
edgesto randomlyselectednodeswith degreeof connectvity
two. Finally, to achieve full connectvity, we Il thenodedegree
requiremenbf theremainingnodes startingfrom the oneswith
highestdegreeof connectvity, by ensuringthateachnodeis ei-
ther connectedo these nodesor connectedo anothernode
thatcanreachthese nodes.

In the secondphasewe expandthe mostconnected nodes
into networkswith nodeseach.Thisis to simulatethe obser
vationwe madeearlierthat ASswith the largestdegreesof con-
nectvity usuallybelongto ISPswith geographicallydispersed
networks. In this paperwe use for ,
for , and in all cases.We call the nodes
generatedn the rst phaseof the Inet model,“phase-1nodes”
andthosegeneratedn the secondphase,‘phase-2nodes. Re-
ecting the geographicallydispersedchatureof networks con-
nectedto large ISPs,phase-odesarerandomlyplacedon the
plane.Connectitiesbetweemphase-hodegeplacinghesame
phase-Inodeare determinedisingthe Waxmanmodel. These
phase-todesalsoinherit, from the phase-Inodethey replace,
anddivideamongthemseles,connectvity to therestof thenet-
work. In Fig. 6, the graphlabeled“Inet phasel” shows the
distribution of the nodedegreeof the phase-Inodes,
the graphlabeled‘Inet” shaws the distribution of the nodede-
greeof all  nodes,after the secondphaseexpansion;in this



case . Themaximumnodedegreebeforethesecond
phaseaxpansionis 170,afterwards,24.

B. IDMapsInfrastructue

Onceanetwork is generatedywe build anIDMapsinfrastruc-
tureonit. In this section,we describehow the variousTracer
placemenanddistancenapcomputatioralgorithmsandheuris-
ticsareimplemented.

Tracer Placement.In Sectionlll-B, we list four Tracerplace-
ment heuristics: Stub-AS,Transit-AS,Mixed, and Idealized
Given Tracers,to implementStub-ASTracerplacementwe
pick  nodeswith the lowestdegreesof connectity to host
Tracers.Corverselyfor Transit-ASlacementywepick nodes
with the highestdegreesof connectvity. We implementMixed
Tracerplacemenby giving equalprobabilityto all nodesonthe
generatedhetwork to hosta Tracer We implementtheldealized
placemenby computingTracerplacementisingthealgorithms
describedn Sectionll.

DistanceMap Computation. A distancemap consistsof two
parts: TracerTracervirtual links and TracerAP virtual links.
Each Tracer adwertisesthe virtual links it traces. Clients of
IDMaps collecttheseadwertisementandbuild a distancemap
out of them. We do not simulatevirtual link tracingandadwer-
tisementin this study andwe only simulatea single IDMaps
client. The simulatediDMaps client hasa full list of Tracers
andtheir locations. The TracerTracerpart of the distancemap
is computeceitherassuminga full-meshamongall Tracers,or
by executingtheoriginal -spannearlgorithmshawn in Fig. 3.

EachAP (node)canbetracedby oneor moreTracersWhen
eachAP is tracedby a singleTracer the Tracerclosesto an AP
is assignedo traceto the AP. If an AP is to be tracedby more
thanone Tracer Tracersareassignedo the AP in the orderof
increasingdistance. In our simulations,we assumeall edges
arebidirectional,andpathshave symmetricand x edcosts.We
studythe effect of measuremergrrorandstability on IDMaps'
performanceén arelatedwork [16].

Onceadistancamapis built, thedistanceébetweertwo nodes,

and is estimatedby summingup the distancefrom to
its nearesfTracerTA, thedistancefrom  to its nearesfTracer
TB, and the distancebetweenTA and TB. When a full-mesh
is computedbetweernTracersthe TA to TB distances exactly
the length of the shortestpath betweenthem on the underly-
ing network. Otherwise they arecomputedrom the -spanner
If and/or have multiple Tracerstracingto them, the dis-
tancebetween and is theshortesiamongall combinations
of TracerAP and TracerTracerdistancedor the Tracersand
APsinvolved.

C. PerformanceMetric Computation

Recallthatwe evaluatethe ef cacy of IDMapshby computing
the “correctness’of closestsener selectionusingthe distance
mapprovidedby IDMapsagainstselectionbasedon the under
lying topology( ). Consideringhaton the Interneta client
senedby a sener 15 ms away would probablynot experience
a perceptibledifferencefrom being sened by a sener 35 ms
away, or thata sener200msaway will notappeamuchcloser
thanone 150 ms away, we considerIDMaps' sener selection

TABLE I
SIMULATION PARAMETERS

Topology | Placement T-T Map T/IAP
Waxman | Stub-AS 10 | full-mesh 1
Tiers Transit-AS 20 | 2-spanner 2
Inet Mixed 40 | 10-spanner| 3
Min -center | 100
-HST

correctas long as distancebetweenthe client and the closest
sener determinedoy IDMapsis within afactorof timesthe
distancebetweerthe clientandthe actualclosestsener (in this
paperwe use ).

To computethe ef cacy of IDMaps, we rst place3 sener
mirrors on our simulatednetwork. We placethe mirrors such
that the distancebetweenary two of themis at least1/3 the
diameterof the network. We considerall the other nodeson
the network asclientsto the sener. We thencomputefor each
clientthe closestsener accordingto the distancemapobtained
from IDMaps,andaccordingo theactualtopology For agiven
3-mirror placementwe compute asthe percentagef cor-
rectiDMaps' answergvertotal numberof clients,with the cor
rectnesgriterion de ned above. We repeatthis experimentfor
1,000different3-mirror placementspbtaining1,000 val-
ues. In the next section,we presentour simulationresultsby
plotting the complementarylistribution functior? of these
values.We planto studythe performanceof IDMapswhenthe
clientpopulationis notuniformly distributedacrossall nodesn
arelatedwork [16].

V1. SIMULATION RESULTS

Tablell summarizeshe parametersf our simulations.The
headingof eachcolumn speci es the nameof the parameter
andthevariousvaluestried arelistedin therespectre column.
Thecolumnlabeled‘Topology” lists thethreemodelswe useto
generateandomtopologies.The “Placement’columnlists the
Tracerplacementlgorithmsandheuristics. The* " columns
lists the numberof Tracerswe use on 1000-nodenetworks.
The “T-T Map” columnlists the methodsusedto computethe
TracerTracermartof thedistanceanap.The“T/AP” columnlists
the numberof Tracerstracingto an AP. We experimentedvith
almostall of the 540 possiblecombinationsof the parameters
on 1,000nodenetworks andseveralof themon 4,200nodenet-
works. Themajorresultsof our studyare:

1. Mirror selectionusing IDMaps gives noticeableimprove-
mentoverrandomselection.

2. Network topologycanaffectIDMaps' performance.

3. Tracerplacementalgorithmsthat rely on knowing the net-
work topologydo not alwaysoutperformheuristicsthatdo not.
4. Adding moreTracersgivesdiminishingreturn.

5. Numberof TracerTracervirtual links requiredfor goodper
formancecanbeO( ) with asmallconstanimultiplier.

6. Increasingthe numberof Tracerstracing to eachAP im-
provesIDMaps' performancavith diminishingreturn.
Theseresultsapply to both the 1000-nodeand 4200-nodenet-
works. We presentsimulation datasubstantiatingeachof the
aboveresultsin thefollowing subsections.

The complementarylistribution function, , where

is the cumulatve distribution function of therandomvariable .



A. Mirror Selection

Resultspresentedn this subsectiorare obtainedfrom simu-
lationson a 1,000-nodenetwork with topologygeneratedising
the Inetmodel. In all casesthe numberof Tracersdeployedis
10 (1% of nodes)thedistancemapsarebuilt by computingfull-
meshedbetweerthe Tracerswith only asingleTracertracingto
eachAP.

We comparethe resultsof randomlyselectionagainstselec-
tion usingthedistancamapgeneratedy IDMaps. Themetricof
comparisons . Eachline in Fig. 9ashaovsthecomplemen-
tary distribution function of 1,000 valuesasexplainedin
theprevioussection.For example theline labeled Transit-AS”
shavsthatwhenmirrorsareselectedasednthe distancemap
computedrom Tracersplacedby the Transit-ASheuristic,the
probability that 80% of all clientswill be directedto the “cor-
rect” mirror is 100% (recall our de nition of correctnesgrom
the previous section);however, the probability that 98% of all
clientswill be directedto the correctmirror is only 85%. We
startthe x-axis of the gure at 40% to increasdegibility. The
line labeled" -HST"” is the resultfor idealizedIDMaps when
the -HST algorithmis usedto placeTracers. The -HST al-
gorithmrequiresknowledgeof thetopology(seeSectionll-A).
The line labeled“Random Selection”is the result when mir-
rors are randomly selectedwithout using a distancemap. As
expected,it performswell for lessthan 40% correctnessand
the performancealeterioratedeyond 60% correctness.Mirror
selectionusingdistancemapsoutperformgandomselectionre-
gardles®of the Tracerplacemenalgorithm.We ranthesameex-
perimentwith Inettopologiesgeneratedising 31 differentran-
domseedsaindcomputedhe95%con denceinterval (shavn as
error bars)for thetail distribution in Fig. 9a. We include only
the bestandworst performing Tracerplacementlgorithmsin
Figs.9 for legibility of the graphs.Therelative performanceof
thevariousplacementlgorithmsis presentedh SectionVI-C.

B. Effectof Topolagy

Figs. 9b and 9c shaw the resultsof runningthe sameset of
simulationsasin the previous section,but on topologiesgener
atedfrom the Waxmanand Tiers models,respectiely. Again,
theerrorbarson each gure shovsthe 95%con denceinterval
computedfrom 31 randomlyseededopologies. While mirror
selectiorusingadistancenapprovidesbetterperformancéhan
randomselectionin all cases,performanceon the Tiers gen-
eratedtopology exhibit a qualitatively differentbehaior than
thoseon the othertwo topologies. For example, the Transit-
AS heuristicgivesbetteriIDMaps performancaghanthe -HST
algorithmon topologiesgeneratedrom the Inet and Waxman
models but not soon thetopologygeneratedrom Tiers.

We offer a hypothesidor therelatively poor performanceof
randommirror selectionon Tierstopology Fig. 8 shavsthatal-
mostall the end-to-endlistancesn Inet generatechetwork fall
betweer?20% and60% of the network diameter Whenwe ran-
domly pick two distancedrom this network, it is highly likely
thatthey will fall within this range.Consequentlyonedistance
will benomorethan3 timeslongerthanthe other Sogivenour
de nition of theperformancemetric,eventherandomselection
cangive acceptablgerformanceAs canbe seerby comparing

Fig. 9b againstFigs. 9aand9c, this is moreevidentin the net-
work generatedrom the Waxmanmodel, wherethe distances
fall betweer30% and70% of the network diameter However,
the distancedistribution for the Tiers topology is much more
dispersedandthe rangeis between10% and 70% of the di-
ameter It is muchharderfor two randomlypicked distances
to be closewithin a factor3. Thisis corroboratedy the poor
results‘RandomSelection’returns.We noteagainthatdespite
thesigni cant differencesn thethreemodels|DMapsis ableto
provide noticeablemprovementsn mirror selectionin all three
cases.

C. Performanceof Placemenilgorithms

To comparethe relative performanceof the various Tracer
placemenglgorithmsandheuristics we repeatthe samesimu-
lationsasin the previoustwo subsectionspncefor eachplace-
ment algorithm. Then using the complementanydistribution
function of the valuesobtainedfrom running the Mixed
placementlgorithmasthe baselinewe computethe improve-
mentof the placemenglgorithmsrelative to Mix ed placement.
Theresultsarepresentedh Figs.10aand10bfor networksgen-
eratedusingthe Inet and Tiers model, respectiely. For exam-
ple, Fig. 10b shawvs thatfor the Tiers topology while the Min

-center -HST, and Stub-AS placementalgorithmsoutper
form the Mix ed algorithm,the Transit-ASplacementlgorithm
underperformst. While no placementlgorithm corvincingly
outperformary other it is interestingto notethatthe mereexis-
tenceof IDMaps,regradlesof theplacemenalgorithm,already
providessigni cant improvementover randomselection.

D. HavingMore Tracers

In this subsectionye studythe effect of increasinghe num-
berof Tracerson IDMaps' performanceFig. 11lashonsthere-
sultsof runningthe Transit-ASplacemenalgorithmona 1,000-
nodenetwork generatedisingthe Tiers model. Increasingthe
numberof Tracersfrom 10 to 20 improves performanceper
ceptibly, with diminishingimprovementsfor furtherincreases.
ComparingFig. 11aagainstFig. 9c from SectionVI-B we see
thatincreasingthe numberof Tracersfrom 10 to 20 makesthe
performancéDMapsusingthe Transit-ASplacemenglgorithm
comparabldo thatusingthe -HST algorithmwith 10 Tracers.

Fig. 11b shows the resultsof running the Transit-ASplace-
ment algorithm on a 4,200-nodenetwork generatedising the
Inet model. Again, we see a perceptibleimprovementin
IDMaps performancewhen the numberof Tracersincreases
from 10 to 35, with diminishingimprovementsfor further in-
creasesAlso of signi canceis thathaving only .2%of all nodes
servingas Tracersalreadyprovidescorrectanswer90% of the
time with very high probability. Overall, it is clearthatwe do
notnecessarilyneedalargescalelDMapsdeploymentto realize
animprovementin the currentmetricof interest,

E. DistanceMap Reduction

In all the simulationsreportedso far, the distancemapsare
built by computingfull-mesh TracerTracervirtual links. Fig-
ure 12 shaws the resultsof running the Transit-ASalgorithm
to place100 Tracerson a 1,000-nodenetwork generatedising
the Inet model,with TracerTracervirtual links computedasa
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TABLE Il
NUMBER OF VIRTUAL LINKS USED BY -SPANNER.

full-meshandas -spannersFor
differencen performancefor
Qualitatively similar resultsare obsened for topologiesgener

, thereis no perceptible
, theperformancés worse.

) - Placement | 2-spanner| 10-spanner

atedby the WaxmanandTiersmodels,with worseperformance Inet
for in theTierscase. Stub 628 198
Mixed 520 200
Transit 434 198
Min  -center 402 198

Waxman

Using a -spannerin placeof a full-mesh can signi cantly Slt}‘bd 222 132
reducethe numberof TracerTracervirtual links that mustbe Transit 386 00
traced,adwertised,and stored. Tablelll shaws thatfor all the Min  -center 434 196

topologieswe experimentedwith, the numberof virtual links Tiers
usedby both2- and10-spannerareO( ) with asmallconstant fﬂﬁ‘)’g g ggi 383
mu!tlph.er. In contrast,the numbgrof virtual links requiredto Transit 262 198
maintaina full-meshfor is 4,950edges. Min -center 266 202
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F. Multiple Tracers per AP

In all our simulationssofar we have assumedhatonly a sin-
gle TracertraceseachAP. On the 1000-nodenetwork gener
ated using the Waxmanmodel, we experimentedwith having
two andthreeTracerdracingto eachAP. Tracersareplacedus-
ing the Transit-ASalgorithm,anda full-meshis computedfor
TracerTracervirtual links. Using the one Tracerper AP per
formanceasthe baseline e computethe percentagémprove-
mentof increasinghe numberof Tracersper AP. We only con-
siderupto 3 Tracersper AP sincecurrently85% of ASson the
Internethave degreeof connectvity of at most3 (seeFig. 5).
Figs. 13 shows the resultsfor IDMaps with 100 Tracers. The
gure shows clearly the diminishingreturn of having multiple
tracersperAP.

VIlI. CONCLUSION

It hasbecomeancreasinglyevidentthatsomekind of distance
mapserviceis necessaryor distributedapplicationson the In-
ternet. However, the questionof how to build sucha distance
map remainslargely unexplored. In this paper we tackle the
guestionof how a measurementetwork canbe placedon the
Internetto collectdistancanformation.

In the context of closestsener selectionfor clients, we
shavedthat,signi cantimprovementboverrandomselectiorcan
be achieved using placementheuristicsthat do not requirethe
full topologicalknowledge. In addition, we shaved that the
IDMapsoverheadccanbeminimizedby applyingspannerso the
TracerTracervirtual links, which resultsin linearmeasurement
overheadwith respectio the numberof Tracers. Furthermore,
we looked at sometheoreticalapproachedo the well-known
centerplacemenproblem,which canpotentiallyprovide a the-
oreticalbasisfor our on-goingresearch Overall this studyhas
provided positive resultsto shov thatan Internetdistancemap
serviceis indeeduseful.
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